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Q@ Starboard — brings security reports into Kubernetes
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Starboard CLI demo
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Q@ Starboard operator — automation
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Starboard operator demo
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Starboard design decisions
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What security
issues are this for
this resource?

Securit %
Resource y
report

Resource type = pod
Resource name = my-app

@lizrice @d_pacak L) OC]UO



What security
issues are this for
this resource?

Security

Resource
report

Resource name

Resource type = pod
Resource name = my-app

@lizrice @d_pacak L) QC]UO



What security
issues are this for
this resource?

namespace %
Security

e elllgel- M — — — — — —
report

@lizrice @d_pacak L) QqUO



What security
issues are this for
this resource?

namespace %
Security

e elllgel-l— — — — — — —
report

starboard

@lizrice @d_pacak i QqUO




Unmanaged pod
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Unmanaged pod Vuln report
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Unmanaged pod Vuln report
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Unmanaged pod Vuln report
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What
vulnerabilities are
in my deployment?
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Starboard hierarchy demo
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Extending Starboard
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Q@ Pluggable vulnerability scanners

Kind: Deployment

Name: my-app
Image: some-image:2.0
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PodSpec

Kind: Job
Name: efavbs-d21...
Namespace: starboard-operator

Struct: PodTemplateSpec

Image: aquasec/trivy:0.11.0
Command: trivy some-image:2.0

Trivy output converter

Kind: VulnerabilityReport
Name: deployment-my-app-some-container
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@ VulnerabilityScanner interface

package scanner
import ...
type JobMeta struct {...}

// Options are arguments passed to the VulnerabilityScanner.GetPodTemplateSpec method.
type Options struct {
// Namespace the namespace to run the scan Job in.
Namespace string
// ServiceAccountName the name of the Service Account to run the Pod controlled by the scan Job.
ServiceAccountName string
// ScanJobTimeout scan job timeout.
ScanJobTimeout time.Duration

// VulnerabilityScanner defines methods implemented by vulnerability scanner vendors.
»| type VulnerabilityScanner interface {

// GetPodTemplateSpec describes the pod that will be created when executing a scan job
// for the specified pod descriptor.
o] GetPodTemplateSpec(spec corevl.PodSpec, options Options) (corevl.PodTemplateSpec, error)

// ParseVulnerabilityScanResult is a callback to parse and convert logs of the pod controlled
// by a scan job to the Starboard model.
®| ParseVulnerabilityScanResult(imageRef string, logsReader io.ReadCloser) (
vlalphal.VulnerabilityScanResult, error)
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Lens kind-kind VulnerabilityReport: repli dpress-6ff85b49b8

Cluster
] Vulnerabilityreports Created 1m ago (2020-10-21710:10:39Z)
oaes
Name replicaset-wordpress-6ff85b49b8-wordpress

Workloads :
] Name Namespace RSN (e default

Configuration [ replicaset-wordpress... default library/wo | .1 s pod-spec-hash=68bf865d7d

Network starboard.container.name=wordpress

Storage starboard.resource.kind=ReplicaSet
starboard.resource.name=wordpress-6ff85b49b8
Namespaces

starboard.resource.namespace=default

© @ © >

Events

Controlled By ReplicaSet
Apps
Repository library/wordpress
Access Control
Tag 49
Custom Resour...
Scanner
Definitions
Critical
aquasecurity.gi... A
High
CISKubeBenchRe
ConfigAuditReport el
KubeHunterReport Low
VulnerabilityReport Unknown
& Terminal X -+

€ default
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Starboard future
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Q@ Fully pluggable security reporting
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What are the
most important
security issues in
my cluster?

kubectl starboard summary <namespace>
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github.com/aquasecurity/starboard
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