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What is Kata containers

Status update on arm64
 Performance evaluation
e User stories
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Kata Containers Architecture Design
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Container
Process #0

Container
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AArch64 HW Virtualization Based Hypervisor
KVM/Xen

B Hypervisor VSOCK Socket
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Kata containers status on armé64

e Brief summary on overall status of arm64 kata containers

 Run smoothly on arm64

* Install kata on armé64
e sudo snap install kata-containers
e Build from source code

* Run kata by ctr
 sudo ctr image pull docker.io/library/busybox:latest
e sudo ctr run --runtime io.containerd.run.kata.v2 -t --rm
docker.io/library/busybox:latest hello sh

* Even supported on Raspberry Pi 4
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status on arm64 — features comparison

N T
hypervisor gemu/fc/clh/acrn gemu/fc/clh

nvdimm(dax) Y Y

virtiofs gemu/clh gemu*/clh

vm template Y Y

Rust-agent Y Y

memory hotplug Y Y*

vcpu hotplug Y N

Nested kvm Y N

* Supported by upstream only, not in Kata repo
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virtio-fs

« Virtio-fs is a shared file system that lets virtual machines access a directory
tree on the host. Unlike existing approaches, it is designed to offer local file
system semantics and performance

* Base on fuse VM

* Independent userspace daemon Virtiofsd DAX

 DAX, avoid unnecessary VM exit. Window \FUSE requests
* Limitation

QEMU virtiofsd

-E '
Setup/remove \\File /O
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virtio-fs

e performance test of Virtio-fs compared with 9pfs on Arm (dax enabled)

_ , write (Higher is better)
Read (Higher is better)

400
342
350
700
300
600
500 250
400 200
300 190 -
200
100 36 36 36 100
0
ek —_— ek 50 39 38 34 4l 32
W 9p(MiB/s) 0
| virtio-fs(Mib/s) 190 578 618 365 373 16k 32k 64k
W 9p(MiB/s)
B virtio-fs(MiB/s) 227 285 223 288 342
W Op(MiB/s) M virtio-fs(Mib/s) W 9p(MiB/s) M virtio-fs(MiB/s)

- mount -t 9p -o trans=virtio,version=9p2000.L,msize=4k hostshare /tmp/host_files

- mount -t virtiofs myfs /mnt
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Functional features development

 what Arm container team has done

Enable the runtime/rust-agent for arm64

Cl maintenance for Kata arm64

Firecracker/Cloud hypervisor arm64 support on arm64
 Kubernetes integration test



S R pteal

Feature todo

e Memory hotplug
* Cpu hotplug
* Nested virtualization
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Performance comparison

Boot time

Binary code size
e Memory footprint

* Hardware/Software setup:
Arm64 host: ThunderX2 5.3.0-rc4+ kernel, ubuntu 18.04.4
Qemu: 4.1 from kata upstream

X86 host: desktop Intel(R) Core(TM) i7-9700 CPU + Ubuntu 19.10
Qemu from Ubuntu 19.10

Kata: latest (2020-July) with default configuration
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starting vm

kata container boot time({ms)

172171

vm started

m arm before pacched

175173

proxy started agent started

m arm after patched
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752

started

Kata container From starting to being started
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kernel boot time(ms)

330 328.113

315928
28Z2.5BE

300
250 236,57
200
150
117.31
100 B1.246
50
0 0
0

kernel starting run Jfshin/init sytemd end

B arm beforepaiched W arm after patched W xB6
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Tuning items (boot time) %/’W

* Workitems:

* pmu=off

* SCSI scan none

* virtio mmio disable

* More aggressive: VM template

13
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VM template

RAM
share=on
save
load
Device state
M templ
M template
load

Vm incoming

migration
save &

Template Pool

Kata
runtime

Kata container From starting to being started 4
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Performance comparison — binary size
—0 o 0=
binary size tuning - Kata service T
90000 83836 )
80000
70000 65347 v
60000
50000
¢ 40000 33097 Q
25981 26339 24758
30000 19357 19651
20000
10000 l
0
containerd-shim-v2 kata-runtime kata-agent total
B original size(kb)  m after tuning(kb)

O O O

Summary: The total binary size was reduced from 83.8Mbytes to 65.3Mbytes (-22%)
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Performance comparison - memory footprint
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binary size tuning - VMM
80000 71983
70000
0000 58044
50000
40000
30000
20000

9402
10000

vmm binary original device.mak tuning stripping

Summary: The vmm binary size was reduced from 71.9 Mbytes }to 9.4 Mbytes (-86%)
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Performance comparison - memory footprint
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st

Qemu VIRT footprint(MB size)
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Performance comparison - memory footprint
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QEMU Res memory footprint
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40984

RSan

O O
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Kata go binary memory footprint comparison
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Go agent Res memory footprint(kb)
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Kata Go runtime Res memory footprint(kb)
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M x86 go runtime MW arm64 runtime
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Network throughput

what Arm container team has done to tune the performance

Network throughput(Gbit/s), more is better

16
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bbr cubic

* Server: iperf3 -s
* Client: iperf3 -c Sip -i 2 -t 30
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Performance tuning items

what Arm container team has done to tune the performance

VM template support for armé64
* virtiofs/dax enablement and bugfix

* pmem (nvdimm) support and bugfix
* Change the algorithm to Cubic for Kata

21
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User Stories - Kata in Chinese internet giants

e Baidu’s journey to offer Al Cloud and Edge Computing services at
massive scale by taking advantage of Kubernetes, Kata Containers

e ECS Bare Mental Instances + Kubernetes as Serverless infrastructure,
with Kata Containers as container runtime in Alibaba cloud

22


https://katacontainers.io/collateral/ApplicationOfKataContainersInBaiduAICloud.pdf -
https://www.alibabacloud.com/blog/getting-started-with-kubernetes-%7C-secure-container-technology-from-the-founder-of-kata-containers_596340
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