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apiVersion: kubevirt.io/vlalpha3
kind: VirtualMachine

metadata:
) &) &
api c-m sched spec:

K8s API Server Controller Scheduler template:
Manager spec:

domain:
devices: t) o
Node i | - >»interfaces: KU eVIFt
Virtual Machine
f—m=———==== > resources:

Control Plane

virtual
CPU/GPU/RAM

I
I
: | —— - > disks:
@ :w_______:_. I networks:
-l (NN} - I .
o virtual NIC virtual Disk I I volumes:
1-t+--- dataVolumeTemplates:

Kubelet virt-launch Pod| - - - spec:

pvc:

KubeVirt provides declarative Virtual Machine lifecycle management on Kubernetes.
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apiVersion: k8s.cni.cncf.io/vl
kind: NetworkAttachmentDefinition
metadata:

name: my-bridge

namespace: my-ns

Multus for Network e e

"cniVersion": "0.4.0",

Extension and e bidnen
. "plugins": [
|SO|atIOn { "name": "my-whereabouts",
"type": "bridge",
"bridge": "brl",

"vlan": 1234,
"ipam": {
"type": "whereabouts",

"range": "10.123.124.0/24",
"routes": []
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Multus for Network Extension B e

apiVersion: k8s.cni.cncf.io/vl apiVersion: kubevirt.io/vlalpha3
Conitral Plari kind: NetworkAttachmentDefinition k?nd' VirtualMachine P
metadata: + d ta:
I _yname: my-bridge _ 5 meta a.a.
I namespace: my-ns : name. my-vm
api c-m sched [ spec: : spec:
I config: '{ | template:
K8s API Server Controller Scheduler I "cniVersion": "0.4.0", spec:
Manager M w. om . " 1
[ name": "my-bridge", : domain:
: plugins®: [ I devices:
Node I "name": "my-whereabouts", : 1n‘ter‘-F:flces:
1 "type": "bridge", : - name: default
[ "bridge": "bri", I masquerade: {}
I "vlan": 1234, I - bridge: {}
I "ipam": { : name: other-net 5o
1 "type": "whereabouts", : networks : Network
kubelet : ":33525':'- %9'123'124'9/24 > I - name: default®®
Kubelet virt-launch Pod : { "dst": "0.0.0.0/0", : pod: {} %
I "gw" i "10.123.124.1" } - multus: «00
K8s Pod Network Other Network 13313 : networkName:
——————— =>my-ns/my-bridge
name: other-net

A net-attach-def declares a Multus Plugin )
configuration. In this example, a Linux VM declaration references

bridge using VLAN 1234 is created. It the net-attach-def using
uses Whereabouts for IP address namespace/name notation.
management.

Multus is a meta CNI. It allows a Pod or
VM to attach to other networks.
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apiversion: k8s.cni.cncf.io/vl apiVersion: kubevirt.io/vlalpha3
Control Plane I;:Eg(.jail:‘?workAttachmentDeflnltlon kind: VirtualMachine
[ name: my-bridge — — — = = = = = = = = — I metada‘.ca:
@ @ @ I namespace: my-ns I name. my-vm
- I spec: I spec:
api c-m sched I config: '{ I template:
K8s API Server Controller Scheduler I "cniVersion": "0.4.0", I spec:
MEREgSn I "name": "my-bridge", I domain:
. "plugins®: [ I devices:
I I X .
Node & vuLtus I "name": "my-whereabouts", : 1nter.‘-Facc.es.
4 "type": "bridge", : - bridge: {}
1 "bridge": "bri", I name: default-net
VM 1 "vlan": 1234, I networks:
@ eth0 I "ipam": { I - multus: e
kubelet ® I “type”: “whereabouts®, I networkName:
Kubelet virt-launch Pod “—— i — : ":23525"" %9'123424-9/24 > D e e e e e e > my—ns/my—bridge
t I { "dst": "0.0.0.0/0", name: default-net
Default Network "gw" : "10.123.124.1" }
1331y

A VM can only uses Multus network, without attaching to the Kubernetes Pod Network, to
achieve full isolation.
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High Performance Configuration
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Full Isolation Configuration

Physical Network

a VLAN 200 )
L VLAN 100 >
Node Node
VM VM
eth0 ethO
: '
VLAN 100 VLAN 200

VMs and Ceph attach to the same
net-attach-def to achieve high performance.

VMs use multus as default network and

attach to different net-attach-def to achieve
full isolation.



apiVersion: core.gardener.cloud/vlbetal . .
e o0t econtia: Gardener Shoot cluster network configuration
networks:
sharedNetworks:

- name: "ceph" T T T T T T T T T m s ememEmsmEEsmEmEmEEmmE e em s =
name: ceph 1 [ Rgll | < ® >
namespace: rook-ceph |
tenantNetworks: | @
o o T, shared network y ook ceph
default: true S — e — — — — — —
. N
config: |- N I
{ - I

"type": "bridge", S <
"vlan": 1234, N
} N

apiVersion: core.gardener.cloud/vlbetal
kind: Shoot | = () -0 -0

infrastructureConfig: — O — O — O
networks:
sharedNetworks: _ _ _ _ _ _ _
- name: "ceph" *I = == == _ S -
name: ceph
nemespace: ook-ceph VLAN 1234 VLAN 2345 I
tenantNetworks ! m m - - e e o e e e e e e e e e e e e e e e e e e e e e e e e !
- name: "network2" ———E—— E—— E—— E—— T —— E—— —— — S—
default: true
config: |-
{
"type": "bridge",
"vlan": 2345,
}

Multiple shoot clusters can access shared networks and create their own isolated tenant networks.



apiVersion: cdi.kubevirt.io/vlalphal
kind: DataVolume
metadata:
name: my-cloned-dv
spec:
source:
pvC:

Data Volume and S
Clone namespace: my-ns

pvc:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 10Gi
storageClassName: storage-provisioner
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Ad-hoc DataVolume Pre-allocated DataVolume

: download
l download l download &download .
: Clone Clone

attach attach attach
l attach

Pre-allocated Data Volumes only download
images once, then are cloned to VMs upon
creation, without having to re-downloading
them, and thus reducing network latency.

Downloading VM images to Data Volume on
demand are prone to performance and
reliability issues.



Host Assisted Data
Volume Clone

@ &

StorageClass StorageClass
PersistentVplumeClaim PersistentVplumeClaim

Cloned
Data
Volume

Source
Data
Volume

Host assisted Data Volume Clone can
work in all cases but requires data copy.

Smart Clone

Matchlng Class

Stora Class Snaps tClass

VolumeSnapshot

PersistentVplumeClaim PersistentVplumeClaim

Source Cloned
Data Data
Volume Volume

Smart Clone uses volume snapshot
provided by Storage backends which is
often implemented as Copy-on-Write
(COW) and is thus more scalable.



Data Volume disks for shoot cluster nodes

apiVersion : kubevirt.io/vlalpha3

apivVersion: kind: VirtualMachine e e = == == o= o= =
core.gardener.cloud/vlbetal metadata : 1
kind: Shoot --- - name: cpu-worker-asdl2zxc |
. I spec: | Root Pre-allo
spec: | dataVolumeTemplates : 1 Volume cated
provider: P p- - metadata: -— T e e 1 O O
workers : Do name: root-disk L clone
- name: CPU-WOIrKer m m m m = I spec: L DV - DV
pvc: |
ce I
VOll,lmef oS- - - - === storage: 20Gi !
size: 20Gi storageClassName : default ! attach
type: default source : I
dataVolumes: pvec: |
- name: volume-1l — — — — — — — — P - metadata: = = = —— - — - — 1
size: 40Gi name: volume-1 [
type: default spec: | "=-=====
pvc: |
- |
storage: 40Gi I ﬁ
storageClassName : default | T attach I:|I:|I:I
source: ni
RO | cloud-init
Shoot clusters can use template : .
spec: === Tms=ms s DV
pre-allocated Data Volume domain : S
. . i . O
for fast root disks creation. deviesss
isks: ... Blank
volumes : Volume
. - dataVolume :
Data Volume provides an name: root-disk
ape . name: root-disk
easy way of additional disks oo
management. name: volume-1

name: volume-1
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Upload VM disk image to your cluster

apiVersion: apiVersion: cdi.kubevirt.io/vlbetal

upload.cdi.kubevirt.io/vlbetal kind: DataVolume

kind: UploadTokenRequest metadata:

metadata: name: upload-datavolume
=P name: upload-datavolume — - Spec:
: namespace: default : source: download
| spec: I upload: {}
1 pvcName: upload-datavolume pvc:
| I accessModes: -
1 1 - ReadWriteOnce
1 1 resources:
e 1 requests: clone
: : storage: 40Gi >
1 |
: l attach
|

upload

CDI upload helps to provision pre-allocated Data Volumes in highly isolated environments.
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