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Open Policy Agent

General purpose policy engine

Golang Library and/or HTTP Server

https://www.openpolicyagent.org/
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Problem: I need my JWKS from a remote location, with juuuuussstt the right 
error handling and caching.
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Custom Built-in To Fetch JWKS
Expected behavior:

Look for a key URI in the <url>/.well-known/openid-configuration

Fall back to trying <url>/.well-known/jwks.json 



Custom Built-in To Fetch JWKS
Expected behavior:

Look for a key URI in the <url>/.well-known/openid-configuration

Fall back to trying <url>/.well-known/jwks.json 

● What about http.send()?
○ Error handling?
○ Custom caching?
○ Complexity
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Looks hard though… 

https://www.openpolicyagent.org/docs/latest/extensions/
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Extending OPA - The Fear
Custom image? :*(

But.. golang? Build tools? Gross..

More code to manage? :**(



Extending OPA - The Reality
It’s pretty easy...

● Minimal code beyond custom plugin
● In practice most people use custom 

images anyway.
● Super easy to build with multi-stage 

docker image



From Humble Beginnings...
$ git init && go mod init github.com/my-org/my-repo 

   main.go --->

$ go run main.go 



Code Time

https://bit.ly/2TcpX1o

https://github.com/patrick-east/kubecon-na-2020/tree/master/custom-opa



Custom Built-in Registration
● Compile-time → Signature
● Runtime → Implementation
● Register before “starting” OPA



Code Time

https://bit.ly/2TcpX1o

https://github.com/patrick-east/kubecon-na-2020/tree/master/custom-opa
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New Requirement: Custom Decision Logger
● Don’t want to implement a decision log server??
● Already got some cool infra? Use it!



OPA Plugins 101



OPA Plugins 101
● Define a struct and plugin name



OPA Plugins 101
● Define a struct and plugin name

● Implement the Plugin interface  → 



OPA Plugins 101
● Define a struct and plugin name

● Implement the Plugin interface  → 

● Define Factory   → 



OPA Plugins 101
● Define a struct and plugin name

● Implement the Plugin interface  → 

● Define Factory   → 

● Register  → 



Code Time
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Code Time

https://bit.ly/2TcpX1o

https://github.com/patrick-east/kubecon-na-2020/tree/master/custom-opa



New Requirement: Custom API Frontend
● All this HTTP and JSON overhead? Cmon…



New Requirement: Custom API Frontend
● All this HTTP and JSON overhead? Cmon…
● Why not gRPC?????



New Requirement: Custom API Frontend
● All this HTTP and JSON overhead? Cmon…
● Why not gRPC?????



Custom API Frontend - Solution



Custom API Frontend - Solution



Code Time

https://bit.ly/2TcpX1o

https://github.com/patrick-east/kubecon-na-2020/tree/master/custom-opa



Custom API Frontend - Problem

Pro Tip: Manager.Store == The Policies



Code Time

https://bit.ly/2TcpX1o

https://github.com/patrick-east/kubecon-na-2020/tree/master/custom-opa



Thank You!


