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« Why

« Motivation & Problem
« What

« SLO Recap

« SLO Design for Kubernetes Components
« How

« SLO Alerting
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Motivation © B Urtal

thousands
of nodes

Millions of
pods

- tens of clusters ::EB[IDD@EE

Cluster Management becomes increasingly challenging for K8S SRE
when the cluster scales significantly.



Fleet Management S S Virteal
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« Release Velocity vs Reliability NnT S“RE

- Master Components: complex interactions

« Node Components: delayed/scaled impact

« Node Capacity is tight: High-quality observability WHAT JUSEHAPPENED

memegenerator.ne t
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Production

Constraints .
Alerting & Response

& Agreements

Design &

Improveme

nt

Refinement
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Production

SLO constraints SLO Alerting & Response

& Agreements

Design &

Improveme

nt

SLO Rrefinement



SLO Design for Kubernetes
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SLO Recap S B Virteal

Service Level Indicator
Metrics that use to measure the

healthiness of a service

SLO @

SLA

tl:dr: SLIS drive SLOS which inform SLAS.



thousands
of nodes

Millions of
pods

tens of clusters

What SRE cares on K8S?

D

* PAAS Level (e2e)
» Deployment / Workload
« Success Rate

» Delivery Latency

& K VA/’W

KubeCon CloudNativeCon
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9 Pod Lifecycle SLO

« Single-Pod Lifecycle
« Creation, Update, Deletion
« Success Rate

« Latency

/

g Pod health SLO a API-level SLO

» Track Existing Pods
« Various Unhealthy Status
* Pod-level Up time

« APIServer Availability
e Success Rate
« Latency

-
-

tl;dr: E2E SLOS represent real user experience
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kube-controller
User-Defined
controller

Mutating
admission
webhook

Vaidating
Admission
webhook

Scheduler extender

Scheduler

. Authentication
—— APl request —» apiserver .
Authorization

A

Pod

. multiple Runtimes kubelet D
readinessGates

A

g Pod Lifecycle SLO

« Single-Pod Lifecycle
* Creation, Update, Deletion
* Success Rate Example E2E SLO:

_* Latency ) Monthly, 99% pods should be created successfully to reach the ready state within 5min.

_______________________________________________________
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Audit log

tl;dr: E2E SLO can be calculated via various audit / event logs.

Authentication
Authorization

Mutating
admission
webhook

Vaidating
Admission
webhook

Scheduler extender
Pod
. multiple Runtimes kubelet -
readinessGates

Scheduler
Runtime log Pod Iivgent &

User-Defined
controller

A
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There s anissue.
with the Scheduler

Are the pods

1o he pod status
RinConianettiort
)

1=  Root causing is less obvious w/ E2E SLO

Are you pulling
images froma
private registry?

Readiness
brobe faling?

The Tssue could be
with the CRIor

pod level, not component level

Pods are
Einning
correctly

-
[ ]

top-down approach

Is the Selector
matching the
ight Pod label?

canyou see st
of Backends?

Canyousee alist
of endpoints?

less noisy but may take longer time

Does the Pod
have an b
assigned?

spcific o the

Consult the does
for your Ingress.

S kubectl port-forard s

The Ingress is
I’I.llll’lln?
correctly

rely on past expertise

Canyou visit the
app?

The issue could be.
with Kube Proxy

The app should be
working. Can you

“isit it from the {Fo}
public nternet?

END

The Service is
— runmnF
correctly

learnk8s

demonstration of kubenetes flow chart
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— - Authentication Mutating Vaidating
APIrequest apiserver admission Admission Etcd

Authorization webhook webhook

Scheduler extender kube-controller

Pod multiple Runtimes kubelet <

readinessGates

User-Defined
controller

Scheduler

A




Fine-grained SLO s B
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« Synchronized Components: etcd, webhook, apiserver

« Asynchronized Components: controllers, scheduler, operators

L Mutating Vaidating
. Authentication o o
— APl request apiserver . admission Admission Etcd
Authorization
webhook webhook

Scheduler extender kube-controller
Pod ‘ :
. multiple Runtimes | <«4—— CRI kubelet <
readinessGates
Scheduler User-Defined

controller

A

A

———————————————————————————————————————————————————————————————
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Component SLO S B Virteal
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* Stateless & synchronous Http request success rate Http request latency

O

Component alive
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Reconcile success rate Reconcile latency
« Stateful & Asynchronous
 Queueing system
« Reconciliation success and latency F
e Leader-follower Component alive Component leader select

* Internal & external dependencies

™

Queue depth




Overall SLO Graph 8 B liteat
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USER & SRE cares
Resource delivery SLO
A

T : T :

Pod Creation SLO OpenAPISLO Pod health SLO E Pod Deltion SLO : E Pod Upgrade SLO |

SRCEES an )/ i A |
SRE cares

U dd t
Component SLO Node health SLO P and downstream
systems SLO
\4 \4 \ 4 \4 \ 4 v v v v
Kube- Kube- user-defined user-defined Extender Malfunctioning node pod Automatic Dns Net Image Storage
controller scheduler Controller Wwebhook scheduler Self-healing migration 9 9
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Why RatioRate is bad? 8 B Vituat
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SLO: 99.9% of the requests to APIServer are successful* every month.

* Success means APIServer returns Status code < 500.

record: apiserver_request sli error_count

expr: sum(increase(apiserver_request count{code=~"5.*"}[1m]))
record: apiserver_request sli total count

expr: sum(increase(apiserver_request count[1m]))

alert: high apiserver_slo failure_ratio

expr: apiserver request sli error_count / apiserver_request sli total count > 0.001




Why RatioRate is bad? 8 B Vituat
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A Hypothetical Error Ratio Graph

alert: high apiserver_slo failure_ratio

expr: apiserver _request sli error_count / apiserver_request sli total count > 0.001

for: 5m



Alerting Philosophy S B Uiteat

total requests in a month

)
( \
reliability risk
expected reliably served portion 99.9% error portion ?%
dependencies failures network hiccups release downtime

tl;dr: SLO target should NEVER be 100%.
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SLO: 99.9% of the requests to APIServer are
successful* every month.

Figure out the maximum tolerable failed
requests in @ month.

Alert on a pre-defined portion of error budget
being consumed in a short time window.

tl;dr: X% of monthly budget were consumed within a short time.




Alerting Philosophy S B lituat

Page: # of SLI Failures in a Hour > 0.03 *(1-0.999) * (# of SLI Total in a month)
l \ }
|
apre-defined portion  Estimated monthly error budget
I \
{ \

Ticket: # of SLI Failures in a day > 0.05 * (1-0.999) * (# of SLI Total in a month)

0.03 portion in a hour -->in 34 hours, the SLO will be broken;
0.05 portionin aday -->in 20 days, the SLO will be broken



Alert Practice 8 B liteat
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Page: # of SLI Failures in a Hour > 0.03 *(1-0.999) * (# of SLI Total in a month)

record: apiserver_request sli error_count

expr: sum(increase(apiserver_request count{code=~"5.*"}[1m]))
record: apiserver_request sli total count

expr: sum(increase(apiserver_request count[1m]))

record: apiserver_request sli error_count_hourly

expr: sum_over_ time(apiserver request sli error_count[1lh])
record: apiserver_request sli total count _monthly

expr: sum_over_ time(apiserver_request sli total count[30d])
alert: high apiserver_slo failure_ratio

expr: apiserver_request sli error_count hourly >

0.03 * (1 - 0.999) * apiserver_request sli total count _monthly
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SLO Management 8 B Viteal
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« Fined-grained SLO Definition Production
« Monitoring and Alerting

« SLO Documentation and Agreement
« Continuous Review and Report Design &

Improvem
« Automation on root-causing ent
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