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Mission
to reduce risk that cloud native applications 
expose end user data or allow other 
unauthorized access.



Charter

Focus areas

● Protection of cloud native systems, 

while providing needed access

● Common understanding and common 

tooling to help developers meet 

security requirements

● Common tooling for audit and 

reasoning about system properties.



Open Source Projects



Cloud Native Security 

Whitepaper

● 36 pages
● Executive summary
● My first secure cloud 

native architecture
● Everything to get started 

in a secure cloud native 
workload

● Landscape companion
● Cloud Native Security 

Layers



Cloud native security layers



https://landscape.cncf.io/

https://landscape.cncf.io/


https://landscape.cncf.io/

https://landscape.cncf.io/


Security Resources 
& 

Activities
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Presentations & Discussions
Presentations for related projects and groups: K8s security, 
K8s SIG-Auth, NIST Big Data WG, open source community 
and projects

Examples:

● PARSEC: Platform AbstRaction for SECurity
● Keylime: Scalable Trust System harnessing TPM
● K8s threat modeling & open source security training
● Discussion: Confidential Computing Consortium

Interested to 
propose a topic? 

Create an issue!

https://github.com/cncf/sig-security/issues/new?assignees=&labels=usecase-presentation&template=presentation.md&title=%5BPresentation%5D+Presentation+Title
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Supply Chain Catalog 
(/cncf/sig-security/supply-chain-security/)

What is it?

Stemmed from initial 
review of in-toto

Catalog of Supply 
Chain compromises

Provides

Provides a document 
to educate and 
promote security for 
decision makers

Community
managed 
catalog! 

Come 
collaborate!
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KubeCon + CloudNativeCon  San Diego, US, 2019 (#128)
KubeCon + CloudNativeCon Shanghai, CN,  2019 (#200)
KubeCon + CloudNativeCon Barcelona, Spain, 2019 (#127)
DockerCon US 2019 (#151)
...

In-Person Meetups! 
Want to create a 

meetup?  

Create an issue with 
the event you are 

attending and raise it 
at the next meeting!

We miss you 2019!! 

https://github.com/cncf/sig-security/issues/128
https://github.com/cncf/sig-security/issues/200
https://github.com/cncf/sig-security/issues/127
https://github.com/cncf/sig-security/issues/151
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Completed 
Assessments:

Harbor 

SPIFFE/SPIRE

In-toto

OPA

Keycloak

Security Assessments
● The security assessment process: 

1. Assesses the security posture of a project
2. Informs the CNCF TOC on security aspects of projects
3. Creates a security document for the project

● Project documents serve as entry points for 
End User Community adoption of open source projects
github.com/cncf/sig-security/assessments/projects

https://github.com/cncf/sig-security/tree/master/assessments/projects/harbor
https://github.com/cncf/sig-security/tree/master/assessments/projects/spiffe-spire
https://github.com/cncf/sig-security/tree/master/assessments/projects/in-toto
https://github.com/cncf/sig-security/tree/master/assessments/projects/opa
https://github.com/cncf/sig-security/tree/master/assessments/projects/keycloak
https://github.com/cncf/sig-security/tree/master/assessments/guide
https://github.com/cncf/sig-security/tree/master/assessments/projects


Let’s look at an assessment
https://github.com/cncf/sig-security/blob/master/assessments/projects/harbor/self-assessment.md
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Our Reviewers!
Reviewers get the opportunity to:

● Have a deep-dive on new CNCF 
projects

● Networking with other security 
reviewers, project members and 
CNCF staff



Join a review!

Reviews are sized be done in short sprints and our review team is very friendly!

Want to help?  ⇒ shout out on slack! #sig-security
Upcoming assessment: Cloud Native Buildpacks (issue #377)

Security Assessments
Tracking Issue +

Project Self-Assess.
Naive Question 

Phase
Security 
Review

Final 
Assessment

Presentation to 
SIG

3 weeks

https://cloud-native.slack.com/archives/CDJ7MLT8S
https://github.com/cncf/sig-security/issues/377


Get Involved
with
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Pushkar Joglekar (@pushkarj) TK Lala (@tk2929), ZcureZ Michael Ducy (@mfdii)

Devarajan P Ramaswamy (@deva), PADME Maor Goldberg (@goldberg10) Roger Klorese (@qnetter), SUSE

Kamil Pawlowski (@kbpawlowski) Andrew Martin (@sublimino), ControlPlane John Menerick (@cloudsriseup), Ford Autonomic

Geri Jennings (@izgeri), CyberArk Karthik Gaekwad (@iteration1), Oracle Peter Benjamin (@pbnj), Norton LifeLock

Jason Melo (@jasonmelo), NearForm Chase Pettet (@chasemp), Wikimedia Foundation Emily Fox(@TheFoxAtWork), National Security Agency, U.S.A.

Torin Sandall (@tsandall), OPA Jia Xuan (@xuanjia), China Mobile Carlos Villavicencio (@solrac901), Intel

Sree Tummidi (@sreetummidi), Pivotal Cloud Foundry] John Morello (@morellonet), Twistlock Gareth Rushgrove (@garethr), Snyk

Christian Kemper (@ckemper67), Google Alban Crequy (@alban), Kinvolk Martin Vrachev (@MVrachev), VMware

Ray Colline (@rcolline), Google Michael Schubert (@schu), Kinvolk Ricardo Aravena (@raravena80), Rakuten

Doug Davis (@duglin), IBM Andrei Manea (@andrei_821), CloudHero Lakshmi Manohar Velicheti (@manohar9999), Shape Security

Sabree Blackmon (@heavypackets), Docker
Santiago Torres-Arias (@SantiagoTorres), New York 
University Andres Vega (@anvega), Scytale.io

Justin Cormack (@justincormack), Docker Brandon Lum (@lumjjb), IBM Cameron Seader (@cseader), SUSE

Liz Rice (@lizrice), Aqua Security Ash Narkar (@ashutosh-narkar), OPA Robert Ficcaglia (@rficcaglia), Policy WG

Erik St. Martin (@erikstmartin), Microsoft Lorenzo Fontana (@fntlnz), Sysdig [Falco Maintainer] Matthew Giassa (@iaxes)

Cheney Hester (@quiqie), Fifth Third Bank
Leonardo Di Donato (@leodido), Sysdig [Falco 
Maintainer] Tabitha Sable (@tabbysable)

Mark Underwood (@knowlengr) Daniel Iziourov (@danmx), Adevinta Steven Hadfield (@steven-hadfield), FICO

Rae Wang (@rae42), Google Michael Hausenblas (@mhausenblas, AWS Payam Tarverdyan Chychi (@unclepieman), Infoblox

Rachel Myers (@rachelmyers), Google Zach Arnold (@zparnold), Ygrene Energy Fund Yeeling Lam (@yeelinglam), AT&T

Evan Gilman (@evan2645), Scytale.io Tsvi Korren (@tsvikorren), Aqua Security Wayne Haber (@whaber github / @whaber gitlab), GitLab

Andrew Weiss (@anweiss), Docker Simarpreet Singh (@simar7)
Trishank Karthik Kuppusamy @trishankatdatadog, 
CNAB/Datadog/Notary-v2/TUF/in-toto

Members: (Current: 68)



https://github.com/cncf/sig-security#new-members

https://github.com/cncf/sig-security#new-members


https://github.com/cncf/sig-security/issues



Slack: https://slack.cncf.io/ 
#sig-security

Meeting Times on Wednesdays:

General Meeting: 10am PT  every Wednesday

Policy sub-group: 3p PT (bi-weekly)

Sign up for our email list!

https://lists.cncf.io/g/cncf-sig-security/

Learn more...
github.com/cncf/sig-security

https://slack.cncf.io/

