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What will you learn? 8| B lVitat

What is hacking? Who are
hackers?

What is a bug bounty program?

How does Kubernetes security
work?

What happens when a security
vulnerability is reported in
Kubernetes?

How can you contribute?

"Bug at my door" by Ed Bierman is license d under CCBY 2.0



Let’s define “hacker”



What does the internet think about hackers? 2. B V@f
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hackers are real

hackers are losers

hackers are scum

hackers arena

hackers are

hackers are getting smarter
hackers are everywhere
hackers are evil

hackers are us

hackers are here where are you : : i
Report inappropriate predictions




What do people think hackers look like?
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Massachusetts school district pays $10 ... Has my Gmail been hacked? How to chec...  Hackers are making their attacks Iook ... North Korean hackers' evolution on .. Ryuk' Ransomware Hackers have stolen cyberweapons from NSA .. Your online activity is transparent to
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What is a hacker? Eec,, M?’W

Hacker:
NOUN

one who enjoys the intellectual
challenge of creatively
overcoming limitations.



How do you work with
hackers?



Crowdsourced Security Testing - A= V@Z
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Bug Bounty Programs

Proactive: Incentivize research

Reactive Approach Proactive; pay per finding with $$$

See Something? Say Something! Real-time results Engineers Learn through Practical
Examples

“Welcome Mat” Diverse testers; results in days Save $$$ and reduce risk ongoing

Compliance (e.g. 1ISO 29147) Compliance; vendor assessments Cherry on top of the SDLC




Let’s get Iinto
Kubernetes



What is the PSC? 8 B Vitual

The Kubernetes Product Security Committee is the one-stop shop for all
security-related issues in Kubernetes.

Business-hours on-call rotation by community members.
The active oncall triages incoming security reports:

From the HackerOne Kubernetes bug bounty program
From the security@kubernetes.io mailing list

Valid reports are handled as security incidents.



mailto:security@kubernetes.io

Why a BBP for Kubernetes? 8 B Vitual

First proposal was in February 2018:

Get more security researcher attention on the Kubernetes codebase

Simplify triage and response process for the Kubernetes Product Security
Committee

Show that Kubernetes is enterprise-ready
Widen the net of contributors to Kubernetes security
Define a way to get security coverage on Kubernetes project infrastructure



A vulnerability Is
submitted.



HackerOne Report S| B Vit
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kebe Kubernetes

Report Submission Form

Summary:

Pod files /etc/hosts, /etc/hostname, /etc/resolve.conf are not readonly.
A normal pod running in kubernetes cluster can kil a host through write data to /etc/hosts
Not only /etc/hosts, but also /etc/resolve.conf and /etc/hostname can do this

Kubernetes Version:
<=1.18

Component Version:
Docker 19.03

Steps To Reproduce:

1. use kubectl create a pod like kubectl run
2.run kubectl exec -it SPOD_NAME -- dd if=/dev/zero of=/etc/hosts count=1000000 bs=10M
3.run df -h /var/lib/kubelet on host that pod running, you can see the disk avaliable space are decreasing until the disk full

Supporting Material/References:

c -it rate-c848c5c8b-5b8vm sh

[root@k ]# kubectl e
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The HackerOne Triage Workflow .= ...
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Hacker HackerOne Customer

Hacker Submits HackerOne Reviews
Report Submission

Provide
update to
hacker

HackerOne updates
Hacker provides report as needed
more info as needed (Severity, CWE,
summary) N
o

)

Customer confirms
Triage and Pays
Marks report as Triaged, Bounty

suggests bounty amount,

assigns report to Customer ~—

Team

Questions for
HackerOne?

File bug internally,
update hacker

Bug fixed?

Yes
Yes

)

Assign report to H1
Triage

Mark report
HackerOne Reviews \ / s resolved

o = = = = = = = = = = = = e =,




Vuln Report: Passed to PSC

Fix Lead

Assemble

Comm Plan

Notify Distributors

Fix Team

Time

Develop Fix

Merge
&
Release

Public Notification




6 O

Success Metrics e ., A
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BOUNTY TOTAL INDIVIDUAL BOUNTIES VALID REPORTS HACKERS

Total Bounties Paid Top Bounty All-Time Thanked

launched January 2020


https://hackerone.com/kubernetes?type=team&view_policy=true

Vulnerabilities Found

Rate of reports has ticked up since launching the BBP.
Highlights:

(Medium) Pods can DOS the host by filling up
letc/hosts.

(Medium or High) An attacker who can modify kubelet
traffic can use a malicious redirect to trick a client into operating on
another pod.



How can | contribute?



Who can contribute?

You don’t need to be a security wizard!
Security bugs often start as normal bugs.

Think it through; if there’s a security aspect, then submit it to


https://hackerone.com/kubernetes

. N 7 )e ,
How do | submit? 2 i Virlual
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0

AllTypes ~

https://prow.k8s.io
https://kubernetes.io
k8s.io

kubernetes-csi.github.io

None

@

Allclusters ¥

Allocation of Resources Without Limits or Throttling
Array Index Underflow

Authentication Bypass Using an Alternate Path or Channel
Brute Force

Buffer Over-read

Buffer Under-read (C

None

° Severity (optional)

| None ‘ Low l Medium ‘ High ‘ Critical | ® No Rating



What do | get for contributing? 8 .B. Virteal
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TIER 1 (Core) TIER 2 (Non-Core) TIER 3 (Infra & Alpha)
Critical Critical Critical
High High High
Medium Medium Medium

Low Low Low



How can | stay up to date?

Kubernetes security announcements go to most channels.

For focused security announcements:



What’s to come for contributors? :T N Fec %"W

SIG Security is in the works.
A permanent home for the work done by the PSC.

You can join in the discussion and help establish processes for the
new SIG.

Follow the discussion with and


https://github.com/kubernetes/community/tree/master/sig-auth
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