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Isolation

• share PID
• share IPC
• host Path
• Network MiTM
• Network sniffing

Network Exposure

• Load Balancer
• share Host network
• kubectl port-forward
• Ingress policy
• Egress policy

Integrity

• Writeable file system
• host paths
• Privileged

K8s API

● Create/delete pods
● Access secrets

Capabilities

● Run As Root
● Privileged
● CAP_SYS_ADMIN
● CAP_NET_RAW

Immutability

• Seccomp
• SELinux
• AppArmor

Service Mesh

● Encryption
● Workload identity
● L7 Network policy
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Explain where the 
risk comes from 

and what it is

Goal for risk framework

Show how to 
remediate the risk

Give a risk score to 
the workload
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Existing risk frameworks
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▪ Better matching of remediations and risks

▪ Improved formula to rate the workload risk 

▪ Additional rules around RBAC

▪ More references: CIS Benchmark, MITRE Attack framework, etc

▪ Additional tools to explore KCCSS

Further work
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github

https://github.com/octarinesec/kccss/
https://github.com/octarinesec/kube-scan
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