
Silvin Lubecki & Djordje Lukic, Docker

Sharing Is Caring! 
Push Your Cloud Application 
to an OCI Registry



Tete a toto

Djordje Lukic 
Senior software engineer
Docker
@rumpl

Silvin Lubecki 
Senior software engineer
Docker
@silvin_docker

https://twitter.com/rumpl
https://twitter.com/silvin_docker


Outline:
- How registries work
- Case Study



Part 1 - How registries work



What is container registry?
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OCI specifications 101

Established in 2015 under the Open Container Initiative (OCI) 
organisation

Split into three specifications (github.com/opencontainers)
● Distribution (v1.0.0-rc0 / 2019-02-14)

● Image (v1.0.1 / 2017-11-08)

● Runtime (v1.0.1 / 2017-11-08)

Also under the OCI organisation
● runc
● go-digest

https://github.com/opencontainers
https://github.com/opencontainers/distribution-spec/blob/master/spec.md
https://github.com/opencontainers/image-spec
https://github.com/opencontainers/runtime-spec
https://github.com/opencontainers/runc
https://github.com/opencontainers/go-digest


What is an OCI image?
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What is an OCI image? Manifest



What happens when I pull an image?



What happens when I pull an image?



What happens when I pull an image?



What happens when I push an image?



What happens when I push an image?



What happens when I push an image?



What happens when I push an image?



What happens when I push an image?



What is a multi-arch OCI image?



What is an OCI image? Index



What is a repository?



Image reference vs tag vs digest

Syntax Example

(1) repository nginx => docker.io/library/nginx:latest 

(2) namespace/repository docker/dcl2020 => docker.io/docker/dcl2020:latest

(3) registry:port/namespace/repository example.com:5000/user/repo => example.com:5000/user/repo:latest

(4) registry:port/namespace/repository:tag example.com:5000/user/repo:v1.0.0

(5) registry:port/namespace/repository@algorithm:digest example.com:5000/user/repo@sha256:38cfa07247...

(6) registry:port/namespace/repository:tag@algorithm:digest example.com:5000/user/repo:v1.0.0@sha256:38cfa07247…
=> example.com:5000/user/repo@sha256:38cfa07247…



Part 2 - Case study
Push a CNAB using OCI 
building blocks



“CNAB is a standard packaging format for multi-component distributed applications. It is not a 
platform-specific tool, and developers can bundle applications targeting environments spanning IaaS 
(like OpenStack or Azure), container orchestrators (like Kubernetes or Nomad), container runtimes (like 
local Docker or ACI), and cloud platform services (like object storage or Database as a Service).”

$ porter build <bundle>
$ porter publish <bundle>
$ docker app install <bundle>
$ duffle uninstall <bundle>

github.com/cnabio/cnab-spec for more information

What is a CNAB?

https://github.com/cnabio/cnab-spec


What is a bundle.json?



Push a bundle as an OCI index



Demo !



Battle scars with the registry landscape

Registry CNAB compatible

ACR Yes

Artifactory No

Docker Hub Yes

Digital Ocean Yes

ECR No

GCR Yes

Github Packages No

Nexus No

Quay No

Main issues discovered:
● OCI Index not supported, only Docker Manifest lists format (Docker Hub before 

2019)
● Could not push without tagging (ECR)
● Can’t mix Manifest lists with OCI Indexes (bundle using service images from 

multiple vendors)
● Empty or no layer (for storing config object) (GCR)
● No multi-arch support (Nexus)
● Custom Mediatype forbidden



Future of OCI Specifications

● OCI conformance tests https://conformance.opencontainers.org/
● Artifacts

https://conformance.opencontainers.org/
https://github.com/opencontainers/artifacts


Tools and libraries to play with images 

- github.com/docker/distribution 
- github.com/containerd/containerd
- github.com/google/go-containerregistry
- github.com/wagoodman/dive to check what’s inside an image
- github.com/cnabio/cnab-to-oci

https://github.com/docker/distribution
https://github.com/containerd/containerd/
https://github.com/google/go-containerregistry
https://github.com/wagoodman/dive
http://github.com/cnabio/cnab-to-oci



