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Manual approach, config

DestinationRule:
- host: "foo"

tls:
      mode: ISTIO_MUTUAL

AuthenticationPolicy:
  - host: foo
     tls: enabled

Client  foo Envoy Envoy

Client  bar Envoy



Server Improvement, sniffing
●

●
●

Client  foo Envoy Envoy

Client
server_listener:
  name: x
  listener_filters:
    - name: "envoy.listener.tls_inspector"
  filter_chain:
  - filter_chain_match:
    transport_protocol: "tls"
    transport_socket:
      name: envoy.transport_socket.tls
  - transport_socket:
      name: envoy.transport_socket.raw_buffer
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Server Improvement, new config

DestinationRule:
-  host: foo
   tls:
      mode: ISTIO_MUTUAL
- host: payroll
   tls:
      mode: ISTIO_MUTUAL

AuthenticationPolicy:
  - service: foo
     tls: 
       mode: PERMISSIVE
  - service: payroll
       mode: STRICT
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- host: "*.cluster.local"
  trafficPolicy:
     tls: { mode: ISTIO_MUTUAL }

- host: "foo.default.svc.cluster.local"
  trafficPolicy:
     connection_time_out: 4s

 
- host: "bar.default.svc.cluster.local"
  trafficPolicy:
    tls: { mode: ISTIO_MUTUAL }
  subsets:
  - trafficPolicy:
      loadBalancer: ROUND_ROBIN
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mtlsReady: true

server_cluster:
  name: x
  transport_socket_matches:
  - socket: envoy.tls 

    { key, cert, root }
     labels:
     - mtlsReady: true
     name: mtls
  - socket: envoy.raw_buffer
     name: default



Our Approach, combined
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AuthenticationPolicy:
  - service: foo
     tls: { mode: PERMISSIVE }
  - service: payroll
     tls: { mode: STRICT }
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