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Operational considerations with Kubernetes

App development, build, packaging and CI / CD tooling

Serverless @ Edge

How to get involved in the IoT Edge Working Group




Edge Computing

O Compute close to where data is originally generated

O High security and compliance/privacy requirements

O Scale in the range of thousands, millions or tens of millions
O Tons of data and some is real time

O Heterogeneous and diversified
OHardware, operating system, infra.
OLocal resource in form ranging from Raspberry Pi, server or cluster
QDifferent vertical: telco (MEC/5G), I1OT, retail, connected cars, smart city, agriculture, etc.

O Coordination/Synchronization with cloud and local autonomy

ad Zero touch with observability and remote management
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Edge Applications

Characteristics and Requirements




Edge Applications

Same capabilities as cloud applications: HA, reliability, scalability, performance, security, etc.

Much higher security requirements: data encryption; secret at hardware; attestation at run time

Lightweight to meet resource limit

Realtime data handling and lower latency requirement
Larger amount of data to be processed

Need to ensure data locality/compliance

|dentity provisioning and credential management

Highly distributed and run under complicated network topology
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Language and Runtime consideration
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Operation Considerations
Kubernetes alone doesn'’t solve all the challenges

What kinds of app. Model meets the needs?
Docker, K8s, OAM, Helm chart

How will workload be operated?
- VM, container, kata, native process, web assembly

Where to store applications; application packaging and how to
access

« Container registry deployment; credential to access; mirror

- Docker image, CNAB, tar file, package




Operation Considerations continued
Kubernetes alone doesn'’t solve all the challenges

What are the available programming model?
Reactive, Dapr, Knative, Digital Twin
How do you monitor and manage health and updates?

What about remote debugging?

How do you ensure OS, firmware, driver, runtime, etc. update at the
underline nodes
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Tooling

Source repo and version control: GitHub, GitLab, git
Code editor/debugger: Visual Studio Code, Eclipse, IntelliJ, GoLand
build and CI/CD: Jenkins
Packaging
Docker, CNAB, apt package
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Serverless at Edge

KKKKKKK




What Is serverless?
Re:invent talk

— o  ‘AWS Lambda is a compute service that
lets you run code without provisioning or
managing servers. AWS Lambda executes
your code only when needed and scales
automatically, from a few requests per day
to thousands per second. You pay only for
the compute time you consume - there is no
charge when your code is not running.”

Worldwide ~ 2004 - present ¥ All categories ¥ Web Search ¥

Interest over time

qgithub.com/cncf/wqg-serverless#landscape

- %”W source: https://aws.amazon.com/lambda/ 12
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https://youtu.be/UFj27laTWQA
https://aws.amazon.com/lambda/
https://trends.google.com/trends/explore?date=all&q=serverless
github.com/cncf/wg-serverless#landscape

Serverless at edge

“AWS Lambda 1s a compute service that lets you run code

. AWS Lambda executes your code only
when needed and , from a few requests per day to
thousands per second. You pay only for the compute time you consume -
there Is



https://docs.aws.amazon.com/lambda/latest/dg/welcome.html

Serverless at edge
Let's evaluate some key elements

“AWS Lambda 1s a compute service that lets you run code

. AWS Lambda executes your code only
when needed and , from a few requests per day to
thousands per second. You pay only for the compute time you consume -
there Is

“You can use AWS Lambda to run your code in response to events, such as
changes to data”

“You can also build serverless applications composed of functions that are
triggered by events”
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https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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Serverless at edge

Event Consumer

Event Producers Event Ingesting App Event Consumer

Event Consumer

An event Is a piece of information

It could be a fact - a measurement or a notice that something was detected
It could be a command — “| want the light turned on”
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Serverless at edge

Event Consumer

Event Producer

Event Producer

Distribution Layer S G rEr
....-.

An event Is a piece of information

It could be a fact - a measurement or a notice that something was detected
It could be a command — “| want the light turned on”
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Serverless at edge isn't “server-less”
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Serverless at edge isn't “server-less”
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https://www.flickr.com/people/24205142@N00
https://commons.wikimedia.org/wiki/Flickr
https://www.flickr.com/photos/24205142@N00/2370873167
https://creativecommons.org/licenses/by/2.0
https://commons.wikimedia.org/w/index.php?title=User:Kozan&action=edit&redlink=1
https://commons.wikimedia.org/wiki/File:PDP-11-70.JPG#/media/File:PDP-11-70.JPG
https://unsplash.com/photos/GxM9gkLJbwY
https://unsplash.com/photos/Ype9sdOPdYc
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Serverless at edge
Challenges

Some frameworks are resource intensive for resource constrained edge

Storage of state — you probably need it,
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Open Source Communities — how to learn more + get involved

Regular Work Group Meeting:

USA WG Meeting Wednesday 9am PT, every 4 weeks, next on August 12

APAC WG meeting Wednesday 5 UTC every 4 weeks, next on August 26
Meeting notes and agenda

Link to join the group

groups.google.com/forum/#!forum/kubernetes-wg-iot-edge

Link to join Slack
https://kubernetes.slack.com/messages/wg-iot-edge
White Paper
http://bit.ly/iot-edge-whitepaper

KubeCon | CloudNativeCon
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https://docs.google.com/document/d/1Yuwy9IO4X6XKq2wLW0pVZn5yHQxlyK7wdYBZBXRWiKI/edit
https://groups.google.com/forum/#!forum/kubernetes-wg-iot-edge
https://kubernetes.slack.com/messages/wg-iot-edge
http://bit.ly/iot-edge-whitepaper

Speaker contact info
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Cindy Xing
Microsoft
@cindyxing

Steve Wong
VMware
@cantbewong
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