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What you want

● DNS records
● TLS certs
● Monitoring
● AuthN/AuthZ
● Multiple K8s
● Multiple apps
● Multiple stages
● Multiple nginxs
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Overview

● DNS records
○ external-dns

● TLS certs
○ cert-manager 

● Monitoring
○ prometheus-operator

● AuthN/AuthZ
○ oauth2-proxy/oauth2-proxy

● Reverse proxy
○ kubernetes/ingress-nginx 

http://github.com/afirth/kceu2020
http://kubernetes-sigs/external-dns
http://jetstack/cert-manager
http://coreos/prometheus-operator
https://github.com/oauth2-proxy/oauth2-proxy
https://github.com/kubernetes/ingress-nginx
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Painful bits

● Deployment + secrets
● Following upstream changes
● Discovering non-default options
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● Deployment + secrets
● Following upstream changes

sops -d *.sops.yaml && (helm template | kustomize build | kubectl apply -f -)
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Deployment

● Deployment
○ Helm Chart (global)

■ helm fetch
■ helm template
■ kustomize add *

○ Kustomize Overlays (per cluster)
■ kustomize add patches and secrets

○ Generate and commit "plain" manifests (per cluster)
■ kustomize build

○ Deploy
■ kubectl apply

http://github.com/afirth/kceu2020
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Deployment - chart makefile
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Deployment - chart makefile
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Deployment - overlay
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3 builtin secret generators: 
https://github.com/kubernetes-sigs/kustomize/blob/master/examples/secretGeneratorPlugin.md#secret-values-from-local-files

Deployment - secrets

http://github.com/afirth/kceu2020
https://github.com/kubernetes-sigs/kustomize/blob/master/examples/secretGeneratorPlugin.md#secret-values-from-local-files
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Deployment - secrets
github.com/afirth/kceu2020
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Deployment - secrets
.sops.yaml

utility-images/gcloud-sops-slim/Makefile
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Deployment - secrets
utility-images/gcloud-sops-slim/Dockerfile
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Deployment - pipelines
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Deployment - secrets

● HashiCorp Vault
○ Secrets remain encrypted until sidecar starts
○ Secrets not in git
○ Plugin available for kustomize (removes most benefits vs sops)
○ No partial encryption

● Bitnami sealed-secrets
○ Decrypted in cluster by operator
○ No suffix hashing
○ No partial encryption

● Manage secrets separately
○ Cloud providers or manually

http://github.com/afirth/kceu2020
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Painful bits SOLVED!

● Deployment
○ Helm template + kustomize = plain manifests
○ ++ patches and secrets with kustomize

● Following upstream changes
○ make fetch && make generate

http://github.com/afirth/kceu2020
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Fun bits

● DNS records
○ external-dns

● TLS certs
○ cert-manager 

● Monitoring
○ prometheus-operator

● AuthN/AuthZ
○ oauth2-proxy/oauth2-proxy

● Reverse proxy
○ kubernetes/ingress-nginx 

http://github.com/afirth/kceu2020
http://kubernetes-sigs/external-dns
http://jetstack/cert-manager
http://coreos/prometheus-operator
https://github.com/oauth2-proxy/oauth2-proxy
https://github.com/kubernetes/ingress-nginx
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Anatomy of an ingress
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Anatomy of an ingress
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External-dns
helm-values.yaml
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External-dns

GKE scope 
https://www.googleapis.com/auth/ndev.clouddns.readwrite
Similar for other providers 

http://github.com/afirth/kceu2020
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Anatomy of an ingress

secretName: ????
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Cert-manager - CRDs
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Cert-manager - base

Just download this...
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Cert-manager - base

Might work already IDK

http://github.com/afirth/kceu2020


github.com/afirth/kceu2020

Cert-manager - overlay
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Oauth2-proxy - sample ingress
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Oauth2-proxy - helm values
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Oauth2-proxy - patches
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Oauth2-proxy - secret

deploy/env/secret/kustomization.yaml

deploy/env/secret/sopsenc/oauth2-proxy.env
(committed, encrypted)

deploy/env/secret/sopsenc/oauth2-proxy.env
(plaintext)

http://github.com/afirth/kceu2020
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Monitoring - overview
https://github.com/helm/charts/tree/master/stable/prometheus-operator

http://github.com/afirth/kceu2020
https://github.com/helm/charts/tree/master/stable/prometheus-operator
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Monitoring - overview
https://github.com/kubernetes/ingress-nginx/tree/master/deploy/grafana/dashboards
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Monitoring - overview
https://github.com/kubernetes/ingress-nginx/tree/master/deploy/grafana/dashboards
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Monitoring - helm-values
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Monitoring - helm-values

http://github.com/afirth/kceu2020


github.com/afirth/kceu2020

Monitoring - dashboards
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NGINX - helm-values

json logs : https://gist.github.com/afirth/35f2e422fd056c776a4463a5948cf6fd

http://github.com/afirth/kceu2020
https://gist.github.com/afirth/35f2e422fd056c776a4463a5948cf6fd
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NGINX - helm-values
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NGINX - helm-values
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NGINX - patches

● Horizontal Pod Autoscaler
● Resources
● Maybe configmap tweaks

http://github.com/afirth/kceu2020
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NGINX - gRPC specific
https://gist.github.com/nginx-gists/87ed942d4ee9f7e7ebb2ccf757ed90be#file-errors-grpc_conf-L4

nginx-gists/errors.grpc_conf

http://github.com/afirth/kceu2020
https://gist.github.com/nginx-gists/87ed942d4ee9f7e7ebb2ccf757ed90be#file-errors-grpc_conf-L4
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NGINX - gRPC specific

● ++ Fast, stable, widespread
● -- Long lived connections
● -- HTTP2 error codes
● -- Routing on anything besides hostname
● -- Request level load balancing

http://github.com/afirth/kceu2020
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Recap

++
● DNS records
● TLS certs
● Monitoring
● AuthN/AuthZ
● Multiple K8s
● Multiple apps
● Multiple stages
● Multiple nginxs

http://github.com/afirth/kceu2020

