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K8s API Versions
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✘ Alpha newapigroup/v1alpha1

✘ Beta newapigroup/v1beta1

✘ Stable newapigroup/v1
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K8s API Versions...
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✘ newapigroup/v1alpha1 -> ... -> newapigroup/v1alphaN ->

✘ newapigroup/v1beta1 -> ... -> newapigroup/v1betaN ->

✘ newapigroup/v1 ->

✘ newapigroup/v2alpha1 -> ...
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K8s 1.17 ... K8s 1.x Example
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✘ All resources within the rbac.authorization.k8s.io/v1alpha1 and 
rbac.authorization.k8s.io/v1beta1 API groups are deprecated in favor of 
rbac.authorization.k8s.io/v1, and will no longer be served in v1.20. (#84758, 
@liggitt)

✘ The in-tree AWS EBS plugin kubernetes.io/aws-ebs is now deprecated and 
will be removed in 1.21. Users that self-deploy Kubernetes on AWS should 
enable CSIMigration + CSIMigrationAWS features and install the AWS EBS 
CSI Driver to avoid disruption to existing Pod and PVC objects at that time. 
Users should start using the AWS EBS CSI CSI Driver directly for any new 
volumes. (#85237, @leakingtapan)

K8s 1.17 Release Notes

https://github.com/kubernetes/kubernetes/pull/84758
https://github.com/liggitt
https://github.com/kubernetes-sigs/aws-ebs-csi-driver
https://github.com/kubernetes-sigs/aws-ebs-csi-driver
https://github.com/kubernetes/kubernetes/pull/85237
https://github.com/leakingtapan
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K8s 1.17 → K8s 1.20 RBAC Example...
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apiVersion: rbac.authorization.k8s.io/v1beta1
kind: Role
metadata:
  namespace: default
  name: pod-and-pod-logs-reader
rules:
- apiGroups: [""]
  resources: ["pods", "pods/log"]
  verbs: ["get", "list"]

apiVersion: rbac.authorization.k8s.io/v1beta1
kind: Role
metadata:
  namespace: default
  name: pod-and-pod-logs-reader
rules:
- apiGroups: [""]
  resources: ["pods", "pods/log"]
  verbs: ["get", "list"]

K8s 1.17 K8s 1.20
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apiVersion: rbac.authorization.k8s.io/v1beta1
kind: Role
metadata:
  namespace: default
  name: pod-and-pod-logs-reader
rules:
- apiGroups: [""]
  resources: ["pods", "pods/log"]
  verbs: ["get", "list"]

apiVersion: rbac.authorization.k8s.io/v1beta1
kind: Role
metadata:
  namespace: default
  name: pod-and-pod-logs-reader
rules:
- apiGroups: [""]
  resources: ["pods", "pods/log"]
  verbs: ["get", "list"]

K8s 1.17 K8s 1.20
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K8s 1.17 → K8s 1.20 RBAC Example...

15

apiVersion: rbac.authorization.k8s.io/v1beta1
kind: Role
metadata:
  namespace: default
  name: pod-and-pod-logs-reader
rules:
- apiGroups: [""]
  resources: ["pods", "pods/log"]
  verbs: ["get", "list"]

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
  namespace: default
  name: pod-and-pod-logs-reader
rules:
- apiGroups: [""]
  resources: ["pods", "pods/log"]
  verbs: ["get", "list"]

K8s 1.17 K8s 1.20
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K8s 1.17 → K8s 1.20 RBAC Example...
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apiVersion: rbac.authorization.k8s.io/v1beta1
kind: Role
metadata:
  namespace: default
  name: pod-and-pod-logs-reader
rules:
- apiGroups: [""]
  resources: ["pods", "pods/log"]
  verbs: ["get", "list"]

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
  namespace: default
  name: pod-and-pod-logs-reader
rules:
- apiGroups: [""]
  resources: ["pods", "pods/log"]
  verbs: ["get", "list"]

K8s 1.17 K8s 1.20
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K8s Data Plane Upgrades
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Supported 
version skews

kubelet 1.17, 1.16 → kube-apiserver 1.17

kubectl 1.18, 1.17, 1.16 → kube-apiserver 1.17

kube-controller-manager, kube-scheduler, 
cloud-controller-manager 1.16, 1.17 → 
kube-apiserver 1.17
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In-Place Upgrade
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1.17
1.181.18
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In-Place Upgrade
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✗

1.181.18
1.18
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In-Place Upgrade
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BLUE/GREEN CLUSTERS - Nodes
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✕ 1.181.17
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Other Blue/Green Approaches
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✘ Federation V2
✘ Alpha
✘ Multi-region

✘ Cluster Mirroring
✘ Linkerd

✘ Cluster API
✘ v1alpha2
✘ Management cluster
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Bash? Or Python or Go or Whatever
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#!/bin/bash

all_update(){

    local local_dir=""

    local_dir="$( cd "$( dirname "${BASH_SOURCE[0]}" )" && pwd )"

    source "${local_dir}/../cli/update"

    source "${local_dir}/../networking/update"

    source "${local_dir}/../coredns/update"

    source "${local_dir}/../storage/update"

    source "${local_dir}/../access/update"

    source "${local_dir}/../tiller/update"

    source "${local_dir}/../flux/update"

    source "${local_dir}/../kube2iam/update"

    source "${local_dir}/../keiko/update"

    source "${local_dir}/../nginx-ingress/update"

    source "${local_dir}/../monitoring/update"

    source "${local_dir}/../sysdig/update"

    source "${local_dir}/../fluentd/update"

    source "${local_dir}/../kube-system-namespace/update"

    source "${local_dir}/../cluster-autoscaler/update"

    source "${local_dir}/../spot-termination-handler/update"

    source "${local_dir}/../fluent-bit/update"

}
all_update
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Terraform/EKSCTL
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module "my-cluster" {

  source          = "terraform-aws-modules/eks/aws"

  cluster_name    = "my-cluster"

  cluster_version = "1.16"

  subnets         = ["subnet-abcde012", "subnet-bcde012a"]

  vpc_id          = "vpc-1234556abcdef"

  worker_groups = [

    {

      instance_type = "m4.large"

      asg_max_size  = 5

    }

  ]

}

apiVersion: eksctl.io/v1alpha5

kind: ClusterConfig

metadata:

  name: basic-cluster

  region: eu-north-1

nodeGroups:

  - name: ng-1

    instanceType: m5.large

    desiredCapacity: 10

    volumeSize: 80

    ssh:

      allow: true 

  - name: ng-2

    instanceType: m5.xlarge

    ...
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Flux
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✘ Coredns
✘ Cluster-autoscaler
✘ Network overlay (Calico, Weave, CNI, Cillium, etc)
✘ Dashboard
✘ KubeVirt

Manage Add-ons
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34

           FluxCD

        etcdKubernetes
                 API

Memcached

push

container images

pull

image metadata

commit sync

kubectl apply

sync

images metadata

sync

apply/delete

GitOps

✗

✗✗

✗
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wksctl
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✘ GitOps for clusters
✘ State in YAML file
✘ Supports
✘ Firekube
✘ Vagrant
✘ Footloose
✘ GCE
✘ No AWS yet

What is it?
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Keiko
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✘ Bootstrap and manage worker nodes for my cluster?
✘ Mitigate spurious pod/node failures as well as maintain SLAs 

and compliance?
✘ Manage critical cluster services required across all apps on 

clusters?
✘ Optimize cost of my cluster?
✘ Do forensic dumps?

How I?
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Keiko...
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Other Tools...
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✘ Kops
✘ Golang

✘ Kubespray
✘ Ansible

✘ Linkerd
✘ Tra c mirroring
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Pluto
○ → pluto list-versions
KIND                           NAME                                   DEPRECATED IN   REMOVED IN   REPLACEMENT                       
COMPONENT
Deployment                     extensions/v1beta1                     v1.9.0          v1.16.0      apps/v1                           k8s
Deployment                     apps/v1beta2                           v1.9.0          v1.16.0      apps/v1                           k8s
Deployment                     apps/v1beta1                           v1.9.0          v1.16.0      apps/v1                           k8s
StatefulSet                    apps/v1beta1                           v1.9.0          v1.16.0      apps/v1                           k8s
StatefulSet                    apps/v1beta2                           v1.9.0          v1.16.0      apps/v1                           k8s
NetworkPolicy                  extensions/v1beta1                     v1.9.0          v1.16.0      networking.k8s.io/v1              k8s
Ingress                        extensions/v1beta1                     v1.14.0         v1.22.0      networking.k8s.io/v1beta1         k8s
DaemonSet                      apps/v1beta2                           v1.9.0          v1.16.0      apps/v1                           k8s
DaemonSet                      extensions/v1beta1                     v1.9.0          v1.16.0      apps/v1                           k8s
PodSecurityPolicy              extensions/v1beta1                     v1.10.0         v1.16.0      policy/v1beta1                    k8s
ReplicaSet                     extensions/v1beta1                     n/a             v1.16.0      apps/v1                           k8s
ReplicaSet                     apps/v1beta1                           n/a             v1.16.0      apps/v1                           k8s
ReplicaSet                     apps/v1beta2                           n/a             v1.16.0      apps/v1                           k8s
PriorityClass                  scheduling.k8s.io/v1beta1              v1.14.0         v1.17.0      scheduling.k8s.io/v1              k8s
PriorityClass                  scheduling.k8s.io/v1alpha1             v1.14.0         v1.17.0      scheduling.k8s.io/v1              k8s
CustomResourceDefinition       apiextensions.k8s.io/v1beta1           v1.16.0         v1.19.0      apiextensions.k8s.io/v1           k8s
MutatingWebhookConfiguration   admissionregistration.k8s.io/v1beta1   v1.16.0         v1.19.0      admissionregistration.k8s.io/v1   k8s
ClusterRoleBinding             rbac.authorization.k8s.io/v1alpha1     v1.17.0         v1.20.0      rbac.authorization.k8s.io/v1      k8s
ClusterRole                    rbac.authorization.k8s.io/v1alpha1     v1.17.0         v1.20.0      rbac.authorization.k8s.io/v1      k8s
ClusterRoleBindingList         rbac.authorization.k8s.io/v1alpha1     v1.17.0         v1.20.0      rbac.authorization.k8s.io/v1      k8s
ClusterRoleList                rbac.authorization.k8s.io/v1alpha1     v1.17.0         v1.20.0      rbac.authorization.k8s.io/v1      k8s
Role                           rbac.authorization.k8s.io/v1alpha1     v1.17.0         v1.20.0      rbac.authorization.k8s.io/v1      k8s
RoleBinding                    rbac.authorization.k8s.io/v1alpha1     v1.17.0         v1.20.0      rbac.authorization.k8s.io/v1      k8s
RoleList                       rbac.authorization.k8s.io/v1alpha1     v1.17.0         v1.20.0      rbac.authorization.k8s.io/v1      k8s
RoleBindingList                rbac.authorization.k8s.io/v1alpha1     v1.17.0         v1.20.0      rbac.authorization.k8s.io/v1      k8s
CSINode                        storage.k8s.io/v1beta1                 v1.17.0         n/a          n/a                               k8s

https://github.com/FairwindsOps/pluto

https://github.com/FairwindsOps/pluto
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✘ K8s control plane
✘ K8s data plane
✘ Cluster add-ons
✘ Stateless applications
✘ Blue/Green tra c int/ext switchover

Full automation!
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Production Stateful Apps?...
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✘ Usually requires a maintenance window
✘ Backup data!
✘ Move data through snapshots, or re-use volumes
✘ Create replicas!
✘ Use master switchover

✘ Multiples read replicas → one becomes new master in new cluster
✘ Multiple masters

✘ Multiple read/write replicas → one by one in new cluster
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Future Tools? - Gaps
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✘ Automatic tra c switchover
✘ Stateful applications switchover
✘ Monitoring upgrades

✘ Addon warnings
✘ Security checks in upgrades
✘ Service mesh multi-cluster
✘ Operator cluster upgrade awareness
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Cloud providers Example: EKS
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✘ Start in QA (never in production)
✘ Start small
✘ Leverage Keiko/Terraform - Flux/Terraform
✘ Fully create ‘Green’ both control and data plane

✘ No mixed versions
✘ Leverage kubectl convert!
✘ Always test prior to ‘Green’ tra c switchover
✘ Backup, backup! if running stateful apps
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THANKS!
Any questions? I’d love to chat more

You can find me on Twitter
@raravena80


