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Security Issues In Images

Malware

Vulnerabilities

Misconfigurations



Vulnerabilities

Vulnerability ID 
and Descrip8on

Severity

Affected Software

Reference to 
Security 

Advisories



Vulnerability scanner

Alpine 
vulnerabilities

Javascript 
dependencies

Drupal based on 
Alpine

PHP 
dependencies



Misconfigurations

Weak 
Ciphers

Hard coded 
passwords

No Authentication

SSH keys

Forgot 
to configure SSL



Malware



Am I now secured?



Evasive malware

• Seemingly legitimate image from a public 
registry

• Passes scans:
no misconfigurations
no vulnerabilities
no known malware

• Image has script with an embedded file
• At runtime, script unpacks the embedded 

file and executes it



Software supply chain attacks

• Code is injected straight at the source of a trusted application 
("poisoning the well")

• Infected application is distributed using a legitimate software 
deployment channel

• Malicious code gains access to a huge potential pool of trusting 
victims



Real world evasive malware (DzMLT)





Static images scanning

You have a blind spot to these threats!

Zero-day attacks

Polymorphic  
Malware

APT

Secrets

Configurations

Existing 
Malware

CVEs



Runtime Security

Monitor

⚠

Detect Block

Production



Runtime Security – Shift Left

ProductionPre-Produc0on

Monitor Detect BlockDeployCIBuild

Stop malicious software before it gets into production!



ebpf

Kernel

OS API (syscalls)

Container

Application

ebpf

kprobe tracepointperfuprobe



Tracee - https://github.com/aquasecurity/tracee



Demo



Summary

Sta8c stanning

Dynamic 
threat analysis

Runtime 
security

Build/Test

Run8me
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