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Hey, Did You Hear About This New CVE?
How to prepare for a security incident



1. why checklists
2. pre-incident checklist
3. incident checklist





Apollo 12 Lunar Surface Journal : Cuff Checklists

Photographed by Ulli Lotzmann on 15 March 2001.

https://www.hq.nasa.gov/alsj/a12/cuff12.html


https://www.who.int/patientsafety/safesurgery/checklist/en/

https://www.who.int/patientsafety/safesurgery/checklist/en/


Pre-Incident Checklists

“We need a different strategy for overcoming failures, 
one that builds on the experience and take advantage 
of the knowledge people have but somehow also 
makes up for our inevitable human inadequacies”.

Gawande, A. (2014). The checklist manifesto: How to get things right. 
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https://www.cisecurity.org/benchmark/kubernetes/

https://www.cisecurity.org/benchmark/kubernetes/


❏ Least Privileged RBAC Profile 
❏ Kube-apiserver audit log enabled
❏ Alerts trigger on access deny



https://kubernetes.io/docs/tasks/debug-application-cluster/audit/

https://kubernetes.io/docs/tasks/debug-application-cluster/audit/


❏ Expected Network flow diagrams
❏ NetworkPolicy (at least in audit mode)
❏ Alerts on access denied



https://docs.projectcalico.org/security/calico-network-policy

https://docs.projectcalico.org/security/calico-network-policy


❏ hostNetwork:false❏ hostNetwork:true

Node IP: 192.168.1.2
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src: 192.168.1.2

src: 192.168.1.2
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src: 10.0.0.1

src: 10.0.0.2

src: 10.0.0.3

https://kubernetes.io/docs/concepts/configuration/overview/#services

https://kubernetes.io/docs/concepts/configuration/overview/#services


❏ runAsNonRoot:true
❏ requiredDropCabilities:[‘ALL’]
❏ allowPrivilegeEscalation: false

https://kubernetes.io/blog/2016/08/security-best-practices-kubernetes-deployment/

https://kubernetes.io/blog/2016/08/security-best-practices-kubernetes-deployment/


❏ Distroless or Scratch
❏ Link between the binaries and Build Manifest

https://github.com/GoogleContainerTools/distroless

https://github.com/GoogleContainerTools/distroless


https://blog.golang.org/using-go-modules

https://blog.golang.org/using-go-modules


http://gcr.io/my-project/my-image:tag1

Build Manifest

http://gcr.io/my-project/quickstart-image:tag1


Incident Checklist



1. reproduce
2. create comms
3. establish ownership
4. mitigation
5. aftermath
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Image by Enrique Harris https://www.wallpaperflare.com/a-blurred-image-of-a-yellow-question-mark-box-from-mario-wallpaper-wallpaper-eqqpj

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.wallpaperflare.com/a-blurred-image-of-a-yellow-question-mark-box-from-mario-wallpaper-wallpaper-eqqpj
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Image by The Library of Virginia https://commons.wikimedia.org/wiki/File:Radio_room_(2899347850).jpg

https://docs.google.com/document/d/1l9nJJpIlj-cxminHgWzxqjaIMc6xdq_M9MV8w1WDP2c
https://commons.wikimedia.org/wiki/File:Radio_room_(2899347850).jpg
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Image by Gerd Altmann from Pixabay

https://pixabay.com/illustrations/silhouettes-hierarchy-human-man-81830/
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Image by US Air Force https://www.afrc.af.mil/News/Art/igphoto/2000049526/

https://www.afrc.af.mil/News/Art/igphoto/2000049526/
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Image by US Air Force https://www.osi.af.mil/News/Article-Display/Article/861097/osi-agents-committed-to-the-challenge/

https://landing.google.com/sre/sre-book/chapters/postmortem-culture/
https://www.osi.af.mil/News/Article-Display/Article/861097/osi-agents-committed-to-the-challenge/


“We are all plagued by failures—by missed subtleties, overlooked 
knowledge, and outright errors. For the most part, we have imagined 
that little can be done beyond working harder... We are not in the habit 
of thinking the way the army pilots did as they looked upon their shiny 
new Model 299 bomber... They too could have decided just to “try 
harder”... Instead they chose to accept their fallibilities. They recognized 
the simplicity and power of using a checklist.”.

Gawande, A. (2014). The checklist manifesto: How to get things right. 



❏ Atul Gawande: The Checklist Manifesto
❏ Kubernetes audit logging
❏ Network logging via Calico NetworkPolicy
❏ gosystract - find all syscalls a Go binary can make
❏ Incident doc template
❏ CVSS calculator
❏ Guide for postmortems

http://atulgawande.com/book/the-checklist-manifesto/
https://kubernetes.io/docs/tasks/debug-application-cluster/audit/
https://docs.projectcalico.org/security/calico-network-policy#generate-logs-for-specific-traffic
https://github.com/pjbgf/gosystract
https://docs.google.com/document/d/1l9nJJpIlj-cxminHgWzxqjaIMc6xdq_M9MV8w1WDP2c
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://landing.google.com/sre/sre-book/chapters/postmortem-culture/



