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https://sched.co/ZewR
https://github.com/containernetworking/cni
https://github.com/containernetworking/plugins
https://slack.cncf.io
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Who are we?



What is CNI?

Your container

eth0

“The Network”

You (and your 
container runtime)

CNI Spec
defines interfaces



CNI Deep Dive
CNI Deep DiveLooking into… 
CNI Extensibility



CNI extensibility - overview
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https://github.com/containernetworking/cni/blob/master/CONVENTIONS.md


CNI extensibility - CNI_ARGS
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CNI extensibility - args in config
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CNI extensibility - Capabilities
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CNI extensibility - Capabilities
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CNI extensibility - Comparison

Age Customization Plugin info
filter Auto fill Structured Data

Supported

CNI_ARGS oldest Full false false false

Args in config old Full false false true

Capabilities young Limited true true true
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Recent CVEs



Recent CNI-related CVEs
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CVE-2020-10749

router 
advisory 

“Send all your 
IPv6 traffic 
over here”



CVE-2020-10749

router 
advisory 

“Send all your 
IPv6 traffic 
over here”

IPv4 IPv6

Client

tcp 
connect



CVE-2020-10749

Fake serviceClient



CVE-2020-10749 Mitigations

Client
router 

advisory X
accept_ra=0XCAP_NET_RAW

TLS



Recent CNI-related CVEs
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CVE-2020-8558

36.24.118.3



CVE-2020-8558

36.24.118.3

“Route to 
127.0.0.1 via 
36.24.118.3”👾



CVE-2020-8558

36.24.118.3

“Route to 
127.0.0.1 via 
36.24.118.3”

route_localnet=1

portmap plugin



CVE-2020-8558 mitigations

“Route to 
127.0.0.1 via 
36.24.118.3”

Block with 
iptables ruleX

TLS



Information and links
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https://sched.co/ZewR
https://github.com/containernetworking/cni
https://github.com/containernetworking/plugins
https://slack.cncf.io


CNI Deep Dive
CNI Deep DiveQuestions?





��


