


# perf top -a -e cycles:k







# iptables-save -c















eth0

bpf(BPF_PPROG_LOAD, …)

agent

SEC(“to_netdev”)
int handle(struct sk_buff *skb) {
   …
   if (tcp->dport == 80)
       redirect(nginx_pod);
   …
}
    

foo.o

clang -target bpf [...]
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$ kubectl -n kube-system delete ds kube-proxy
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                eBPF SVC map
 SVC IP Port NR => ID EID Endpoint IP Port Count 
------------------------------------------------
3.3.3.3 80   0  => 1   0     0.0.0.0    0      2
3.3.3.3 80   1  => 1   4     1.1.1.1    80     0
3.3.3.3 80   2  => 1   5     1.1.1.2    80     0

              eBPF conntrack LRU map
 srcIP  sPort  dstIP  dPort   Type    => EID|SVCID
-------------------------------------------------
1.1.3.1 4321  3.3.3.3  80     SVC     =>  4
1.1.3.1 4321  1.1.1.1  80     Egress  =>      1
1.1.1.1 80    1.1.3.1  4321   Ingress =>        
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lxc0

3.3.3.3:80 (ClusterIP)

Node B

eth0 eth0



                eBPF SVC map
 SVC IP Port NR => ID EID Endpoint IP Port Count 
------------------------------------------------
3.3.3.3 80   0  => 1   0     0.0.0.0    0      2
3.3.3.3 80   1  => 1   4     1.1.1.1    80     0
3.3.3.3 80   2  => 1   5     1.1.1.2    80     0

bpf_map_update_element(...)
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3.3.3.3:80 (ClusterIP) 

client

import “net/http”

func main() {
 r, err := http.Get("3.3.3.3")
 ...
}

connect()



10.100.1.1:60000 -> 192.168.0.1:31000

eth0 192.168.0.1

eth0
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client

1.SVC lookup & DNAT
2.Is endpoint local? 
2.1.Redirect to lxc0

1.rev-NAT xlation
2.Redirect to eth0



eth0
192.168.0.1

eth0
1.1.2.1

redis

lxc0

eth0
192.168.0.2

eth0
1.1.1.1

nginx

lxc0

10.100.1.1:60000 -> 192.168.0.1:31000

client

1.SVC lookup & DNAT
2.Is endpoint remote?
2.1.eBPF SNAT
2.2.Redirect

192.168.0.1:33000 -> 1.1.1.1:80
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 1.1.1.1:80 -> 192.168.0.1:33000

1.rev-SNAT xlation
2.rev-DNAT xlation
3.Redirect
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10.100.1.1:60000 -> 192.168.0.1:31000

client

10.100.1.1:60000 -> 1.1.1.1:80

1.SVC lookup & DNAT
2.Is endpoint remote?
2.1.Append SVC addr into IP hdr
2.2.Redirect
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 192.168.0.1:31000 -> 10.100.1.1:60000

1.rev-DNAT xlation
2.Redirect
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client

import “net/http”

func main() {
 r, err := http.Get("nginx")
 ...
}

sendmsg()

recvmsg()


