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https://tools.ietf.org/html/rfc7230
https://en.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://tools.ietf.org/html/rfc7540
https://en.wikipedia.org/wiki/HTTP/2
https://docs.oasis-open.org/mqtt/mqtt/v5.0/mqtt-v5.0.html
https://en.wikipedia.org/wiki/MQTT
http://mqtt.org/
http://docs.oasis-open.org/amqp/core/v1.0/os/amqp-core-overview-v1.0-os.html
https://en.wikipedia.org/wiki/Advanced_Message_Queuing_Protocol
http://www.amqp.org/
https://tools.ietf.org/html/rfc7252
https://en.wikipedia.org/wiki/Constrained_Application_Protocol
https://www.omg.org/spec/DDS/1.4
https://en.wikipedia.org/wiki/Data_Distribution_Service
https://tools.ietf.org/html/rfc6120
https://en.wikipedia.org/wiki/XMPP
https://xmpp.org/
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http://openmobilealliance.org/release/LightweightM2M/V1_1_1-20190617-A/OMA-RD-LightweightM2M-V1_1-20180710-A.pdf
https://en.wikipedia.org/wiki/OMA_LWM2M
http://docs.opengeospatial.org/is/15-078r6/15-078r6.html
https://en.wikipedia.org/wiki/SensorThings_API
https://www.eclipse.org/unide/specification/
https://de.wikipedia.org/wiki/Production_Performance_Management_Protocol
http://onem2m.org/
https://en.wikipedia.org/wiki/OneM2M
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http://modbus.org/
https://en.wikipedia.org/wiki/Modbus
http://www.bacnet.org/
https://en.wikipedia.org/wiki/BACnet
https://en.wikipedia.org/wiki/OPC_Unified_Architecture
https://en.wikipedia.org/wiki/OPC_Unified_Architecture
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https://www.analog.com/en/landing-pages/001/a2b.html
https://en.wikipedia.org/wiki/Avionics_Full-Duplex_Switched_Ethernet
https://en.wikipedia.org/wiki/ARINC
https://en.wikipedia.org/wiki/ARINC_429
https://en.wikipedia.org/wiki/Byteflight
https://en.wikipedia.org/wiki/Byteflight
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=33422
https://en.wikipedia.org/wiki/CAN_bus
https://en.wikipedia.org/wiki/Domestic_Digital_Bus_(automotive)
http://1394ta.org/wp-content/uploads/2015/07/2010003.pdf
https://en.wikipedia.org/wiki/IEEE_1394#Consumer_automobiles
https://en.wikipedia.org/wiki/IEBus
https://en.wikipedia.org/wiki/I%C2%B2C
https://www.iso.org/obp/ui/#iso:std:iso:9141:-2:ed-1:en
https://en.wikipedia.org/wiki/On-board_diagnostics
https://en.wikipedia.org/wiki/SAE_J1708
https://en.wikipedia.org/wiki/On-board_diagnostics#SAE_standards_documents_on_OBD-II
https://en.wikipedia.org/wiki/SAE_J1939
https://en.wikipedia.org/wiki/Keyword_Protocol_2000
https://en.wikipedia.org/wiki/Local_Interconnect_Network
https://en.wikipedia.org/wiki/MOST_Bus
https://en.wikipedia.org/wiki/Train_communication_network
https://en.wikipedia.org/wiki/Serial_Peripheral_Interface
https://en.wikipedia.org/wiki/Vehicle_Area_Network
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https://opcfoundation.org/products/view/ethernetip-to-modbus-tcpip-to-opc-ua-server-gateway-coming-soon
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Custom Resource
hamburg-sensor.yaml

apiVersion: containerdays.io/v1 
kind: Sensor 
metadata: 
name: hamburg
namespace: germany

spec: 
unit: Celcius

status: 
lastUpdated: 2010-03-26T15:13:42.05Z 
temperature: 28

https://www.slideshare.net/sttts/extending-kubernetes-with-customresourcedefinitions


picture source: microsoft.com

https://kubernetes.io/docs/concepts/extend-kubernetes/api-extension/custom-resources/#custom-resources
https://kubernetes.io/docs/concepts/extend-kubernetes/api-extension/custom-resources/#custom-controllers
https://github.com/Azure-Samples/iotedge-gateway-on-kubernetes






https://unsplash.com/s/photos/rampion-offshore-wind-farm%2C-united-kingdom


https://commons.wikimedia.org/wiki/File:2013-07-14_Bergrettung_Bodenschneid_1018.JPG
https://creativecommons.org/licenses/by-sa/4.0/
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https://github.com/networkservicemesh/networkservicemesh
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THERE ARE MANY EDGES



Common requirements

1. lowest latency between data and responses and decisions

2. pre-processing (reduction) before data moves to cloud, 

3. remotely managed datasets for local access

4. remotely manage software deployment and updates

5. operate offline or with intermittent connectivity

1 2 3 4 5

Remote office, retail ✓ ✓ ✓

Sensor data collection, analytics ✓ ✓ ✓ ✓

Physical device control ✓ ✓ ✓

Gaming ✓ ✓ ✓ ✓

Telco edge cloud ✓ ✓ ✓ ✓







●

●

○

○

○



●

●

●

●

●







●

●

●

●

●

●

●

●

●

●

●



●

●

●



●

●







●

●

●

●

●

●



●

●





●

●

●









Edge networking

• Hybrid cloud, microservice architecture, agile integration, etc.
• Not client/server

• Services/processes want to be deployable and addressable everywhere (north/south/east/west)

• Edge computing - Lots of private subnetworks



Application Layer Addressing

service service service

service

service

service



service service service

service

service

service



Implications of Application Addressing

• Security
• Access control for addresses - at the service/process/business resolution

• Locked-down network membership - Mutual TLS for inter-site connections

• Cross-cluster applications not exposed via Kube networking

• Public exposure limited to ingress
• Trusted and untrusted edges

• Management
• Metrics collected at business resolution



Skupper.io

• Operational Ease
• Easy to deploy in a multi-cluster network

• No advanced networking (SDN, VPNs, Tunnels, Firewall rules, etc.)

• No need for elevated or admin privileges

• No problem with overlapping CIDR subnets or mixes of IPv4 and IPv6

• No single point of failure - use redundant topology

• Not just for messaging
• Proxy maps HTTP, TCP, UDP, etc. to AMQP

• http://skupper.io
• Examples, demo-videos, etc.

• New, emerging project

http://skupper.io/




Is cloud obsolete?



Way forward

• Cloud is not obsolete

• Cloud IoT platforms still needed
• Business applications

• Long term data storage

• Work on distributed Edge deployments for IoT services



Eclipse Hono in the cloud



Eclipse Hono on the Edge
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Regular Work Group Meeting:

USA WG Meeting Wednesday 9am PT, every 4 weeks, next on December 4

APAC WG meeting Wednesday 5 UTC every 4 weeks, next on November 20

• Meeting notes and agenda

Link to join the group

• groups.google.com/forum/#!forum/kubernetes-wg-iot-edge

Link to join Slack

• https://kubernetes.slack.com/messages/wg-iot-edge

White Paper

• http://bit.ly/iot-edge-whitepaper

https://docs.google.com/document/d/1Yuwy9IO4X6XKq2wLW0pVZn5yHQxlyK7wdYBZBXRWiKI/edit
https://groups.google.com/forum/#!forum/kubernetes-wg-iot-edge
https://kubernetes.slack.com/messages/wg-iot-edge
http://bit.ly/iot-edge-whitepaper
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