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Yelp’s Mission

Yelp’s Mission
Connecting 
people with great 
local businesses
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Problem



What can 
you do?

Who are 
you?
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Authentication Requirements
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Disclaimer: Yelp requirements not suitable for all orgs. 
Your mileage may vary. Only your security expert can tell 
you your authentication requirements
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requests.get(“happyhour.service.yelp/hours/123”)
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curl http://happyhour.service.yelp/hours/123
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Yelp’s Service Mesh ca. 2017



Yelp’s Service Mesh ca. 2017
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Service AuthN - None

Service A

Envoy

Service B

Service C

curl http://serviceb.service.yelp/some/data
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Service AuthN - Application

Service A

Envoy

Service B

Service C

curl -H “x-client-id: service_a” 
http://serviceb.service.yelp/some/data
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Service AuthN - Service Mesh
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Human Authentication
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Human Authentication - Library

yelp_curl https://serviceA.service.yelp/some/data

Service A

Service B

Python Library

vault



Human Authentication - Service Mesh

yelp_curl https://serviceA.service.yelp/some/data

Service A
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Authorization



Authorization - None

Service A

Envoy

Service B

I can haz?

I c
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 haz
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Authorization Requirements



Authorization - Application

Service A

Envoy

Service B

I can haz? Python 
Library

I can haz?



That's 
brilliant! Wait 

a sec...

Should we just 
cover all systems 
that need authz?

Custom Policy Language - Scope
Let's build a policy 
language for our 
http services!

Great Idea! Can it 
handle git repos 

too??

Sure, that 
makes sense

Great Idea! Can it 
handle cassandra 

clusters??

We probably 
should while 
we're at it...

We need that for 
our IAM policies!
Can we haz???
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Authorization - Service Mesh

Service A

Envoy ?Envoy ext_ 
authz

Service B

I can haz?

I can haz?



?Envoy ext_ 
authz

Service B

Python 
Library

Python 
Library

gR
PC

Extend Our Custom Solution?
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Authorization - Service Mesh

Service A

Envoy Envoy ext_ 
authz

Service B

OPA

OPA Policy 
Manager

I can haz?



Authorization Requirements



Authorization + Authentication

Service A

Envoy Envoy ext_ 
authz

Service B

OPA

OPA Policy 
Manager

mTLS mTLS



Where are we now?
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Authorization Results Dashboard



Future Ideas - Service Mesh
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Future Ideas - Other Use Cases
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Key Takeaways

●
●
●
●
●



Thanks!



Appendix



FAQ



OPA at Yelp

Envoy

?

Envoy ext_ 
authz OPA

OPA Policy 
Manager

mTLS mTLS

meshd meshd

OPA

Service 
X

Service 
A

Service 
B

Service 
C

opa-istio
plugin

apt apt


