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Metrics
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Metrics

Google trends of popular metrics formats

Jul 2016

prometheus metrics 9

graphite metrics 9




Metrics

Numbers shared at PromCon 2019

2016 2017 2018 2019
~2,800 ~16,000 ~54,000 ~242,000




Tracing

Jaeger Ul Search

Compare Dependencies

Ab eger v

v frontend: HTTP GET /dispatch

rt November 19 2019, 08:00:

595.54ms

5d5e60fa6954b25b

5 Total Spans 50
1.19s

1 ©® A v x 3B

Trace Timeline v

1.79s

Service & Operation vV >

v | frontend HTTP GET /dispatch

> | frontend +1Te GET: /customer
> | O frontend »  driver Driver:findNearest
> | frontend 7T GeT: /rovte

> | frontend e cET: route

> | frontend 1Tt GeT: /rovte

> | frontend HTTP GET: /route

> | frontend 117 GeT /rovte

> | frontend 1T GeT: /rovte

> | frontend e GET: /route

> | frontend +1re GeT: /rovte

> | frontend e ceT: /route

e I frontend HTTP GET: /route

> | frontend = @ route HTTP GET /route

595.54ms 1.19s

1.79s

HTTP GET

> Tags: span.kind=client component=net/http http.method = GET  http.url

> Process: client-uuid ~ 48a0ff600ad716b1  hostname - hotrod-7c75cffdf9-p272s  ip = 10.64.101.179

> Logs (7)

http://0.0.0.0:8083/route?dropoff=577 %2C322&pickup=922%2C567

frontend Duration: 68.14ms = Start Time: 2.31s

http.url = 0.0.0.0:8083 ne...

jaeger.version = Go-2.19.1-dev

5d5e601a6954b25b ¢



Tracing

Github stars

8k

6k

Hk

2k

F Jjaegertracing/ jaeger I

Star history

2018

Date
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A perspective on... Traces



A perspective on... Metrics




2 Combining
Logs, Metrics,

and Traces
Today




Current integrations

Increasingly, more Observability platforms providing two or more signals

(logs, metrics, traces)




Integrations - Taking a closer look

If you take a closer look at how jumping between metrics and traces is

today, they are generally linked by common set of labels and time window.

Search JSON File

245
Service (7' 2o
frontend
2 Time
Errors Operation (¢ 07:56:40 am 08:05:00 am 08:13:20 am 08:21:40 am
0.10 HTTP GET /dispatch
20 Traces Sort:  Most Recent Deep Dependency Graph
0.08
Tags (@
.06 | | hostname=hotrod
Compare traces by selecting result items
004 | [ Lookback
Last Hour
002 frontend: HTTP GET /dispatch 79e7141 2.33s
| Min Duration 51Spans | 3 Errors W customer (1) driver (1) | (] frontend (24) mysal (1) redis (14) [ route (10) Today 8:23:21 am
: ! 3 minutes ago
08:00 08:05 08:10 08:15
= {chronosphere_k8s_cluster="test",endpoint="HTTP-GET-/dispatch",instance="default/hotrod
Max Duration frontend: HTTP GET /dispatch 7536176 24s
50 Spans | 2 Errors B customer (1) driver (1) | ] frontend (24) mysal (1) redis (13) [ route (10) Today = 8:23:08 am
4minutes ago
Limit Results
20 frontend: HTTP GET /dispatch 7924064 2.36s
51Spans | 3Errors B customer (1) driver (1) | (] frontend (24) mysal (1) redis (14) [ route (10) Today 8:22:45 am
Find Traces

4 minutes ago



Integrations - Taking a closer look

This narrows down search space in terms of time window and labels, but:
e Querying metrics with sum(...) or any other aggregation will drop tags
o Context |lost for jumping from metrics to traces
e Only “magical” when you store every trace
o For alot of users is prohibitively expensive.
e \When sampling, the chances of having the right trace is low

o Especially debugging edge cases - P99, or one error in a thousand.



Wouldn't it be nice If?

Go straight from the metric datapoint to one of the traces for a request

that comprised that exact datapoint.

Errors ¥
0.10
0.08 ‘ 1
2019-11-19 08:06:00

0.06 = {chronosphere_k8s_cluster="test",endpoint="HTTP-GET-/customer" instance="default/hotrod-7c75cffdf9-p272s"job="hotrod",status_code="5xx"}
0.04 ) Add annotation

) J Show trace
0.02 l I~

\ ( (

§ | [ |l 2019-11-19 08:06:00
07:50 08:00

= {chronosphere_k8s_cluster="test",endpoint="HT TP-GET-/customer",instance="default/hotrod-7c75cffdf9-p272s" job=".. = 0.0800
== {chronosphere_k8s_cluster="test" ,endpoint="HTTP-GET-/cust ’ trace_id 3346e00c551060dd9:3b49eba43dcbed8e:bba4f1e1b6982be:1
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Putting it altogether
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What is OpenTelemetry?

Capturing metrics A~
& traces N

Prometheus Metric & TracelD
/ Long Term

Storage (M3DB)

Open
é Metrics
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OpenTelemetry: Instrumentation SDK

jobsQueuedGauge := meter.NewFloat64Gauge("jobs queued",

metric.WithDescription("The number of jobs currently queued"))

err := tracer.WithSpan(ctx, "jobEnqueue", func(ctx context.Context) error {
jobsTotal, err := jobQueue.Enqueue(job)
if err != nil {
return err

} r<
jobsQueuedGauge.Set(ctx, jobsTotal)

1 L Jd

CLOUD NATIVE

COMPUTING FOUNDATION



OpenTelemetry: Instrumentation SDK

jobsQueuedGauge := meter.NewFloat64Gauge("jobs queued",

metric.WithDescription("The number of jobs currently queued"))

err := tracer.WithSpan(ctx, "jobEnqueue", func(ctx context.Context) error {
jobsTotal, err := jobQueue.Enqueue(job)
if err != nil {
return err

} r<
jobsQueuedGauge.Set(ctx, jobsTotal)

1 L Jd

CLOUD NATIVE

COMPUTING FOUNDATION



What is OpenMetrics?

Propagating
metrics with
correlated trace ID

Open
Metrics

Open
Telemetry

Prometheus

AT
N
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Long Term
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N
N
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~.



OpenMetrics: Extended Prometheus exposition

# HELP http_requests_total http_requests

# TYPE http_requests_total counter
http_requests_total{endpoint="/search"status_code="2xx"} 1725 # {trace_id="b096e71d..."} 1
http_requests_total{endpoint="/search" status_code="4xx"} 4 # {trace_id="944a6d97..."} |
http_requests_total{endpoint="/search" status_code="5xx"} 27 # {trace_id="50785260..."} 1
http_request_latency_bucket{endpoint="/search"|e="0.1"} 7 # {trace_id="7f78deda..."} T
http_request_latency_bucket{endpoint="/search"le="0.2"} 7 # {trace_id="5ad53ac9..."} |
http_request_latency_bucket{endpoint="/search"|e="0.3"} 7 # {trace_id="c78493ec..."} 1

<
L

CLOUD NATIVE

COMPUTING FOUNDATION



Putting it all together
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Prometheus and M3

Prometheus scrapes the exemplar, keeps it locally in memory, then

remote writes it to M3.

M3DB stores the trace ID next to the metric timestamp and float value.

EldgCEIl Timestamp delta-delta bits | Float64 value delta-XOR bits | Exemplar bits Timestamp T

Single stored value bit-packed in TSDB column




How do we query it?

When querying the data M3 query makes sure to keep at least one

representative exemplar per datapoint as part of the result (even after
applying sum(...), histogram_quantile(...), etc)

{
"metric": {
"chronosphere_k8s_cluster": "test",
"endpoint": "HTTP-GET-/customer",
"instance": "default/hotrod-7c75cffdf9-p272s",
*job": *hetrod",
"status_code'": "5xx"
}I
"values": [
[
1574178960,
ngn
"trace_id:ac5labll117abfdc:d4c6a8415833856:3638a233f5a36b71:1"



Efficiency/Scalability?

Possibly thousands, hundreds of thousands
requests in a given time window.
(e.g. 10s, 30s, 60s)

Single datapoint stored with a
single trace ID for error

-

App

o

Metrics backend
\ counter value or latency
OP?” histogram bucket representing
Metrics thousands of requests.
Open (efficient)
Telemetry
Need to store all thousands of

/ Trace backend traces to guarantee the trace

ID picked for datapoint exists.
(very inefficient & expensive)




Wouldn't it be nice If?

200 Status Code

{trace: 024253eb-6be0-...}
{trace: 841e6da2-8694-...}
{trace: f7e33019-abc8-...}
{trace: 7b2a9954-e213-...}
REracelidE7eeq50 a2 630
{trace: b78fe85b-a508-...}
{trace: b10964a4-a4af-...}
{trace: 1cdfcb7a-1849-...}
{trace: 3bb247b2-89ec-...}
{trace: 2bce5524-905e-...}

400 Status Code

{trace: a0eb52dc-8a3e-...}
{trace: f86aa034-b7c5-...}

{trace: 1be7ef05-9985-...}

500 Status Code



Guaranteeing one representative trace stored?

Using metric aggregation to determine sampled traces has many upsides:
e Aggregate across time to collect traces at useful time intervals.
e Metric tags are great at capturing all unique combinations. eg:
Error/Success, ErrorStatusCode, LatencyBucket.
o This also ensures uniqgue combinations of traces.

e Allows maintaining direct link between metric datapoint and trace ID.



Putting it altogether (again)
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Where can | get this? (hint: upstream in progress)

Current end-to-end demo at:

https:/github.com/chronosphereio/demo-deeplink-metrics-traces

Merged: Add exemplar support to OpenMetrics:
https://github.com/prometheus/prometheus/pull/6292

Open(needs discussion): Store exemplars in Prometheus memory, forward on remote write:

https://github.com/prometheus/prometheus/pull/6309

Open(helping review): OpenMetrics/Prometheus exporter PR for OpenTelemetry:

https:/aithub.com/open-telemetry/opentelemetry-go/pull/334



https://github.com/chronosphereio/demo-deeplink-metrics-traces
https://github.com/prometheus/prometheus/pull/6292
https://github.com/prometheus/prometheus/pull/6309
https://github.com/open-telemetry/opentelemetry-go/pull/334

Where can | get this?

OpenMetrics https/github.com/OpenObservability/OpenMetrics

OpenTelemetry https/aithub.com/open-telemetry/opentelemetry-specification

Prometheus https /aithub.com/orometheus/orometheus

M3 https:/aithub.com/m3db/m3

Grafana https;//aithub.com/arafana/grafana

Talk demo https:/github.com/chronosphereio/demo-deeplink-metrics-traces



https://github.com/OpenObservability/OpenMetrics
https://github.com/open-telemetry/opentelemetry-specification
https://github.com/prometheus/prometheus
https://github.com/m3db/m3
https://github.com/grafana/grafana
https://github.com/chronosphereio/demo-deeplink-metrics-traces

Thank you and Q&A

Come say hi! Booth SEG2.

chronosphere

YW @roskili % hitp:/bitly/m3slack



http://bit.ly/m3slack

