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W H AT  H A P P E N E D ?  
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W H O  D I D  I T ?  
W H E R E  W A S  I T  I N I T I AT E D ?  
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{
    "metadata": {
        "creationTimestamp": "2018-11-15T20:18:13Z"
    },
    "level": "Request",
    "timestamp": "2018-11-15T20:18:13Z",
    "auditID": "277da1b5-16aa-4a1b-ae0f-4d1cdb2cc67a",
    "stage": "ResponseComplete",
    "requestURI": "/api/v1/namespaces/default/pods/populator-58f9bd8b6f-ngx8s",
    "verb": "get",
    "user": {
        "username": "system:node:ip-10-0-100-113.us-west-2.compute.internal",
        "groups": [
            "system:nodes",
            "system:authenticated"
        ]
    },
    "sourceIPs": [
        "34.217.76.189"
    ],
    "objectRef": {
        "resource": "pods",
        "namespace": "default",
        "name": "populator-58f9bd8b6f-ngx8s",
        "apiVersion": "v1"
    },
    "responseStatus": {
        "metadata": {},
        "code": 200
    },
    "requestReceivedTimestamp": "2018-11-15T20:18:13.388833Z",
    "stageTimestamp": "2018-11-15T20:18:13.389856Z"
}
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{
  "verb": "get"
}
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W H E N  D I D  I T  H A P P E N

{

  "stage": "ResponseComplete",
  "metadata": {

    "creationTimestamp": “2018-11-15T20:18:13Z"

  },

  "requestReceivedTimestamp": “2018-11-15T20:18:13.388833Z",

  "stageTimestamp": “2018-11-15T20:18:13.389856Z"

}
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W H O  D I D  I T
{

  “user”: {

    "username": "system:node:ip-10-0-100-113.us- west-2.compute.internal",

    "groups": [

      "system:nodes",

      "system:authenticated"

    ]

  }

}
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W H E R E  W A S  I T  I N I T I AT E D

{
  "sourceIPs": [
    "34.217.76.189"
  ]
}
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W H AT  D I D  I T  H A P P E N  O N

{
  “objectRef": {
    "resource": "pods",
    "namespace": "default",
    "name": "populator-58f9bd8b6f-ngx8s"
  }
}
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RequestReceived audit handler receives request  

ResponseStarted only for requests like `watch` 

ResponseComplete no more bytes will be sent 

Panic generated when a panic occurs
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None no requests are logged 

Metadata only request metadata is logged 

Request request object is logged 

RequestResponse request & response objects 
are logged



E X A M P L E  P O L I C Y
apiVersion: audit.k8s.io/v1
kind: Policy
omitStages:
- "RequestReceived"
rules:
- level: Metadata
  resources:
  - group: ""
    resources: ["secrets"]



O U T P U T
{
  "level": "Metadata",
  "timestamp": "2018-12-09T17:02:25Z",
  "stage": "ResponseComplete",
  "requestURI": "/api/v1/namespaces/default/secrets/api-key",
  "verb": "get",
  “user": {
    "usename": "dolores"
  },
  "sourceIPs": ["10.0.143.187"],
  "objectRef": {
    "resource": "secrets",
    "namespace": "default"
  },
  "requestReceivedTimestamp": “2018-12-09T17:02:25.399627Z",
  "stageTimestamp": "2018-12-09T17:02:25.400717Z"
}
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A P I  S E R V E R  F L A G S

--audit-dynamic-configuration
--feature-gates=DynamicAuditing=true
--runtime-config=auditregistration.k8s.io/v1alpha1=true

http://auditregistration.k8s.io/v1alpha1=true


A U D I T  S I N K
apiVersion: auditregistration.k8s.io/v1alpha1
kind: AuditSink
metadata:
 name: mysink
spec:
 policy:
   level: Metadata
   stages:
   - ResponseComplete
 webhook:
   throttle:
     qps: 10
     burst: 15
   clientConfig:
     url: "https://audit.app"
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kind build node-image \
  && kind create cluster \
  --image kindest/node:latest \
--config kindconfig.yaml



C R E AT E  A  K I N D  C L U S T E R

kind build node-image \
  && kind create cluster \
  --image kindest/node:latest \
--config kindconfig.yaml



K I N D C O N F I G . YA M L
apiVersion: kind.sigs.k8s.io/v1alpha1

kind: Config

kubeadmConfigPatches:

- |

  apiVersion: kubeadm.k8s.io/v1beta1

  kind: ClusterConfiguration

  apiServer:

    extraArgs:

      audit-dynamic-configuration: "true"

      feature-gates: DynamicAuditing=true

      runtime-config: auditregistration.k8s.io/v1alpha1=true

http://auditregistration.k8s.io/v1alpha1=true
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kubectl apply -f deployment.yaml
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