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What even are Rock 
Solid Applications?
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Secure Applications
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Highly Available Applications
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Disclaimer: simplified 
YAML for demo 
purposes
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Security
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Pod Security 
Policies
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RBAC
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or…
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Network Policies
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Caveat: availability depends on your 
networking plugin
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Security
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High Availability
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What even is 
High Availability?
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This talk is not about High Availability for nodes
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Deployments
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Replicas +
UpdateStrategy
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(Anti)Affinity
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Probes
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Caveat: Circular 
Dependencies
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Caveat: Circular Dependencies
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Caveat: Circular Dependencies
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Caveat: Circular Dependencies
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Caveat: Circular Dependencies
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PodDisruptionBudget
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Prevent 
misconfiguration
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Linting?



Webhooks!
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Webhooks

- Barbossa
- Azure Kubernetes Policy Controller (OPA)
- Anchore Engine
- …
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Thanks
I’ll be around for 

questions
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Resources

- https://hackernoon.com/deploying-rock-solid-applications-with-kubernetes-2
30fd9bb61f4 

- https://thenewstack.io/myth-cloud-native-portability
- https://kubernetes.io/docs/concepts/policy/pod-security-policy/
- https://kubernetes.io/docs/reference/access-authn-authz/rbac/ 
- https://kubernetes.io/docs/concepts/services-networking/network-policies/ 
- https://kubernetes.io/docs/concepts/workloads/controllers/deployment/ 
- https://container-solutions.com/kubernetes-deployment-strategies/ 
- https://kubernetes.io/docs/concepts/configuration/assign-pod-node/#affinit

y-and-anti-affinity 
- https://kubernetes.io/docs/concepts/workloads/pods/disruptions/ 
- https://kubernetes.io/docs/tasks/configure-pod-container/configure-livenes

s-readiness-probes/ 
- https://banzaicloud.com/blog/k8s-admission-webhooks/  
- https://github.com/jelmersnoeck/barbossa 
- https://github.com/Azure/kubernetes-policy-controller 
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