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Agenda
• Federation 


• JWT Support


• Envoy Demo


• Next Steps 



Scytale’s Jenny Schaffer would love to talk with you! 
about:


• SPIFFE/SPIRE usability issues 

• SPIFFE/SPIRE documentation / information 

architecture / personas and roles

• Kubernetes-specific information about the above


Please email her: jenny@scytale.io



Introduction to SPIFFE  
Andrew Jessup and  

Dan Feldman 

https://sched.co/HtJu 



Scrutinizing SPIRE to Sensible 
Strengthen SPIFFE Security 

Matt Moyer and Evan Gilman 

https://sched.co/GrZZ 



Federation



Dan Feldmans Blog Post on 
Federation 

https://blog.scytale.io



We can set up Federation using 
the Registration API today 

Trust bundles are exposed via 
the Workload API 



Current Support
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Next Step:  
Support for 

Federation API



Federation Support
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Next Step:  
Bundle Format



JWT





JWT Extensions



JWT Extensions



JWT Validation

• Use the Workload API and SPIRE Agent to validate 
the JWT using ValidateJWTSVID  


• Request the JWKS document (FetchJWTBundles) 
needed for validation and an external process (or 
existing library) will validate the JWT.
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Demo
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Let’s Begin…



Source Code
•SPIFFE Envoy Agent

https://github.com/spiffe/spiffe-envoy-agent


•Demo

https://github.com/spiffe/spiffe-example/spiffe-envoy-agent

https://github.com/spiffe/spiffe-envoy-agent
https://github.com/spiffe/spiffe-example/spiffe-envoy-agent


What is next
•Federation API work in SIG-SPEC


•SPIFFE Bundle Format 


•SPIRE Roadmap 


•Implement Envoy support into 
SPIRE Agent



slack.spiffe.io

github.com/spiffe

spiffe.io

http://slack.spiffe.io


Questions?


