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Motivation

https://lwn.net/Articles/741897/
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Containers @ Branch

5

DB & Big data apps
Standalone

3

Mesos qa/dev/prod
Data pipelines 
Spark/Flink/HDFS/Druid

1

Where?
Everywhere

4

Runtime?
Docker/containerd/runC

2

K8s in qa/dev/prod
API services - Lots of 

different languages

https://branch.io/
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Where Do Runtimes Live?
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Outline

History ● Containers

Early ● OpenVZ
● Mesos

K8s ● Docker/containerd
● Rkt

Which one?

Future

● Performance
● Security

● LXC
● Docker

● CRIO
● Kata

● K8s Integration

● CRI
● OCI



@raravena80

History

  

Kernel 
Namespaces

2002

  

OpenVZ

Containers with 
kernel level patch

2006

  

cgroups

Kernel level support 
for control groups

2007

  

Mesos

Started as a 
research paper, 
first use of cgroups

2009

  

LXC

First standalone 
runtime

2011
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History

  

Docker LXC

First version of 
Docker

2013

  

Docker 
Libcontainer

LXC didn’t provide 
all the nitty gritty 
isolation.

2014

  

rkt

Alternative to 
Docker.

2014

  

OCI

runC started in 
2014

2015

  

CRI

cri-o, rktlet, frakti, 
cri-containerd

2016
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Now?
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Seems like?
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CRI 
Shim

Docker 
Shim

Shim

Landscape
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OpenVZ Containers 

Cons
● Custom kernel
● Runs on vzlinux based on RHEL 7
● OpenVZ 7 not as stable as OpenVZ 6
● No CRI or K8s yet

Notables ● Supports live migration

Implementation ● C
● Kernel Level Patch

First Release ● 2005

https://openvz.org/Main_Page
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Mesos

● No standalone mode
● Needs Mesos to run

Cons

● Very goodPerformance

● Spark
● Flink
● Stateful apps (Data)

Best Use

● Docker
● Appc
● OCI w/Docker

Image format

● C++
● cgroups

Implementation

http://mesos.apache.org/
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LXC

https://web.archive.org/web/20121106023904/http://lxc.sourceforge.net/

2012
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LXC

● Chroot in steroidsNickname

● lxc
● lxd, lxfuse

Components

● lxcrun OCI compliant runtime WIPOCI

● Image support and adoption
● No k8s yet. WIP but not priority

Downsides

● ActiveCommunity

https://linuxcontainers.org/
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rkt

https://coreos.com/rkt/
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rkt & K8s - Rktnetes

$ kubelet --container-runtime=rkt ...

https://coreos.com/rkt/
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rkt

Cons
● CoreOS is less focused in 

runtimes
● Rklet (CRI) project is under 

development
● Minimal adoption in 

production
● No more dev into appc

○ OCI is the future

Pros
● Works with K8s
● Pod based semantics
● Single process
● Runs Docker, appc, OCI (in 

dev) images
● KVM hypervisor for 

containers
● Process can be managed 

directly by systemd

https://coreos.com/rkt/
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Docker/Containerd

● Just “cri” plugincri-containerd now?

● handles storage, image, 
networking, runC

containerd

● Docker daemon
● containerd
● runC
● cri-containerd

 Now

● DockerInitial nickname

https://containerd.io/
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Containerd - Old

Docker

Credit: https://containerd.io/
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Containerd

Runtime

Credit: https://containerd.io/

containerd
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CRI - Container Runtime Interface

Current Plugins
● CRI-O
● Rklet (rkt)
● Frakti  (vm)
● CRI Plugin (formerly cri-containerd)

K8s ● Can talk to different runtimes through 
the same API

What? ● Only a GRPC interface
● Different from cri-containerd

Introduced ● 2016
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Containerd/CRI-containerd

Credit: http://blog.kubernetes.io/2017/11/containerd-container-runtime-options-kubernetes.html
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Containerd/CRI Plugin - New

Kubelet

Pod A Cgroups

Image 
service

Runtime 
service

ocicni

Containerd 
shim

Containerd 
shim

Sandbox 
container Container A

Pod A Namespaces

Pod B

CRI

P
l
u
g
i
n

https://containerd.io/
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Containerd in K8s 1.10

CRI Plugin:

[plugins.cri]

…
 [plugins.cri.containerd]

 …

   [plugins.cri.containerd.default_runtime]

   # default is runC

   [plugins.cri.containerd.untrusted_workload_runtime]

    # kata or cc

    runtime_engine = ""

https://containerd.io/
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Containerd in K8s 1.10

$ systemctl start containerd

$ kubelet --container-runtime=remote --runtime-request-timeout=15m 

--container-runtime-endpoint=unix:///run/containerd/containerd.sock

Startup:

[Service]

Environment="KUBELET_EXTRA_ARGS=--container-runtime=remote --runtime-request-timeout=15m 

--container-runtime-endpoint=unix:///run/containerd/containerd.sock"

...

https://containerd.io/
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Docker/Containerd

Cons
● Runtime coupled with 

daemon
● Too many daemons 

w/Docker (4)
● Daemons recently reduced to 

3 in K8s
● Naming confusion

Pros
● Adoption
● Very stable
● Great performance
● Community and support
● Supports Windows - WIP

○ WCOW
○ LCOW

https://containerd.io/
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CRI-O

● Defaults to runC
● Runs any OCI runtime

OCI?

● Monitors containerscommon daemon

● Handles storage, image, 
networking

● Talks CRI
 crio daemon

● “cry-o”Nickname

http://cri-o.io/
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CRI-O

It’s a Shim

Credit: http://cri-o.io/
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CRI-O & K8s

$ systemctl start crio

$ kubelet --container-runtime=remote --runtime-request-timeout=15m 

--container-runtime-endpoint /var/run/crio/crio.sock ...

http://cri-o.io/
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CRI-O

Cons
● GA recently
● Not battle tested in prod
● Cannot run containers 

outside k8s
○ Podman WIP

● No default for image 
management
○ buildah
○ Docker, skopeo or umoci

Pros
● OCI & K8s ready
● Great performance
● 3 daemons by default
● Fast common systemctl 

container monitoring 
daemon
○ Restart safe 

● Extendable
○ Kata
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crun

https://github.com/giuseppe/crun

● YesOCI?

● BestPerformance

● CImplementation

● Aug 2017, Red HatWhen, Who

● Little adoption
● WIP

Downsides
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crun

https://github.com/giuseppe/crun

/bin/true benchmark
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Kata

● Very goodSecurity

● GoImplementation

● runV & ClearContainers
● Containers in VMs

What

● 2017, Openstack
● First release June 2018

When, Who

● YesOCI?

https://katacontainers.io



@raravena80

Kata

RunV and ClearContainers

Credits:
https://medium.com/cri-o/intel-clear-containers-and-cri-o-70824fb51811
https://github.com/kubernetes/frakti
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Kata & Docker

Credit: https://katacontainers.io/posts/why-kata-containers-doesnt-replace-kubernetes/
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Kata & Plain Docker

# /etc/containerd/config.toml

…
[plugins.linux]

…
         runtime = "kata" 
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Kata & Containerd CRI Plugin

[plugins.cri]

…
 [plugins.cri.containerd]

 …

   [plugins.cri.containerd.untrusted_workload_runtime]

    # kata or cc (?)

    runtime_engine = "kata" 



@raravena80

Kata & K8s

K8s and any OCI K8s (CRI) and Kata

Credit: https://katacontainers.io/posts/why-kata-containers-doesnt-replace-kubernetes/
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Kata and CRI-O

# /etc/crio/crio.conf

...

runtime_untrusted_workload = "/usr/local/bin/kata-runtime"

default_workload_trust = "untrusted"

...

https://katacontainers.io
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Kata & Frakti

Startup:

$ frakti --v=3 --logtostderr --listen=/var/run/frakti.sock --hyper-endpoint=127.0.0.1:22318 &

$ kubelet --container-runtime=remote --runtime-request-timeout=15m 

--container-runtime-endpoint=/var/run/frakti.sock

$ cat >/etc/hyper/config <<EOF

Kernel=/var/lib/hyper/kernel

Initrd=/var/lib/hyper/hyper-initrd.img

# Storage driver for hyperd, valid value includes devicemapper, overlay, and aufs

StorageDriver=overlay

# Hypervisor to run containers and pods, valid values are: libvirt, qemu, kvm, xen

Hypervisor=qemu

# The tcp endpoint of gRPC API

gRPCHost=127.0.0.1:22318

EOF

$ systemctl restart hyperd

https://katacontainers.io



@raravena80

Kata

Cons
● Generally needs baremetal
● Startup time

○ VM template helps
○ No firmware helps

● AWS, GCP, Azure VMs cannot 
be used yet
○ C5s in AWS not ready

● For now slower than runC

Pros
● Isolation
● Security
● Good Performance
● Stability of VMs
● Stateful apps

○ Data Security
○ VM attaches to 

storage

https://katacontainers.io
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Other Notables

https://en.wikipedia.org/wiki/Operating-system-level_virtualization

● Specific implementation for GPU
● Modified runC with libnvidia-container

Nvidia runtime

● Alibaba’s runtime
● Shim that uses runC (OCI)

Pouch

● OCI implementation in Rustrailcar

● Based on systemd management
● Some namespace isolation

systemd-nspawn

● Google Internal Containers
● FOSS - Development is stalled

lmctfy
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A Word On Unikernels

https://www.joyent.com/blog/unikernels-are-unfit-for-production

Future?

ps 
htop

“Unikernels are unfit 
for production” 
(2016) - Bryan 

Cantrill - CTO Joyent

Application 
becomes 

the OS

Memory 
cannot be 

reused

Hard 
to 

debug

Haskell
OCaml, 
Erlang
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What Do I Use Now?

Better Performance ● Any with runC
● rkt

Good Performance ● Kata

Best K8s integration ● cri-containerd (Now CRI Plugin)
● CRIO

Stability ● Docker/containerd

Best Performance ● crun
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What Do I Use Now?

Best Security & Iso ● Kata

Good Security & Iso ● Any with runC
● rkt

Spark & Flink ● Mesos with Docker/containerd

K8s & Mesos Env ● Docker/containerd
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Future

Convergence 
together with 
CNI, CSI and 
Distro spec

OCI

K8s way of 
talking to 

all runtimes

CRI

Adopt CRI 
Plugin for K8s

Docker

Continue as 
an 

alternative to 
containerd

CRIO

More 
security, 

isolation and 
performance

Kata

Support in 
runtimes

Cgroups 
V2
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Runtimes Running Towards OCI
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Resources

● https://github.com/containerd/cri
● https://containerd.io/Docker/containerd/cri

● http://mesos.apache.org/documentation/latest/containerizers/Mesos

● http://blog.kubernetes.io/2016/12/container-runtime-interface-cri-in-kubernetes.htmlCRI (Interface)

● http://cri-o.io/CRI-O or CRIO

● https://katacontainers.io/Kata

● http://unikernel.org/Unikernels

https://github.com/containerd/cri
https://containerd.io/
http://mesos.apache.org/documentation/latest/containerizers/
http://blog.kubernetes.io/2016/12/container-runtime-interface-cri-in-kubernetes.html
http://cri-o.io/
https://katacontainers.io/
http://unikernel.org/
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Thanks!


