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What is a secure pod?



Threats
      from the outside

Keeping the attackers out:

➢ Application Security
➢ Firewall
➢ Integrity Checks
➢ Intrusion Detection
➢ ...



Threats
      from the inside

Keeping the attackers in.



Why do we care?

Who put the attackers there in the first place?

1. Untrusted Code

2. Containment



How do we protect
from internal threats?



Attack Surfaces

➢ Kernel
➢ Storage
➢ Network
➢ Daemons

Logging, monitoring, ...

➢ Hardware
➢ ...
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Attacks via the Kernel

Node Host

Kernel

Pod

Container

Escape!



Google confidential │ Do not distribute  Source: https://www.cvedetails.com/vulnerability-list/vendor_id-33/product_id-47/year-2017/opec-1/Linux-Linux-Kernel.html

https://www.cvedetails.com/vulnerability-list/vendor_id-33/product_id-47/year-2017/opec-1/Linux-Linux-Kernel.html


Today:  kernel isolation features

apiVersion: v1
kind: Pod
metadata:
  name:   restricted-pod
  annotations:
    seccomp.security.alpha.kubernetes.io/pod: docker/default
    apparmor.security.beta.kubernetes.io/pod: runtime/default
spec:
  securityContext:
    runAsUser:    1234
    runAsNonRoot: true
  containers:
    - name:  untrusted-container
      image: sketchy:v1
      securityContext:
        allowPrivilegeEscalation: false
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Dirty COW

PoC escape demonstrated 
via the vDSO by @scumjr

Image credit: Ian Paterson / CC BY-SA 2.0

CVE-2016-5195



Sandboxes

Node Host

Kernel

Container

Sandboxed Pod

Kubelet

Runtime Container



Sandboxes -

Node Host
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Container

Guest Kernel

KVM

Agent

Sandboxed Pod (VM)

Kubelet

Runtime



Sandboxes - gVisor

Node Host

Kernel

Platform

Container Emulated
Kernel

KVM

Sandboxed Pod (runsc)

Kubelet

Runtime



Future: sandboxed

apiVersion: v1
kind: Pod
metadata:
  name:   sandboxed-pod
spec:
  securityContext:
    sandboxed: true
  containers:
    - name:  untrusted-container
      image: sketchy:v1

API still under discussion



Sandboxes 

Node Host

Kernel

Container

KVM

Thwarted!
Sandboxed Pod

Kubelet

Runtime



What's the catch?

1. Cost & Performance
But getting better!

2. Not 100% compatible
Close though

3. Incomplete solution
Requires network hardening



Attack Surfaces

➢ Kernel
➢ Storage
➢ Network
➢ Daemons

Logging, monitoring, ...

➢ Hardware
➢ ...



CVE-2017-1002101: Host-resolved symlinks

Node Host

Kernel

Pod

Container
Escape!

VolumeVolume



CVE-2017-1002101: Host-resolved symlinks

Node Host

Kernel

Sandbox Pod

Container
Escape!

VolumeVolume



TODO:  Sandboxed storage

1. Readonly storage via readonly protocols

2. Ephemeral storage opaque to host

3. Direct access block volumes

4. Sandboxed persistent filesystems ???

Image credit: Charles J Sharp



Attack Surfaces

➢ Kernel
➢ Storage
➢ Network
➢ Daemons

Logging, monitoring, ...

➢ Hardware
➢ ...

Image credit: Albarubescens



Attacks over the network

Node

Kubelet

API Server

Cluster Service

Pod

Metadata Service

Cluster DNS

Unauthenticated 
Port :10255

Kubelet Credentials
169.254.169.254

Kubernetes API

Information
Leak

Unauthenticated
Service



Network Policy

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata: { ... }
spec:
  podSelector:
    matchLabels:
      sandboxed: true
  policyTypes:
  - Egress
  egress:
  - to:
    - ipBlock:
        cidr: 0.0.0.0/0
        except:
        - 10.0.0.0/8
        - 172.16.0.0/12
        - 192.168.0.0/16



Attack Surfaces

➢ Kernel
➢ Storage
➢ Network
➢ Daemons

Logging, monitoring, ...

➢ Hardware
➢ ...



Attacks via system logs
Node
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Runtime
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Attack Surfaces

➢ Kernel
➢ Storage
➢ Network
➢ Daemons

Logging, monitoring, ...

➢ Hardware
➢ ...

Image credit: Jonas Löwgren



Attacks via the Hardware



Summary

➢ Kubernetes is a complex system with many 
layers of attack surfaces exposed to 
internal threats

➢ Sandboxes is an upcoming feature to 
mitigate many of those threats

i. Leverage hypervisor isolation

ii. Deeper Kubernetes integration for 
enhanced protection

Image credit: William Warby



Roadmap
➢ Experimental today!

i. Annotations in CRI-O & containerd

➢ Alpha in 1.12

i. Kubernetes & CRI API

ii. Basic Kata & gVisor implementation

iii. Improved resource management

➢ Beta

i. Hardened storage interfaces

ii. Hardened logging & monitoring
Image credit: William Warby



Get Involved!

Join the Conversation

Sandboxes: https://goo.gl/eQHuqo

SIG-Node: https://github.com/kubernetes/community/tree/master/sig-node

Contribute

Kata Containers: https://katacontainers.io/

gVisor: https://github.com/google/gvisor



Thank you!

Learn More:

Sandboxes:  https://goo.gl/eQHuqo

Docker non-events:  https://docs.docker.com/engine/security/non-events/

Dirty Cow: https://github.com/scumjr/dirtycow-vdso
                  https://blog.paranoidsoftware.com/dirty-cow-cve-2016-5195-docker-container-escape/

Symlink vulnerability:  https://kubernetes.io/blog/2018/04/04/fixing-subpath-volume-vulnerability/

Network Policy:  https://kubernetes.io/docs/concepts/services-networking/network-policies/

Tim Allclair <tallclair@google.com>


