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$ whoami



Topics covered in today’s talk

• Networking requirements for 
containerized applications

• Container networking primitives
• Developing (Amazon VPC) CNI plugins



What do applications need?

Security

• Network isolation
• Access control
• Auditability

Usability

• Simple abstractions
• Discovery

Maintainability

• Scalability
• Performance
• Monitoring



One listener : one host



One listener : one host



Two listeners : one host !



Two listeners : one host !



Connecting containers across hosts



Container communication – 0 



Container communication – 1



Container communication – 2



Container communication – 3



Container communication – 4



Container communication – 5



How did we do?

Security

• Network isolation
• Access control
• Auditability

Usability

• Simple abstractions
• Discovery

Maintainability

• Scalability
• Performance
• Monitoring



VPC networking – EC2 instances



Packet flow – EC2 instances



Packet flow – EC2 instances



VPC networking - ENIs



ENIs for tasks & pods



VPC networking – containers  



Packet flow



Packet flow





CNI or CNM ?

❐ Maintainability
❐ Minimal intrusion to container life-cycle
❐ Life-cycle management
❐ Rolling out updates

❐ Simplicity
❐ Consistent & reliable interface
❐ Testability

❐ Extensibility
❐ Ecosystem support



CNI plugins 101



golang or …?

• Static binary
• Ecosystem support



Packaging & distribution



Versioning

{
"version":"2017.06.0",
"dirty":false,
"gitShortHash":"226db3"

}



Automating version info



Testing the plugin



In conclusion … 

• Avoid/minimize feature envy, especially for networking

• CNI plugins ftw!

• Version everything (with git SHAs)



Related links

https://github.com/aws/amazon-ecs-cni-plugins

https://github.com/aws/amazon-vpc-cni-k8s/

https://github.com/vishvananda/netns

https://github.com/vishvananda/netlink

https://github.com/containernetworking/cni

https://github.com/containernetworking/plugins

https://github.com/aws/amazon-ecs-cni-plugins
https://github.com/aws/amazon-vpc-cni-k8s/
https://github.com/vishvananda/netns
https://github.com/vishvananda/netlink
https://github.com/containernetworking/cni
https://github.com/containernetworking/plugins


Thank you!
https://github.com/aws/amazon-ecs-cni-plugins/
https://github.com/aws/amazon-vpc-cni-k8s/
@aaithal


