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BACKGROUND

» Kubernetes
» Distributed tracing

* Structured logging
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PROBLEM

» Knowledge of system state Is hard
» Multiple services creating events and logging

* Need to simplify understanding the system state

* Enrich data



MONOLITH LOGGING

] server.bg - notepad - =101 x|
Hle Edt Format view Heb

2012-10-11 03:354:28,578 INHO
2012-10-11 03:54:29 427 WARN
2012-10-11 03:34:29,781 WARN
2012~-10-11 03:54:30,047 INFHO
2012-10-11 031:54:30,047 TNEO
2012-10-11 03:54:30,047 INFO
2012-10-11 03:54:30,047 INHO
2012-10-11 02:54:20,082 INFO
2012-10-11 03:54:30,063 INFO
2012-10-11 03:54:30,063 INFO
2012-10-11 02:54:20,082 INFO
2012-10-11 03:54:33,203 INFO
2012-10-11 03:34:34,141 INFO
2012-10-11 02:54:24,141 INFO
2012-10-11 03:54:56,126 ERROR
2012-10-11 03:54:56,126 ERROR
2012-10-11 03:55:01,157 INFO
2012-10-11 03:55:01,157 INFO
2012-10-11 03:55:04,626 INFO
2012-10-11 :55:014,626 INFO

starting sackup manager 5.0.0 bulld 13268 a
Generating self-signed ssi certificaras (al
Saved SSL Certificate (alias = cdp) to Key
vperating system: windcws s>erver 2008 K2
Architecture: amdfd
0S version: 6.1
Processors verected: 1
Max Configured Heap Memory: 483.4 me =
Total Physical Nemory: 2.) GB
Free physical memory: §93.1 MB
Database Service starting
Creating embedded datatase 10.8.2.2 - (118
patabase service started
Object-ralational Mapping Service starting
unsuccessful: create irdex stateIndex on R
Index “STATEINDEX ™ already exists in Schem
Object-ralational Mapping Service started
Message Event Service wrapper starting
Message Event Service wrapper started

03 Event Service wrapper startng
2012-10-11 03:55:04,861 INFO Event Service Wrapper started
2012-10-11 03:55:04,861 INFO General service startirg
2012-10-11 03:55:06,173 WARN 1! missing resource message key=[Invalid
2012-10-11 03:55:06,579 INFO Product CDF3 Enterprise(win)
2012-10-11 03:55:06,579 INFO License validity(true/false): true
2012-10-11 03:55:06,579 INFO val-d until: 10/25/12 3:00 Am
2012-10-11 03:55:06,579 INFO Trial License - YES
2012-10-11 03:55:06,579 INFO General Service startec
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TOWARD SOLUTION

* Logging
» Structured logging

» Grammar structured logging



S THIS LOGGING!

« ‘“'store some data’
« “falled transaction”

» “open file” vs “open file falled”



STRUCTURED LOGGING

» Impose format to logging
» Reduce cardinality - limit unigue values
* Improve queries

* Improve analytics
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APPLICATION DEVELOPER

* log.Printin(*"did stuff™)

» log.WithFields(log.Fields{
“animal’: “walrus’,

“size’: 10,
H.Info("A group of walrus emerges from the
ocean’’)



STRUCTURED LOGGING

INFO[L2000] A group of walrus emerges from the ocean
WARN[Q000] The group’'s number increased tremendously!
INFO[0000] A giant walrus appears!

INFO[Q00@] Tremendously sized cow enters the ocean.
FATALQOO@] The ice breaks!
exit status 1

animal=walrus size=10
number=122 omg=true
animal=walrus size=10
animal=walrus size=9
number=10@ omg=true




EVENT GRAMMAR

» Model events with grammar - components from language

» Use for service logging, events, and tracing

* Enrich data

* Improve queries and analysis



GRAMMAR COMPONENTS

- . . . ) IndiremOb.em




SUBRJECT

* Person, place or thing

* Performs the action

- Parker rolls the ball to Kennedy on the ground.

- CheckoutSvc updates InventorySvc t-shirt
balance in database.



VERB

» Conveys action
» Parker rolls the ball to Kennedy on the ground.

» CheckoutSvc updates Inventorysvc t-shirt
balance In database.



OBJECT

« Recelver of action

» Parker rolls the ball to Kennedy on the ground.

» CheckoutSve updates InventorySvece t-shirt
balance In database.



INDIRECT OBJECT

« Recelver of the action

» Occurs In addrtion to direct object
- Parker rolls the ball to Kennedy on the ground.

» CheckoutSve updates InventorySve t=shirt
balance in database.




PREPOSITIONAL OBJECT

» Object of the preposition (at, for, etc.)
» Parker rolls the ball to Kennedy on the ground.

» CheckoutSvc updates InventorySvce t-shirt balance
n database.



GRAMMAR-LOG

logger := logger.NewLogger (“commander",

0s.Stdout)

logger.Debug ()
.Verb (“writes”)
.Object (Yevent”)

.IndirectObject (Ykafka”)
.Log ()



GRAMMAR-LOG

func (e Event) Log(grams ..1nterface{}) {
}

logger.Debug () .Log (“writes”, "event”, "katfka”)



DISTRIBUTED TRACING




OPENTRACING

v nginx: /commander 38 | | search. View Options v

lrace Starl May 2, 2018 11:16 PM Durzhion: 7.01ms - Sevices: 3 Deplne 8 Tolal Spans: 8§
Oms 1./5ms 3.51ms 5.25ms /.01ms

Service & Operation Oms 1.75ms 3.51ms 5.26ms 7.01ms

v | NgINX /fcommande

v NgINX /commander 5.45ms
v I commander crsateCommand (G .88 Ms
~ I procassor CEEDT ACCOUNT L JKEE

I Processor persistirersaction (T CC 5



OPENTRACING

span := tracer.StartSpan ("createCommand")
m := make (mapl[string]string)

m["caller"] = “createCommander"

carrlier := opentracing.TextMapCarrier (m)

err := tracer.Inject (span.Context (), opentracing.TextMap,carrier)

grammar := actionToGrammar (cmdParam.Action)

logger.Debug () .Verb (grammar.verb) .Object (grammar.object) .Indirect
Object (cmdParam.Data) . Log ()

span.SetTag (FieldTypeVerb, grammar.verb)
span.SetTag (FieldTypeObject, grammar.object)
span.SetTag (FieldTypelIndirectObject, cmdParam.Data)



OPENTRACING TAGS

‘v nginx: /commander 8 | | search. View Options v
[race Start: May 2, 201B11:16 PM Duration: 9.01ms  Services: 3 Depth: & Total Spans: §

Ims 2 25ms 4Ema f.75ma & Nms
Service & Operation Oms 2.25ms 4.5ms 6.76ms 8.01ms

v NQINX /commander
v NQINX ‘commander

v | commander :reateCommard

v | ProCessor CREDIT_ACCOUNT

I Processor oersisti-ansaction

&51ms

RS

createCommand Service: commander  Duration: 7.74ms  Start Tme: 0.88ms

» Tags: verb=CREDIT object= ACCOUNT indirecl_abject = 82
> Process: hostname - 8bc8301c7882 ip-172.22.06 jaegerversion- Go-2.13.0

Spen 0 71 Te0fsT2e5101

GGG

CREDIT_ACCOUNT Service: processor  Duration: 6.06ms  Start | ma: 1.72ms

> Tags: verb- CREDIT objsct-= ACCOUNT incirect_object - 32
> Procass: hostnamea = Bed82dsf88c1 p=172.22.0.8 jaegervarsion= Go0-2.13.0
SpanlD: §18db2083Dbkb333a

O, C.03ms



BEYOND

» Get context through Openlracing
» Jake advantage of Openlracing tags

» Event Grammar bridges gap between Open [racing and
service logging and events



BEYOND

» Semantics for application developers & operations
» Data structured to be analytic friendly

* Reduce cardinalrity



EVENT SOURCING

» Services publish/subscribe to state change events
» Audit log & overall application state

* Abllity to replay events



COQRS / EVENT SOURCING
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DEMO



SUMMARY

» Structured logging with a defined event grammar

» Reduce cardinalrty

* Improve analysis

 Enhance ML



SUMMARY

* Enrich data

» Bridge gap between application developers ana

operations

» [ie Openlracing to events and logging
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