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Authorization
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Transformation
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Monitoring
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Performance centric
Robust api key management
Extensible plugin framework
Kubernetes native
Diverse tooling
Easy to automate
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“Kanali is a lightweight, 
Kubernetes native API management 
gateway that together with network 
policies provide a robust, open 
source solution to Kubernetes 

ingress, API management, and API 
security”
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cluster etcd kanali
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github.com/northwesternmutual/kanali
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--- 
kind: ApiProxy 
apiVersion: kanali.io/v2alpha1 
metadata: 
  name: example-proxy-one 
  namespace: default 
spec: 
  source: 
    path: /api/v1/example 
    virtualHost: foo.bar.com 
  target: 
    path: /example 
    backend: 
      service: 
        name: example-service 
        port: 443 
    ssl: 
      secretName: certs 
  plugins: 
  - name: apiKey 
    version: v1.0.0 
    config: 
      bindingName: example-binding

--- 
kind: ApiProxy 
apiVersion: kanali.io/v2alpha1 
metadata: 
  name: example-proxy-one 
  namespace: default 
spec: 
  source: 
    path: /api/v1/example 
    virtualHost: foo.bar.com 
  target: 
    path: /example 
    backend: 
      endpoint: https://api.foo.com 
    ssl: 
      secretName: certs 
  plugins: 
  - name: apiKey 
    version: v1.0.0 
    config: 
      bindingName: example-binding

--- 
kind: ApiProxy 
apiVersion: kanali.io/v2alpha1 
metadata: 
  name: example-proxy-one 
  namespace: default 
spec: 
  source: 
    path: /api/v1/example 
    virtualHost: foo.bar.com 
  target: 
    path: /example 
    backend: 
      mock: 
        mockTargetName: example-mock 
    ssl: 
      secretName: certs 
  plugins: 
  - name: apiKey 
    version: v1.0.0 
    config: 
      bindingName: example-binding
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--- 
kind: ApiProxy 
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metadata: 
  name: example-proxy-one 
  namespace: default 
spec: 
  source: 
    path: /api/v1/example 
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  target: 
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      endpoint: https://api.foo.com 
    ssl: 
      secretName: certs 
  plugins: 
  - name: apiKey 
    version: v1.0.0 
    config: 
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--- 
kind: ApiProxy 
apiVersion: kanali.io/v2alpha1 
metadata: 
  name: example-proxy-one 
  namespace: default 
spec: 
  source: 
    path: /api/v1/example 
    virtualHost: foo.bar.com 
  target: 
    path: /example 
    backend: 
      mock: 
        mockTargetName: example-mock 
    ssl: 
      secretName: certs 
  plugins: 
  - name: apiKey 
    version: v1.0.0 
    config: 
      bindingName: example-binding

--- 
kind: ApiProxy 
apiVersion: kanali.io/v2 
metadata: 
  name: example-proxy-one 
  namespace: default 
spec: 
  source: 
    path: /api/v1/example 
    virtualHost: foo.bar.com 
  target: 
    path: /example 
    backend: 
      service: 
        name: example-service 
        port: 443 
    ssl: 
      secretName: certs 
  plugins: 
  - name: apiKey 
    version: v1.0.0 
    config: 
      bindingName: example-binding

--- 
kind: ApiProxy 
apiVersion: kanali.io/v2 
metadata: 
  name: example-proxy-one 
  namespace: default 
spec: 
  source: 
    path: /api/v1/example 
    virtualHost: foo.bar.com 
  target: 
    path: /example 
    backend: 
      endpoint: https://api.foo.com 
    ssl: 
      secretName: certs 
  plugins: 
  - name: apiKey 
    version: v1.0.0 
    config: 
      bindingName: example-binding

--- 
kind: ApiProxy 
apiVersion: kanali.io/v2 
metadata: 
  name: example-proxy-one 
  namespace: default 
spec: 
  source: 
    path: /api/v1/example 
    virtualHost: foo.bar.com 
  target: 
    path: /example 
    backend: 
      mock: 
        mockTargetName: example-mock 
    ssl: 
      secretName: certs 
  plugins: 
  - name: apiKey 
    version: v1.0.0 
    config: 
      bindingName: example-binding
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---   
kind: ApiKeyBinding 
apiVersion: kanali.io/v2 
metadata: 
  name: example-binding 
  namespace: default 
spec: 
 keys: 
  - name: bobs-apikey 
    rate: 
      unit: seconds 
      amount: 100 
    defaultRule: 
      global: true 
    subpaths: 
    - path: /balance 
      rule: 
        granular: 
          verbs: 
          - GET



frankgreco @fbgrecojr

---   
kind: ApiKeyBinding 
apiVersion: kanali.io/v2 
metadata: 
  name: example-binding 
  namespace: default 
spec: 
 keys: 
  - name: bobs-apikey 
    rate: 
      unit: seconds 
      amount: 100 
    defaultRule: 
      global: true 
    subpaths: 
    - path: /balance 
      rule: 
        granular: 
          verbs: 
          - GET

--- 
kind: ApiKey 
apiVersion: kanali.io/v2 
metadata: 
  name: bobs-apikey 
spec: 
  revisions: 
  - data: rsaencrypteddata 
    status: active 
    lastUsed: "Mon May 4 14:32:59 CDT 2018” 
  - data: rsaencrypteddata 
    status: inactive 
    lastUsed: "Mon Aug 1 14:32:59 CDT 2017”
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 keys: 
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    defaultRule: 
      global: true 
    subpaths: 
    - path: /balance 
      rule: 
        granular: 
          verbs: 
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--- 
kind: ApiKey 
apiVersion: kanali.io/v2 
metadata: 
  name: bobs-apikey 
spec: 
  revisions: 
  - data: rsaencrypteddata 
    status: active 
    lastUsed: "Mon May 4 14:32:59 CDT 2018” 
  - data: rsaencrypteddata 
    status: inactive 
    lastUsed: "Mon Aug 1 14:32:59 CDT 2017”
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— 
kind: MockTarget 
apiVersion: kanali.io/v2 
metadata: 
  name: example-mock 
  namespace: default 
spec: 
  routes: 
  - path: /health 
    status: 200 
    methods: 
    - GET 
    headers: 
      Content-Type: application/json 
    body: | 
      { 
        “msg”: “all systems up and running” 
      }
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[tracing] 
jaeger_server_url: “jaeger-server.kube-system.svc.cluster.local” 
jaeger_agent_url: “jaeger-agent.kube-system.svc.cluster.local” 

[analytics] 
influx_addr: “influxdb.svc.cluster.local:8086” 
influx_db: “kanali” 

[plugins] 
location: “/” 

[plugins.apiKey] 
decryption_key_file: “/etc/kanali/key.pem” 
header_key: “apikey” 

[tls] 
cert_file: “/etc/kanali/rsa/cert.pem” 
key_file: “/etc/kanali/rsa/key” 

[server] 
port: 8443 
bind_address: “0.0.0.0” 

[process] 
log_level: “info” 

[proxy] 
enable_cluster_ip: true 
enable_mock_responses: true 
upstream_timeout: “0h0m20s” 

[proxy.default_header_values] 
x-canary-deployment: “stable”
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package plugins 

import ( 
  ... 
) 

type Plugin interface { 
  OnRequest(...) error 
  OnResponse(...) error 
}
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Tooling
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Grafana
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Jaeger
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Future Work
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github.com/northwesternmutual/kanali
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Demo
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tutorial.kanali.io
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Q&A
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“What about Istio?”


