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S
oftw

are is eating the w
orld

E
very org is becom

ing a softw
are org

S
oftw

are orgs need m
odern tools

D
evO

ps, containers, and cloud native 
are those tools

The w
orld is dangerous

‘D
em

ocratization’ of sophisticated 
attacks
S

ecurity team
s and S

O
C

s overloaded
Y

our ow
n softw

are is the softest target



C
ontainers im

prove security
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O
ld W

orld S
ecurity

D
evelopers m

anually describe 
their apps to security team

s

S
ecurity team

s m
anually create 

policies in m
ultiple tools

A
s the app evolves, the rules rot

W
ordP

ress runs 
on A

pache 2.2 and 
needs port 80 

M
yS

Q
L listens on 

port 3306 and gets 
requests from

 
W

ordP
ress

firewall: allow tcp/80 on 10.0.20.12
firewall allow tcp/3306 on 10.0.20.16

ids: allow httpd 2.2.31
ids: allow mysql 5.7.9

I’m
 upgrading 

A
pache and need 

to run M
yS

Q
L on a 

different server

allow any/any
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S
ecurity C

ake
Y

ou can have D
evO

ps and 
containers or you can keep 
your old w

orld security 
approach…

B
ut you can’t have 

both
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A
n O

pportunity for B
etter D

efense

The nature of containers allow
s for a 

new
 approach to security

A
pply m

achine learning to understand 
actual runtim

e behavior

B
uild m

odels of w
hat containers 

should do to detect and prevent w
hat 

they shouldn’t
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C
ontainer C

haracteristics

M
inim

al

Typically single 
process entities

D
eclarative

B
uilt from

 
im

ages that are 
m

achine 
readable

Predictable

D
o exactly the 

sam
e thing from

 
r
u
n to k

i
l
l
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A
utonom

ous D
efense

M
achine

learning
P

redictive
m

odel
A

utom
ated 

defense
S

tatic 
analysis
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W
hat’s a M

odel?

A
utom

atically learned across 4 
dim

ensions

C
orrelated to unique im

age digest

M
odels are explicit allow

 lists
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A
utom

atic P
revention

M
odels enable 

autom
atically detecting 

and preventing 
anom

alies at scale

C
orrelate data from

 
m

ultiple sensors to 
sum

m
arize m

ultilayered 
attack patterns
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S
uperm

odels

C
orrelate m

odels from
 

m
ultiple m

icroservices to 
create superm

odels

V
isualize and 

com
partm

entalize 
intra-nam

espace traffic 
flow

s
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N
ew

 W
orld S

ecurity

M
odeling integrated into 

developm
ent and deploym

ent

C
ustom

 tailored policy for each 
app

S
ecurity scales w

ith the app, 
everyw

here it runs

12

var express = 
require('express'); var 

app = express();

app.listen(3000, function () { 
console.log('Example app 

listening on port 3000!'); });

©
 2017



W
hat is Tw

istlock?

C
loud native 

cyber 
security 
from

 top to 
bottom

 of 
the stack

C
loud native cyber security

from
 beginning to end of the 

dev lifecycle
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K
ubernetes C

ertified

https://github.com
/cncf/k8s-con

form
ance/pull/94

D
eploy C

onsole as a 
R

eplication C
ontroller

D
eploy D

efender to every node 
as a D

aem
on S

et
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W
ho A

re W
e?

Technology pioneer and innovator
S

tarted in early 2015 as the first ever purpose-built solution for containers and 
cloud native security

12 m
ajor releases shipped, including >250 custom

er requested features to date

13 patents pending

4 container related 0-days discovered by our research team

M
arket leader

>100 custom
ers around the w

orld

E
nterprise grade global support w

ith 24/7/365 S
LA

>$30M
 raised to date

Ecosystem
 leader

W
e built the authorization fram

ew
ork in D

ocker and O
penS

hift and secrets 
m

anagem
ent in D

ocker S
w

arm

Lead author of N
IS

T S
P

 800-190, the C
ontainer S

ecurity G
uide

The launch partners for A
m

azon, G
oogle, and M

icrosoft’s container services
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O
pen source and standards w

ork

P
artnerships

A
w

ards &
 press
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istlock.com
@
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