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Sample App: BookInfo



Istio Architecture

Istio



Sidecar Proxy Injection

• Manually: istioctl client:
$ kubectl create -f <(istioctl kube-inject -f <your-app-spec>.yaml)



Sidecar Proxy Injection

• Automatically: Initializer Controller injects the proxy into a 
Pod before deployment.

• Start kube-apiserver with the following flags:
--admission-control=apiserver.Admission.PluginNames=Initializers,…
--runtime-config=admissionregistration.k8s.io/v1alpha1



Initializer Pod & Config

https://goo.gl/aAHEaG



Initializer Logs

https://goo.gl/VVaM9a









Initializer Logs: BookInfo Svcs



Pod Details for Envoy Sidecar

https://goo.gl/kmfY6g



Envoy Sidecar Runtime Config

https://goo.gl/6JNEiT



Envoy Runtime Config Details

https://goo.gl/1idW7R



Pilot Architecture



Discovery & Load Balancing



Pilot Configuration

https://goo.gl/BnYe5g



Pilot Logs

https://goo.gl/BnYe5g







Control Plane: Mixer

Mixer = attribute processing & routing engine



Mixer Config

https://goo.gl/smmHQv



envoy_mixer_auth.json

https://goo.gl/EVFAwF



Mixer Logs

https://goo.gl/smmHQv











Security



Ingress

• Ingress resource is used to expose a service outside the cluster
• Gives services externally-reachable URLs, load balance traffic, terminate SSL, 

etc..
• An Ingress Controller is a daemon deployed as a pod.



Egress

• Istio services are unable to access 
external services by default

• Egress rules provide access to external 
services

• Egress rules currently only supports 
HTTP/HTTPS requests



Egress

The includeIPRanges parameter can be 
used to prevent proxies from intercepting 
external requests.



Thank You!


