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Kubernetes at Nordstrom
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Color +
® Purchase Orders -
Brand +
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Extra Savings Extra Savings Extra Savings
1901 Brushed Flannel Sport Shirt Nordstrom Men's Shop Smartcare™ Trim Cardinal of Canada Wool Jacket
Orig. $59:56 Fit Dress Shirt Orig. $§495:00
Was: $35.70 Orig. $69:56 Was: $331.65
Now: $28.56 Was: $39.90 Now: $265.32
52% total savings until 11/27 Now: $31.92 46% total savings until 11/27
547% total savings until 11/27
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Kubernetes at Nordstrom

Dev Tools

® Issue tracking

® Build runners

® Log aggregation

¢ Telemetry aggregation

¢ Alerting
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The Tale of the Unresponsive Node

Once upon a time, we were alerted to a few nodes going NotReady

, \ | St 9

B So we described the node to find out what was bemg reported... §

| D\ =

Prometheus 12:59 AM

[NodeNotReadyForTooLongJustOne:1, hydrogen] Node ip N . s-\vest-
2.compute.internal has been in a NOT READY state for more than 9m, that's generally
not awesome.

Node ip I s-\cst-2.compute.internal has been in a NOT READY state
for more than 9m, this should be investigated.

kubelet stopped posting status
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Looking into the past

Memory Usage by Node
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The Tale of the Unresponsive Node

$ dmesg -HT

[Tue Nov 14 04:11:38 2017] stress: page allocation stalls for 10047ms,
order:0, mode:0x14280ca

[Tue Nov 14 04:11:24 2017] Out of memory: Kill process 40884 (sh)
score 999 or sacrifice child

[Tue Nov 14 04:11:24 2017] Killed process 91984 (dd) total-vm:4420kB,
anon-rss:76kB, file-rss:0kB, shmem-rss:@kB

[Tue Nov 14 04:11:24 2017] oom_reaper: reaped process 91984 (dd), now
anon-rss:0kB, file-rss:0kB, shmem-rss:QkB
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NotReady Node Troubleshooting Steps

1. Run: kubectl describe node
“Kubelet stopped posting node status”

Look for signs of high resource utilization

> WD

Search through kernel messages (dmesg) if suspecting OOM Kkills
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Set your kubelet flags correctly

® Set eviction thresholds

® https://kubernetes.io/docs/tasks/administer-cluster/out-of-
resource/

® Evict early

® Reserve enough resources for kubelet and system daemons

® https://kubernetes.io/docs/tasks/administer-cluster/reserve- Lessons Learned
compute-resources/

® --kube-reservedand --kube-reserved-cgroup

® --system-reservedand --system-reserved-cgroup
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kube: stee1$ kubectl'get node
NAME

internal
internal
internal
internal
internal
internal

internal
internal
internal
internal
internal

internal
internal
internal
internal
internal

ip- 12 .us-west-2.compute.

ip- 18.us-west-2.compute.

ip- 50.us-west-2.compute.

ip- 76.us-west-2.compute.

ip- J6.us-west-2.compute.

ip- 21.us-west-2.compute.

ip- 7.us-west-2.compute.internal
ip- J.us-west-2.compute.internal
ip- .us-west-2.compute.internal
ip- d.us-west-2.compute.internal
ip- 27 .us-west-2.compute.

ip- 47 .us-west-2.compute.

ip- 67.us-west-2.compute.

ip- 94 .us-west-2.compute.

ip- 33.us-west-2.compute.

ip- 5.us-west-2.compute.internal
ip- .us-west-2.compute.internal
ip- 2.us-west-2.compute.internal
ip- 39.us-west-2.compute.internal
ip- J.us-west-2.compute.internal
ip- 24 .us-west-2.compute.internal
ip- 49.us-west-2.compute.internal
ip- 5.us-west-2.compute.internal
ip- 22.us-west-2.compute.internal
ip- 3.us-west-2.compute.internal
ip- 58.us-west-2.compute.internal
ip- 71.us-west-2.compute.internal
ip- 85.us-west-2.compute.internal
ip- 1.us-west-2.compute.

ip- 2.us-west-2.compute.

ip- 3.us-west-2.compute.

ip- 7.us-west-2.compute.

ip- 1.us-west-2.compute.

ip- 25.us-west-2.compute.internal
ip- 27 .us-west-2.compute.internal
ip- 42 .us-west-2.compute.internal
ip- 4.us-west-2.compute.internal
ip- 7.us-west-2.compute.internal

STATUS

NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady
NotReady

ROLES
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>

AGE
11d
69d
74d
13d
27d
42d
11d
led
12d
74d
75d
74d
74d
75d
75d
61d
11d
75d
20d
75d
74d
11d
75d
75d
74d
11d
39d
6ld
led
12d
13d
74d
55d
75d
75d
20d
11d
12d

VERSION

vl.
AV
vl.
vl.
vl.
vl.
vl.
vl.
vl.
AV
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
AV
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.

NONCON N N N N N N N N N N N N N N N N N N N N N N N N N N NN N N N N NN N

.6+coreos.
.6+coreos.
.b6+coreos.
.6+coreos.
.6+coreos.
.6+coreos.
.b6+coreos.
.b6+coreos.
.6+coreos.
.6+coreos.
.6+coreos.
.b+coreos.
.6+coreos.
.6+coreos.
.6+coreos.
.b6+coreos.
.6+coreos.
.6+coreos.
.6+coreos.
.b6+coreos.
.b+coreos.
.6+coreos.
.6+coreos.
.6+coreos.
.b6+coreos.
.6+coreos.
.6+coreos.
.6+coreos.
.b6+coreos.
.6+coreos.
.6+coreos.
.6+coreos.
.6+coreos.
.b6+coreos.
.6+coreos.
.6+coreos.
.6+coreos.
.b6+coreos.
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DON’T PANIC

teeturtle.com



NotReady Storm Checklist

1.

2 - S A

Run: kubectl describe node
“kubelet stopped posting node status”
Look for signs of high resource utilization
Is there a networking issue?

kubelets messed up?

apiserver messed up?

Oh look, everything’s OK now
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FoIIwin C therall of clues

50% of nodes NotRea,dy

All nodes recover at the same time

-
P -

AW — ‘
| A ' 9’ Exactly 15 minutes each time
-w

Sometimes 33% p' Kubelets stopped
or 25% 5"3 posting status at the

NotReady 4 same time X r
e, < R

&/ External load balancer scaled down

e
L1
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Fixes for the Node NotReady Storm

® Caused by lack of timeout or heartbeat kubelet->apiserver

® https://github.com/kubernetes/kubernetes/issues/48638

® Switch from Elastic Load Balancer to Network Load
Balancer

® “NLB handles connections with built-in fault tolerance,

and can handle connections that are open for months
or yea rs” Lessons Learned

® Fixed in 1.8 (backported to 1.7.8)

® https://github.com/kubernetes/kubernetes/pull/52176
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The Day The Autoscaler Robots Turned Against Us

The day cluster autoscaler
turned against us

... suddenly our cluster shrank to a

handful of nodes...
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All the nodes went away checklist

1. kubectl get nodes shows only a handful of nodes
Look at ASG logs

Look at cluster autoscaler logs

> WD

Find utilization of 0.0
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The [Cluster Autoscaler] Robots

® We have not been able to determine true root cause

® Diagnostic data aged out

® Open-ended work of diagnosing yielded to pressure to move
on

pa 4

® Mea culpa—we should have: Lessons Learned

® Durably captured our diagnostic data (logs, metrics, etc)

® Promptly opened an upstream issue
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The [Cluster Autoscaler] Robots

® We worked around it

® Extended ‘smoothing function’ (min scale down) to 40
minutes

pa 4

® Alert when planning to scale down too low Lessons Learned

® Better still (but not yet implemented)

® We don’t have a good way to alert for what we want

® Need a metric on number of nodes that will be scaled in, not
number of nodes that are unneeded
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The [Cluster Autoscaler] Robots

® Along the way we learned some surprising things

® Implicit session affinity of Kubernetes apiserver service
(kubernetes.default.svc.cluster.local)

® https://github.com/kubernetes/kubernetes/pull/23129

® Disrespect of apiserver readiness when using HA config Lessons Learned
with --apiserver-count flag

® https://github.com/coreos/coreos-kubernetes/pull/730
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Split Personality etcd Cluster

kubectl get nodes

...returned one of two
results, alternating

NORDSTROM|TECHNOLOGY

$ kubectl get pods

...returned one of two
results, alternating

\ad \J
More like two
opinions of what
was going on




Split Personality etcd Cluster

® This is not a conversation one looks forward to:

RysnBessesr © 417 PM
' (@wweessywmmmn \\e're seeing a bit of odd behavior with some of our

pods where the a new pod seems to start up and vanish, and start up
and vanish... I've got watch kubectl get pods going and it's weird.
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Split Personality etcd Cluster

Especially not when you go look, and see:

Every 2.0s: kubectl get pods M .nordstrom.net: Thu Jun 29

NAME STATUS RESTARTS AGE
kubernetes-dashboard-2039414953-ct529 Running ©
kubernetes-dashboard-2039414953-h4x12 Pending ©
oneoff-4068667279-172dt Running ©
oneoff-4068667279-clbkn )

(A4

Every 2.0s: kubectl get pods M nordstrom.net: Thu Jun 29

NAME STATUS RESTARTS  AGE
kubernetes-dashboard-2039414953-h4x12 Pending 12m
oneoff-4068667279-clbkn Pending 13m
reviews-3048776615-7dzmp Running 3d
reviews-3048776615-93z61 Running 3d
reviews-3048776615-nnz37 Running 3d
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Split Personality etcd Cluster

® The control loops started misbehaving
® Thousands of pods
® Many pending
® Many terminating
® Service endpoints thrashing

® Ingress controller starting to do bad things
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Split Personality etcd Cluster

® Bad news
® Full cluster outage on primary production cluster
® Not simply out of service, but violently wrong

® Time-to-resolution was long: four hours
® Spent time troubleshooting/diagnosing
® Then replacing the cluster
® Provisioning the replacement cluster was only the first step
® Volumes were challenging
® needed to release from old cluster, rebind on new

® Cloud load balancers also challenging
® ephemeral LB names were referenced in manually-managed DNS

® migrating LBs across clusters not supported

NORDSTROM|TECHNOLOGY
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Split Personality etcd Cluster

® Good news

® Happened during working hours

pa 4

Lessons Learned

® Full team presence

® Able to analyze and resolve root cause

® Led to significant improvements in understanding, code, and
procedures
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Split Personality etcd Cluster

But wait, etcd is a consistent k/v store, right?
Yes, but...

® It will happily return stale data (when configured to do so)

® Stale data can happen multiple ways

|

The Kubernetes community was not in agreement that
quorum reads were needed (or even desirable) Lessons Learned

® This is documented (we had even RTFM!)

® Not mentioned in HA docs (until Oct 2017)
® Concerns about performance (etcd3 reduces impact)

® And soon (in Kubernetes 1.9) quorum reads will be the default behavior
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Split Personality etcd Cluster

® Write latency is very important

® This is healthy:

%

* This is not: Lessons Learned

Disk Sync Duration

20s
LOSMMWM
Ons
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Linux Performance Tools

strace ! opensnoop statsnoop :
iperf trace: syncsnoop
sysdig
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i filetop fileslower:
: mountsnoop .

Operating System
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mysqld gslower,
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g ‘cpudist execsnoop |
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{uprobe msetup X Volume Manager IP Memory ; vmstat
rargdist 1 L UTO P, £ |, N : slabtop free
‘trace . . ! /proc/meminfo !
{Protile pidstat —dieeoo.oieens Block Device Int. Ethernet Clocksource - e ‘
------------------------------------------ 4 : memleak oomkill
""""" . . . : slabrateto
multipath:.......... Device Drivers : % 0 hellnnnd P
mdflush | Firmware /eys/. .
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. sar /proc
‘dstat dmesg :

lsmod

: intel gpu_top :
‘intel gpu_time:

Various, static:

' sysctl /sys

! dmesg lshw
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Various, tracing:

‘intel _gpu_\
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i /proc/cpuinfo'
cpuid lscpu

3 : turbostat:
rdmsr 3
CPU
Interconnect

Power
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¢ ipmitool :
i dmidecode :



Cloud Native Landscape

v0.9.9 Application Platforms Observability
Database & Data Analytics Streaming Definition & Analysis

Paa$S / Container Service Monitoring

GitHub
BIGCHAIN®  Cerborpata <& “- w‘::ﬂ o erareato D) druid  Gmeeep Wiguazio =-Kn.|gn @ ‘F"nk @ % ;F;i'l‘:" 0 @Apoveror OBamboo buddybuild n 3 doudgs (\1 Pz

b | P S Bitbucket. bitnami Buildkite  circleci code/r e/

‘47 avensal Omongon ‘% hobibuc° ‘;ﬁ\ r * 6 U Q.veuhm (e fl Prometheus
o

N i ISR
MariaDB Mysal  noms cononuree oot distelll Drone Rumer semphore @

cLoun
FOUNDRY

Datafiow

B Moo @rcds | Broon Brone mEEE ifie
PosgreSOL GitLab
©CONVOX DATAWIRE
Containership

App Definition
& Development

N

R F Lovsn w0 Q2 Ddeow | Qi N o | oo B @ oy oo Qo N
Streams cker i

o SQlsener = a Spovler & ocos & < FAym

docker  gyoscale

Coordination & Service Discovery Service Management

@ influxcy INSTANA

[ PR ) Blibrato, o MEMDS  Nagios

NETFLIX EROSCALE  moshe et /\V| SR\ backplane ® oATAWIRE

. B & vesos A :‘Gl netcd oss r "‘\I N B
@ wemtoreoe Comaneriot | Eomeu Curea
f§| ) ©OKone NGIX e BB

kubernetes CoreDNS linkerd @ ﬁ%év
E & vmware = il Sombert Outiyer i mewan
CNCF Project CNCF Project Registrator  SkyDN§ o

Haret moby  navo nirmata
Hyperbahn Smartstack NETFLIX % @ T vamo NE;H‘.IX o <ps @

Ribbon  TuRemeLies g

Orchestration &
Management

“frocono

L 2

PaaSTA  PHOTON®  PLATFORMS signal fi Q

StackDriver  StackRox.

Cloud-Native Storage Container Runtime Cloud-Native Network
@ remind suwsos  Dsysdig lei_"
=

ODATERA  DALEVC P Dimani g ﬁ @reovic Sﬁ’, cand & deiom ZABBIX
IdsterFs I NC a g

Contiv

. rter ors. N .
@eors \.g;_[?égs P q; " w ‘opuisps @ o o container i @ rkt weos § flannel i :;:' NEX s () gxg Logging

MINIO NetApp s OPENCONTRAIL

id #s elastic graylog
. CNCF Project ,m
. B : — g ¥ b 2
qu sﬁg&g @ Wroen BROOK  ginppath * wﬁr &3 promora . c%‘}m POV mema fluentd Dlogzio

5N Serverless/Event-based

()]
£
-

[

=]
o

CNCF Project -SRI

Host Management / Tooling Infrastructure Automation Container Registries Secure Images Key Management APEX <;> @ ry

sematext
{} @ @ Tracing
0 8|2 @ .pwal0xe20 i A Q20
CFEngine cﬁ — m cloSdify {EL) ot Mmgy = @ anchore aqua KDUCK @clair Cgm bt l@
TUF

splunk>  @sumolosc

ANSIBLE F
.
S @) be

_ ~ OPENFAAS  OPenWhisk = OPENTRACING JAEGER
- ZRUN @ g ® @ vsor O i 0 QUAY v S O 8 Twistiook @ 5

puppet  peck Juju ManagelQ FrogAacoy Pty R CCHRRroRcty JRCNCIErject OpensCAP Knox Vauit O

webtask wpeesn €) ek

SALTSTACK INFRAKIT kubicorn
Cloud Steuth

Provisioning

Private

Ca o) ) ® e Bl This landscape is intended as a map through the CLOUD NATIVE

Mo [y piciTaL ; previously uncharted terrain of cloud native tech- COMPUTING FOUNDATION
nologies. There are many routes to deploying a
< acket =] ok R g cloud native application, with CNCF Projects
DigitalOcean AL Glovent P 7%1 openstack ‘ . i P 1 : ‘ i //Amplify
github.com/cncf/landscape representing a particularly well-traveled path. Redpoint /7AMPHT

Greyed logos are not open source

aws
~—




Notes and references

® Problems with --apiserver-count flag
® https://github.com/kubernetes/kubernetes/issues/22609

® Fixed by “lease endpoint reconciler” in 1.9:
https://github.com/kubernetes/kubernetes/pull/51698

® Kyle Kingsbury’s Jepsen test of etcd, which led to quorum reads

® https://aphyr.com/posts/316-jepsen-etcd-and-consul

® Discussion about Kubernetes apiserver using quorum reads
® https://github.com/kubernetes/kubernetes/issues/19902

® Brendan Gregg on Linux performance

® http://www.brendangregg.com/linuxperf.html
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