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Zero Trust service mesh with
® Calico, SPIRE, and Envoy

Evan Gilman (Scytale) and Shaun Crampton (Tigera)




What is Zero Trust?

What is a Service Mesh?
SPIFFE/SPIRE Overview
Calico Overview
Pulling it All Together

Demo Time!
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"Simple" request

"Simple" request

® Discovery e Encryption
e load balancing e Authentication
e Observability e Authorization
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Envoy: load balances;
encrypts traffic; authentlcates
enforces policy decisions

(and lots more...)
But, it needs help...



Intro to SPIFFE and SPIRE
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eP Secure, mutual TLS

\
SPIRE provides
SPIFFE identities
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SPIRE Architecture

Control Plane
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SPIRE Architecture

Control Plane
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Secure, mutual TLS

Together:
L4-L7 authorization
SPIFFE identities
issued by SPIRE

Dikastes
Envoy plugin

per-host agent
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® SPIRE: https://github.com/spiffe/spire

e Calico: https://github.com/projectcalico/calico/
® Demo YAMLs:

https://github.com/projectcalico/spire-demo



https://github.com/spiffe/spire
https://github.com/projectcalico/calico/
https://github.com/projectcalico/spire-demo

