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Kubernetes Database

� Uses etcd as its persistent storage for API objects
� Stores secrets as base64 encoded plaintext

https://kubernetes.io/docs/concepts/overview/components/#etcd

https://kubernetes.io/docs/concepts/overview/components/


An attacker who can successfully access your cluster 
database can compromise your entire cluster and have 
access to your application secrets and cloud resources.
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What if instead of storing my secrets in etcd, I want to 
store and manage access outside of Kubernetes?



kubectl create -f pod-using-secrets-store.yaml
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https://github.com/deislabs/secrets-store-csi-driver

https://github.com/deislabs/secrets-store-csi-driver




secrets-store.csi.k8s.com
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Prerequisites for Secrets Store CSI Driver

• Minimum system requirements
• Kubernetes v1.13.0+
• CSI interface 1.0.0-rc2

• Inline ephemeral volume
• Kubernetes v1.15.0-alpha.2+
• Feature-gates

• CSIInlineVolume=true



Demo: Secrets Store CSI driver

https://github.com/deislabs/secrets-store-csi-driver

https://github.com/deislabs/secrets-store-csi-driver


With the Kubernetes Secrets Store CSI driver, we can 
store and retrieve secrets from a Secrets store and mount 
the data as a volume to containers.



Provider interface

• Backend plumbing to access objects from the external 
secrets store

• Conforms to the current API
• Callback mechanism to mount objects to a target path
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https://github.com/deislabs/secrets-store-csi-driver

Demo: Secret Store CSI Driver
HashiCorp Vault Provider

https://github.com/deislabs/secrets-store-csi-driver


What if I want to restrict specific pods access to my 
secrets store?



https://github.com/deislabs/secrets-store-csi-driver

Demo: Secret Store CSI Driver
Azure Key Vault Provider + Pod Identity

https://github.com/deislabs/secrets-store-csi-driver


With Azure Active Directory Pod Identity, we can restrict 
and enable specific pods access to Azure Key Vault 
instance based on the pod’s identity.



Project Status

• Provider Status
• Azure Key Vault - alpha
• HashiCorp Vault - alpha

• Come help!
• Issues
• Feedback
• User stories
• Development



More features!

• More providers
• Pod identity for more providers
• Option to sync to k8s secrets?



Resources

• Secrets-Store-CSI driver: https://github.com/deislabs/secrets-store-csi-driver
• Azure key vault provider: https://github.com/deislabs/secrets-store-csi-

driver/tree/master/pkg/providers/azure
• HashiCorp Vault Provider: https://github.com/deislabs/secrets-store-csi-

driver/tree/master/pkg/providers/vault

• AAD Pod Identity: https://github.com/Azure/aad-pod-identity

• Kubernetes Key Vault FlexVolume: https://github.com/Azure/kubernetes-keyvault-
flexvol

https://github.com/deislabs/secrets-store-csi-driver
https://github.com/deislabs/secrets-store-csi-driver/tree/master/pkg/providers/azure
https://github.com/deislabs/secrets-store-csi-driver/tree/master/pkg/providers/vault
https://github.com/Azure/aad-pod-identity
https://github.com/Azure/kubernetes-keyvault-flexvol


Thanks!
Questions?
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