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spec.NodeName: master<n>
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operator

Deployment

node master1

/etc/kubernetes/manifests
/etc/kubernetes/static-pod-resources
   1/  # old revision
   2/  # old revision
   3/pod.yaml
     <certs>.crt

<keys>.key
<configs>.yaml

Secret

ConfigMap installer-pod
nodeName: master1 
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does not exist today
PR 74416

https://github.com/kubernetes/kubernetes/pull/74416
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kube-apiserver What’s it for

--etcd-cafile CA bundle used to verify the etcd server really is the etcd server

--etcd-certfile Client cert used to identify KAS to the etcd server

--etcd-keyfile Client key used to identify KAS to the etcd server

--tls-cert-file Serving cert used to serve requests not matching SNI.  Must be verifiable with 
`kube-controller-manager --root-ca-file` or service must be handled with SNI.

--tls-private-key-file Serving key used to serve requests not matching SNI

--tls-sni-cert-key Special flag format to specify hostname-pattern,cert,key tuples to serve matching SNI requests.  
If used for kubernetes.default.service, must be verifiable with `kube-controller-manager 
--root-ca-file`..

--client-ca-file CA bundle used to verify client certificate connections from clients and identify users. (I am 
Bob).  Must be able to verify `kube-controller-manager --cluster-signing-cert-file` or `kubelet 
--rotate-certificates` will fail.

--requestheader-client-ca-file CA bundle used to verify client certificate connections from front proxies that are asserting the 
identity of user. (This request is from Bob).  Must be able to verify `kube-apiserver 
--proxy-client-cert-file` or aggregation in the cluster will fail by default.

--kubelet-certificate-authority CA bundle used to verify kubelets for connections from KAS to kubelet.  (Think logs,exec,etc).  
Must be able to verify `kubelet --tls-cert-file`.  Must be able to verify `kube-controller-manager 
--cluster-signing-cert-file` or `kubelet --rotate-server-certificates` will fail.

--kubelet-client-certificate Client cert used to identify KAS to the kubelets.  Must be verifiable by `kubelet --client-ca-file`.

--kubelet-client-key Client key used to identify KAS to the kubelets

--proxy-client-cert-file Client cert used to identify KAS to aggregated API servers as a front proxy.  Must be verifiable 
by `kube-apiserver --requestheader-client-ca-file` or aggregation in the cluster will fail by default

--proxy-client-key-file Client key used to identify KAS to aggregated API servers as a front proxy

--service-account-key-file RSA keys used to verify ServiceAccount tokens.  Must be able to verify 
`kube-controller-manager --service-account-private-key-file` for all keys you want to continue 
working.

kubelet What’s it for

--client-ca-file CA bundle used to verify client certificate connections from clients and identify users. (I am Bob).  
Must be able to verify `kube-apiserver --kubelet-client-certificate` or some endpoints will fail.

--tls-cert-file Serving cert used to serve requests. Must be verifiable by  
`kube-apiserver--kubelet-certificate-authority` or some endpoints will fail.

--tls-private-key-file Serving key used to serve requests

--rotate-certificates If true, get client cert/key pairs for authentication to kube-apiserver from the CSR API.  This 
interacts with `kube-apiserver --client-ca-file` and `kube-controller-manager 
--cluster-signing-cert-file`.

--rotate-server-certificates If true, get serving cert/key pairs (--tls-cert-file/--tls-private-key-file) from the CSR API.   This 
interacts with `kube-apiserver--kubelet-certificate-authority` and `kube-controller-manager 
--cluster-signing-cert-file`.

kube-controller-manager What’s it for

--client-ca-file CA bundle used to verify client certificate connections from clients and identify users. (I am Bob)

--tls-cert-file Serving cert used to serve requests

--tls-private-key-file Serving key used to serve requests

--cluster-signing-cert-file Signing cert used to issue approved CSR requests.  Must be verifiable with `kube-apiserver 
--kubelet-client-certificate` and `kube-apiserver --client-ca-file` or `kubelet --rotate-certificates` 
will fail.

--cluster-signing-key-file Signing key used to issue approved CSR requests

--requestheader-client-ca-file CA bundle used to verify client certificate connections from front proxies that are asserting the 
identity of user. (This request is from Bob)

--root-ca-file CA bundle injected into ServiceAccount token secrets.  It is only intended to be used to verify a 
connection to the kube-apiserver on the service network.  All other uses are either wrong or 
coincidence.  Must be able to verify `kube-apiserver --tls-cert-file`

--service-account-private-key
-file

RSA key used to sign ServiceAccount tokens.  Must be verifiable by `kube-apiserver 
--service-account-key-file` or ServiceAccounts will not be able to authenticate
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