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USER [tepdump |
SPACE 3 h
@ _Def'nted ex%resﬂoang» such $ tcpdump -p -ni en0 -d "ip or tcp and port 80"
ip or tcp and po
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Inspired on Brendan Gregg’s Blog example
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(000) 1dh [12]
(001) Jjeg #0x800
#define ETH_LEN 14 jt 2 JE S
(002) 1db [23]
(003) jeq #0x11
struct dns_hdr_t iE 4 1= o
{ BPF bytecode Brutal Eggéi i?t: ig5535
uintle_t id;
uintle_t flags; C Hard
uintl6_t qgdcount;
uintl6_t ancount; perf Hard
uintl6_t nscount;
uintl6_t arcount; bcc Moderate
} BPF_PACKET_HEADER; Used in prod: &
Netflix, Facebook bpftrace Easy \
struct dns_query_flags_t ply Easy
{
uintl6_t qtype; n . one-liners
uintlé_t qgclass;
} BPF_PACKET_HEADER;
Syscall counts by process

bpftrace -e 'tracepoint:raw_syscalls:sys_enter { @[comm] = count(); }'
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eBPF tracing and observability ~

The set of enabled programs P Start time Virtual memory size Number of open file descriptors.

ins nam 0 bucket: 1.048576s - 1.048576s prograr

count: 0
3476.225.2.9435 timers. tracepoint_tit timers .
511 MiB 49
3476.225.29435 shrinklat tracepoint_syscalls_sys_exit_connect eadddrinuse p
3476.225.2.9435 runglat tracepoint_syscalls_sys_exit_bind eadddrinuse u e c r a C e - %
2019-04-17

3476.225.2:9435 eadddrinuse trace_wake_up_new_task runglat 13:0827 e e e e im\/lrggr
34.76.225.2:9435 destat trace_ttwu_do_wakeup runglat D
3476.225.2.9435 cachestat trace_run runglat 67.8 M
iB 1024
34.76.225.2:9435 bio trace_req_start bio
trace_req_completion bio
Block I0 latency Heatmap (read) Block I0 latency Heatmap (write) Run queue latency
67.108864s "
i Create ConfigMap
8 agaon Create Job
Get logs
} & - Deplo
Timers fired in the kernel 0.08 / t ploy
race-runner
br_ip4_multicast_port_query_expired [bridge] 4096 /,// DOd

br_ip4_multicast_query_expired [bridge] ) Ofoiase
br_ip6_multicast_port_query_expired [bridge] 0.000256s

br_ip6_multicast_query_expired [bridge]

= br_multicast_group_expired [bridge]

cec_timer_fn cgroup_file_notify_timer . .

clocksource_watchdog  commit_timeout exec client plugln
delayed_work_timer_fn
idle_worker_timeout == key_gc_timer_func

== mce_timer_fn == mid_dad_timer_expire

== mid_ifc_timer_expire

Install
BPF program
= pool_mayday_timeout == process_timeou prog

™ == reqsk_timer_handler == tcp_delack_timer . _
_ == tcp_keepalive_timer == tcp_write_timer .

tw_timer_handler -~ writeout_period

= neigh_timer_handler

worker node

My laptop Kubernetes cluster

https://qithub.com/zoidbergwill/awesome-ebpf
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Use cases:
® Networking
e Firewalls
e Tracing Performance profiling and tracing eBPF-based load balancer with DDoS
® Device Drivers
Sysdig Cloudflare
. R eBPF instrumentation for high é DDoS and Observability
performance system calls tracing
BLOG POST
Sysdig and Falco now powered w Weaveworks Cilium
by eBPF. Trace TCP events 99: Powerful and efficient networking,
—— kit o4 @ security and load-balancing at L3-L7.
Introduction to eBPF in Red Hat Enterprise Linux 7 AWS Firecracker Redhat
@ Using Seccomp BPF to restrict ‘ RHEL 7.6 enables extended eBPF
system calls. in-kernel VM

< Back to all posts Tags: Platform

SHARE
The recent release of Red Hat Enterprise Linux 7.6 enables extended Berkeley Packet Filter

(eBPF) in-kernel virtual machine which can be used for system tracing. In this blog we
introduce the basic concept of this technology and few example use cases. We also present

some of the existing tooling built on top of eBPF.
Searcha
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