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Does crypto just work?
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Does a simple solution
work?
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Goals:
e compromise
resilience
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Goals:
e compromise
resilience

e support, don't
judgel




Responsibility Multi-signature

Separation Trust
Explicit and Minimize
Implicit Individual Key

Revocation and Role Risk




TUE Design Principles

Responsibility
Separation

Delegate roles
to divide
responsibilities







Expected Damage Minimize
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High-impact role? - Highly-secure keys
(e.9. root)

Online keys? — Low-impact role
(e.0. timeliness)



Multi-signature
Trust

(t, n)threshold
required for trust




Multi-signature Trust

Signature threshold:
Two signhatures

No risk to clients.




TUF Desi9” Pri nCipleS

Expl_lClt and
Implicit
Revocation




Targetes Snapshot




administrators project developers
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What About Docker?

|ls docker vulneroble to these kinds
of attacks?




A long time ago
(in technology terms)...
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Signing Docker Images

Docker content trust
integrates TUF in order
to sign and protect
Docker manifests.

S
TUF

(server DB)
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(signer DB)
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Role Breakdown

The TUF specific roles
are as follows
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Root: user

. largets: user

. Snapshot: content-trust®

. Timestamp: content-trust




In order to sign the
metadatao, the docker
cli tool will talk to the
content trust server
before pushing to the
reqistry.
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(signer DB)

generate(
timestamp,snapshot) sign(

timestamp/snapshot

I @ timestamp, snapshot)

Token + Get new metadata

| E get > .
200 OK + Latest metadata metadata ‘




Docker Today
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Key compromised | Malicious content Rollback, freeze, Denial of service
mix and match

Timestamp (online) No No Limited
Snapshot (online*) No No Limited
Targets (offline) No (*) No (*) Limited

Root (offline) Yes Yes Yes
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Key compromised

Malicious content

Rollback, freeze,
mix and match

Denial of service

Timestamp (online) Limited
Snapshot (online*) Limited
Targets (offline) No (*) No (*) Limited
Root (offline) Yes Yes Yes
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o° Things TUF does not protect
*Q against...
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n-IMldWhat the hell?
- for Totally crazy. Someone went to extreme lengths, hacking DNS configuration to intercept a

single password reset email (I received all other emails except that specific one), to gain a

Att p, ¢ authorization to my GitHub account. Why? N

y Mal

Sania I have two best guesses: \r
malw, n p

Fossh 1. They wanted access to my company’s private code. 2 f:f;i
e 2. They wanted to maliciously modify the Requests codebase (or Certifi, the CA bundle 1:ha'j

-~ is shipped with Requests). b
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service Heroku.

HACKERS WHO BREACHED Google and othe
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+Much like TUF in-toto uses... @ B

Project owner

Defines what needs to be
done

Functionaries

Perform steps, provide
evidence

End User
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e Securing software distribution, etc. is hard
o Use TUF -- standardized, widely used, security audited...
e Docker Content Trust provides strong guarantees for

Docker images

e in-toto will further improve security
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TUF Stondardization (TAPs) AL

TAP 3 -- multi-role signatures
o Lets one have ‘unequal quorums

TAP 4 -- pinning repository keys
o Control the root of trust for parts of the namespace
o Root role compromise |= game over

TAP S -- specify URLs in root files
o Makes it easy to change the repo location

TAP 6 -- version numbers in root metadata

TAP 7 -- TUF conformance testing
Discuss with us, then submit (TAP 1/2)
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https://theupdateframework.com
https://in-toto.io



