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There Is An Attack Vector...



Many Victims...



Does crypto just work?

Easy?



Does a simple solution 
work?
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Easy?



Easy?



Easy?

Possible?



Goals: 
● compromise 

resilience

Enter TUF!
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Enter TUF!
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TUF DesiĀn



Responsibility 
Separation

DeleĀate roles
to divide

responsibilities

TUF DesiĀn Principles



Content Timeliness

Responsibility Separation



Minimize 
Individual Key 
and Role Risk

Expected DamaĀe
~=

Probability × Impact

TUF DesiĀn Principles



(e.Ā. root)
HiĀh-impact role? → HiĀhly-secure keys

(e.Ā. timeliness)
Online keys? → Low-impact role

Minimize Expected DamaĀe



Multi-siĀnature 
Trust

(t, n) threshold 

required ÿor trust

TUF DesiĀn Principles



A

BA

No risk to clients.

SiĀnature threshold:
Two siĀnatures

Multi-siĀnature Trust



Explicit and 
Implicit 

Revocation

TUF DesiĀn Principles



Root TimestampSnapshotTarĀetes



Standardized / Used



What About Docker?
Is docker vulnerable to these kinds 
oÿ attacks?



A lonĀ time aĀo 
(in technoloĀy terms)...



 

Docker content trust 
inteĀrates TUF in order 
to siĀn and protect 
Docker maniÿests.

SiĀninĀ Docker ImaĀes



● Root: user
● TarĀets: user
● Snapshot: content-trust* 
● Timestamp: content-trust 

The TUF specific roles 
are as ÿollows

Role Breakdown



 

In order to siĀn the 
metadata, the docker 
cli tool will talk to the 
content trust server 
beÿore pushinĀ to the 
reĀistry.

How To SiĀn



Docker Today



Key Compromise

Key compromised Malicious content Rollback, freeze, 
mix and match

Denial of service

Timestamp (online) No No Limited

Snapshot (online*) No No Limited

Targets (offline) No (*) No (*) Limited

Root (offline) Yes Yes Yes



Key Compromise

Key compromised Malicious content Rollback, freeze, 
mix and match

Denial of service

Timestamp (online) No No Limited

Snapshot (online*) No No Limited

Targets (offline) No (*) No (*) Limited

Root (offline) Yes Yes Yes



Beyond TUF
ThinĀs TUF does not protect 
aĀainst...



A Soÿtware Supply Chain



32

Supply Chain Compromise





✔ ✔✔

✔

IntroducinĀ in-toto



Final
Product

Project owner Functionaries End User

Defines what needs to be 
done

Perÿorm steps, provide 
evidence

Veriÿy

Layout
Link

Link
Link

Link
Link

Much like TUF in-toto uses...



● SecurinĀ soÿtware distribution, etc. is hard
○ Use TUF -- standardized, widely used, security audited...

● Docker Content Trust  provides stronĀ Āuarantees ÿor 
Docker imaĀes

● in-toto will ÿurther improve security

Conclusion



• TAP 3 -- multi-role siĀnatures
○ Lets one have ‘unequal’ quorums

• TAP 4 -- pinninĀ repository keys
○ Control the root oÿ trust ÿor parts oÿ the namespace
○ Root role compromise != Āame over

• TAP 5 -- speciÿy URLs in root files
○ Makes it easy to chanĀe the repo location

• TAP 6 -- version numbers in root metadata
• TAP 7 -- TUF conÿormance testinĀ
Discuss with us, then submit (TAP 1/2)

TUF Standardization (TAPs)



Thank you!

https://theupdateÿramework.com
https://in-toto.io


