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@capileigh O stealthybox



y @capileigh O stealthybox



503

Service Unavailable

y @capileigh O stealthybox



The Gotchas of Zero-Downtime Traffic
( with k8s! )

@capileigh O stealthybox



y @capileigh O stealthybox



y @capileigh O stealthybox



@
e
@

y @capileigh O stealthybox




-0300] “"GET /

) 3
yt" 1.1

"Go
-0300)

-0300]
] “GET

2 2 -0300)
'l 1 (KHTML, like Gecko) Vers
aj
html)"
o8] "GET

2:09 -0300] “"GET
-0 ] "GET ¢/

like Gecko) !
[20/4pr/2017: "GET

.51.1 (KHTML, like Gecko)

) AppleWebKit
htm)"
- [ Apr/2017
.com- l'llfr= Fr‘r‘ch

"GET

"GET

"GET
300]
htm)"
0] "GET

0300]

"GET

"GET /m

/robots,

"GET /
/robots,

frobots,

ersion/

/feed HTTR/1.
/feed/
/jon-watson/

"GET /

"GET /T

"GET /con
si0

h/label/ til1?m=0 HTTF/1.1"

/codel] qlu—-r\

fmenu.,

An

HITRFL I

/tag/fidonet/ feed/

/feed/ HTTP/1.1"

-website-is-down-now-what-part-4/ HTTP/1.1"

txt HTTP/L.

xt HTTP/1.

txt HTTP/1.

css HTTP/1.1"
7.0 Mobile/11A465 S:

3601
304 @
HTTP/

fubuntu-9-10

404 6 "-" "Mozillas

¢.phoenixhollow.com" "Mozilla/

301 5 "http:/

404 6919 "http fwuy

301 5 "-"

1" 200 1320 "-" "Mozilla/5.0 (compatible;

(iPhone;
bingbot/2.0;

"Mozilla/5.0
(compatible;

200 25 e

"Mozilla/5s

1" 200 114 "-" "Mozilla/5.0 (compatible;

1" 200 1320 "-" "Mozilla/5.0 (compatible;

"Mozilla/5.0
(compatible;

< (iFPhone;
53 bingbot
20 zilla/5.0
(compatible;

(1Phone;
bingbot/2.0;

" "Mozilla/

X (iPhone;
.53 (compatible;

bingbot:

"http://www.slumpedoverkeyboardd .comd "

"http://www,slumpedoverkeyboarddead.com/

1.1" 200 32 "Mozilla/5.0 (Windows NT 6.

een-sho HTTP/1,1" 404 6919 "-" "Mo

HTTP/1.1" 200 3969 "-" "Mozilla/5.0 (compatib

200 115 -" "Mozilla/5.0 (compatible;

@capileigh

into
S.0+(compatible;
fwww, slumpedoverkeybo
.Slumpedoverkeyboa
"msnbot-
bingbot/2.0;

CPU iPhone 0S
+http:/

.0 (compatible;
bingbot/2.0;

bingbot/2.0;

Kraken/

ysh; Intel X 10
UptimeRo
varddead, com/ feeds
rddead.com/
mediasl.1 (+http:/+
+http:/

7_0 like Mac
Ww.bing.com/bi

Baiduspider
+http:

+http:/

CPU iPhone 0O
+http://w

|FH iPhone

"Mozilla/5.0 (compatib

"Mozilla/5.0 (compati
1; WoWed; rv:40.0)
zilla/5.0 (compatible;
le; Baiduspider

0.1; http://1linkfluen

stealthybox




F/2017106:30:29 -0300) "GET Tesds/posta/GetauLt
Like Gecko) Chrone/ 54.8.2848. 470 Safari/537. 36
0B) GET 1 MTTP/1.1" 208 4773 hitpi//uws. phoenizhallov. con

MTTP/1,1" 404 6915 °-* "Mozi1la/5.0 (facintosh; Intel Mac 05 X 10

Hozilla/5.a+ (compatible; UptineRs

9300) “GET /feeds/posts/default HITP/L,1" 301 5 hitp://wwy. sluspedoverkeyboarddead. con/ feeds/ pos|

a to
22,3 3 0300) * 04 5319
detaut

feeds/posts/etault HTTP/LL nttps:/ /uwn  slumpedoverkeyboarddead. con/ eeds,

3
2 4337 -6308 7my-ebs te-15-doun-nov-uhat-part-4/ MTTP/L1" 361 5 *-" "nsnbot-media/1.1 (+http:/
o0 RSBy

3413 - - (20/8pr/2617:06:49:38 -8308] "GE'
con/bingbot hin)

134,13 - - (20/pr/2017:08:149:48
ABPIEHEDA /537, 51.1 (KHTHL, V1ke

/rabots. txt HTTP/L.1" 208 1326 *- "Norilla/5.8 (cowpatible; bingbot/2.8; *nttp://uuu|

300) “GET /cont:

© (iPhone; CPU TPhone 05 7.8 like

sct oy HITP/L L 206 2225+ Hor s
8 ab; Dinghot/2.6; ntth:/ /v uing.cont

65 Safart/3537.53 (conpatible

(20/4pr/2017108:57:47 2
o bt con n/sp1de:
120/kpr/2617;35:59:1

Search/label/ t1170m HTTR/1.1% 209 25347 *-* “Nozil1a/5.0 (compatible; Baiduspider

/rebots, txt HTTP/L.1" 208 114 *-" "Nozil1a/5.0 (compatible; bingbot/2.8; *hetp://wwy.b

[20/40r/2617:83:62:89 -308) "GET /robots. tet HITP/L.1" 268 1326 *-* “Hozilla/5.8 (conpatible; bingbot/2.0; +hitpi//vww

9300) "GET /code/jauery i HTTF/1.1% 208 57254 "=
KHTHL, 1ike Gecka) Version/7.0 Nobile/11AdGs Satari/3537.53

HoziV1a/5.0 (1Phone;
conpatible; bingbot/2.6:

CPU Phone 05 7.0 ike
+hitp://u bing. o
(20/4pr/2617:09:62:23 -9380] "GET /menu.css HTTF/1.1% 200 3727 *-* *Noxilla/5.8 (1Phone; CPU 1Phane 05 7.0 Like Nac 0S
LeUebkt £/537. 51,1 (KHTHL, Like Gecko) Versian/7. Nobile/114465 Safari/9537.53 (conpatible: bingbot/2.8: *hEtp://uew:bing.con/bingh
20/4pr/2017:69:62:29 -0300] "GET

05 X) AppleNenki /537 51,1 (KHTHL, like Gec
ngbot ntn)

o

J3byTesistes oo 1% 260 2918 *-* "Wozil1a/5.0

L (1Phone; CPU {Phone 05 7.9 11k
Tersioni D Robiae/ 1IAAGS Safart 3537, 59 (compabibie

Binghot/2.6; *nttpi//uwbing

[20/4pr/2017:99:68182 -390 "GET /Teed HTTP/1.1" 301 5 “http://uw, slunpedoverkeyboarddead.con/" “Nozilla/5.0 (compatib

/Teeas WITP/1.1% 364 8 “http://umn. sluspedoverkeyboarddead. con/” “Noz1118/5.0 (conpati

9380) “GET /jon-vatson/ HTTP/1.1% 200 32687 *-* "Mozil1a/5.6 (¥indows NT 6.1; WOWG4: rv:de.0) Gec|

909/16/29/ ubuntu-9-10- screen-shats/ HTTP/1,1% 404 6919 *-* "Mozi11a/5.0 (compatible;

/tag/tidonet/feed/ WTTP/1.1" 260 35t Mozilla/5.8 (compatible; Baiduspider/2.

22 -9300) "GET /feed/ HTTP/L.1" 200 11559 "~ "Mozilla/5.p (compatible; Kraken/8.1; http://linkfluen

JeTaULt ATTP/L T
Chrover 555, 2640.470 Satartysa7 36
‘GET / HTTP/L.1" 280 4772 *httpi/uws. phoenixhollow. con’

204 6915 971 113750 (hacintosh:

Nozil1a/5.a+ (compatible; Uptinerol

/Teeds/posts/detault HTTP/L.1% 38L 5 *http://vwy .sLunpedoverkeyboarddead. con/ feeds/pos

/feads/posts/datault HTTP/L 1% 494 6519 “https://uwm . slumpedoverkeyboarddead. con/ feeds|

89143137 -0300) "GET /my-vebsite-1-doun-nov-uhat-part-4/ WTTP/L.L" 381 5 *-* *snbot-media/l.1 (http://se|

49138 -9308] "GET /robots. txt HTTP/1.1% 200 1328 *-* "Mozilla/5.8 (compatible; bingbot/2.8; +http://uuw

95:49:48 -9300] GET /cantact.php HITP/1.1° 208 2223 *-* "Mox
Like Gecko) Version/7.

113/5.0 (1Phones CPU 1Phons 05 7.8 like Hac
Mob11e/11A465 Safart/3537.53 (conpatible; bingbot/2.6 wrbing. con/bi

(20/4pr/2017 108157147
htip://wu.ba1du. con/ search/spide
1307 pr /30171685315

o300)
htal)
‘a3an Jrabots, txt HTTP/L.L

Jearch/lanel/ b HTTP/L.17 200 25347 *-* “Nozil1a/5.8 (compatible; Baiduspider/2

200 114 "-* “Nozilla/5.0 (conpatible; bingbot/2.0; +http://vww bl

2617:09:02:09 -2308] *GET /robots. txt HTTP/1,1% 260 1328 *-* *Mozilla/5.0 (compatible; bingbot/2.8; *http://vum

[26/Apr/2017:09:02:15 -0300]
i ApaleNenk /537, 51,1 (KHTHL, 1ike Gecko
mwm s

iPone 05 v

Code/jauery 43 HTTP/1.1% 200 57254 "-* “Wozilla/5.0 (iPhone; CPU 01
+http://uw bing. co

Version/7.8 Hobile/11A465 Safari/9537.53 (compatible: bingbot/2..
(26/Apr/2617:09:62:23 -9300] "GET /menu.css HTTF/1.1% 200

1 e
 opieuesks /537 51,1 (KHTHL. Tike Gackoy Verston/7.o Nobi e/ 11185 Sarar o307 53
ot hta)

27516 (iFrones cou e 05 7.9 3
Conpatible; bingbot/2.6: *hittp:/ /ey bing. con/bingh
0/pr/2617:09:02:29 -8306] 7

13- - ET /styles/styles cas HTTP/L L
Appletiebk t/537.51.1 (KHTHL

Like Gecko) Version

268 2918 *-* "Mozi113/5.8 (1Phone; CPU 1Phone 05
© Hobi1e/11A465 Safari/9537.53 (copatible; bingbot/2.0; *htt
120/4pr12617:05:68:2
inoreder.con-iike
o

o300 /feed HTTP/1.1% 361 5 “http://uuw. slumpedoverkeyboarddead. con’

/Teeds WITP/1.1% 364 8 “htt://umn. sluspedoverkeyboarddsad. con/* “Noz1118/5.0 (conpati

85:16:24 -0300) "GET /jon-vatsan/ HTTP/1,1* 200 32067 *-* "Mozilla/5.0 (¥indows NT 6.1; VONG4: rv:dd.8) Gec

/2099/10/29/ ubun tu-9-10-screen-shots/ HTTP/L,1° 434 6919 *-* "Mozi11a/5.0 (compatible;

/tag/tidonet/feed/ WTTP/1.1% 280 3963 *-* "Mozflla/5.0 (compatible; Baiduspider/2.0.

GET /feed/ HTTP/1.1% 200 11559 *-* "Mozilla/5.0 (compatible; Kraken/8.1; http://linkfluen]

@capileigh

15/p03 t5/default HTTP/1.1" 484 6919 *-* *Mozilla’5.0 (Nacintosh; Intel fac 05 X 10|
Chrone/54.6.2848. 470 Satar1/537

9380] "GET / HTTP/1.1" 208 4772 "http://uww.phoenixhollov.con” “Nozilla/S.8+(conpatible; UptineRol

-8300) "GET /feeds/posts/detault HTTF/L.1" 301 5 "nttp://vuw, sLunpedove rkeyboarddead con/ feeds! pos|

6380] "GET /fecds/posts/detault HITP/L.1% 464 6918 “https: //wwy. slumpedoverkeyboarddead. con/ feeds|

3881 "GET /ny-uebs{ te-15-doun-nou-uhat-part-4/ HTTP/L.1" 381 5 "~ “nsnbot-nedia/L.L (+http://se]

- (28/pr/2617:85:49:36 -0308]

e, m,rmml ntw)

2,56 20/4pr/2017:08149:48 -6300) “GET /contact.php
Aopbebict 11537, 1.1 ITHL, 1ike Geako) Yersiond?6 M

ot hi)

fros.93.231

GET /robots. txt HTTP/L.1* 200 1320 *-* "Mozil1a/5.8 (compatible; bingbot/2.8; +http://wunl

ob11e/114465 Safari/8537

ozi1a/s
anpatible

(1Phone; CPU 1Phone 05 7.9 Tike Mac
DINgbOt/2.8; *http: /s bing.con/bi
(26/4pr/2017108:57:47 T /search/label/ t7n=a HTTP/1.1° 200 25347 * 2
s //vou.bai . con/sear
6553, 22 [267hpr/ 2017
. con annu hen)*
20/4pr/2017:69:02:65 -0306)

0300 Nozi11a/5.8 (compatible: Baiduspide:

06:59:25 -3 T /robots, txt HTTP/1.1% 200 114 - “Nozilla/5.0 (compatible; bingbot/2.0; *httpi//wuu.b

GET /rabots. txt HTTP/L.1* 200 1320 *-* “Mozi11a/5.0 (campatible; bingbat/2.8; +http:/ /vl
i
2017:09102:15 -9300] *GET /code/jauery.is KT

511 (KHTHL. 1ike Gecko

57254 "% “Wozilla/5.0 (1Phone; CPU iPhane 05 7.0 like
Version/7.8 Hebi1e/11A4GS Safari/3537.53 (compatible: bingbot/2.8: +hitp://vuvbing. col

2017:09:02:23 -9308] "GET /menu.css WTTP/1,1% 200 3727 *-*
AopieNebii /537,511 (KITHL, ike Gecke) Versian/7.a Nobi1e/11des Safart/sss7.53
ht)
2155.15413 - 20/kpr 26179102128 ~6300) “GET /stylessstyles. cos HTTPL
05 %) Applevebki t/537.51.1 (KGTHL
onvoincot. i)

Mozitias
conpatible:

o (iFnane:
bingoot/2

CPU 1Phane 05 7.0 like Mac 05

+hitp://wwu bing. con/ing)
200 2910 *
Like Gecko) Version/7.8 Mabile/114465 Safari/s537

ozil (1Phone; CPU 1Phone 05 7.9 11|
onpEtIbLe; Bingbot/2.0; hitp:/ /v bing
(26/4pr/2617:09:68:02 -8330)
1e)
0300 s HTTR/LL
e

T /fesd HITP/L.1% 301 5 “http Slunpedoverkeyboarddesd. cont Mozila/5.8 (conpatit)

304 8 "http://umn. sluspedoverkeyboarddsad. con/* "Noz1118/5.0 (conpati

/Jan-uatson/ HTTP/1.1* 260 32687 *-* *Moz111a/5.0 (Vindovs NT 6.1; WONG4; rv:dd.8) Gec

0] "GET /2009/10/20/ubun tu-9-10-screen-shots/ HTTP/L,1* 434 6919 *-* "Mozilla/5.0 (compatible;
ngbot/2.8; *http://uws.bing. con/Ding
95.93.231 3 9511914

GET /tag/fidonet/feed/ HTTP/L.1% 200 3969 "-* "Mozilla/5.0 (conpatible; Baiduspider/2.0; +

-8380) “GET /feed/ HTTP/L.1* 200 11559 °- "ozilla/5.B (compatible; Kraken/8.1: http://linkfluen|

stealthybox



)
)
> @

> @
@
@

y @capileigh O stealthybox




@
> G,
> @,

> @
> @
@

y @capileigh O stealthybox




@
@,
> @,

> @
> @
> @

y @capileigh O stealthybox




@
@,
@

> @
> @
> @

y @capileigh O stealthybox




Connection
Draining .

(.\

(5\

> @
> @
> @

y @capileigh O stealthybox




< | . SIGTERM

.

Do

Connection
Draining 4

S

SIGTERM

< : ! SIGTERM

y @capileigh O stealthybox



Connection
Draining .

O

(6\

> @
> @
> @

y @capileigh O stealthybox




y @capileigh O stealthybox



, @capileigh O stealthybox



4 )

Pod ( h
P Service Node
ip: 10.0.0.1 W kube-proxy, CNI,
L J e L network-policy )
e N T Endpoints: P N
Pod 10.0.0.1 10.0.0.2 10.0.0.3 Node
Ip 10.0.0.2 ‘ kube-proxy, (._‘,NI,
\_ Y, L network-policy )
4 ) J p
Pod “| Ingress Controller
ip: 10.0.0.3 ' g
" J 9
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[ Pod: my-pod-1
—{ (app=MyApp) |+ . .
Endpoints: my-service
: / Addresses:
SEm—— 10.1.2.3,10.1.4.5
Pod: my-pod-2 Port: 9376
(app=MyApp) [«
10.1.45

A 4

.

r

Pod: my-pod-3 )
—1 (app=MyApp)

& ronsel
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~apiserver
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Pod Shutdown

Kube-apiserver receives delete
Pod marked as Terminating
+ aysnc consequence:
Service controller removes Endpoint

PreStop hooks run

PID 1 of all containers receive SIGTERM
Termination Grace Period Seconds

PID 1 of all containers receive SIGKILL
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Gotcha #1

Dockerfile:

CMD nginx

VS.

ENTRYPOINT [*nginx”]

-

Pod

(¥

sh -c nginx

~
PD1:

— SIGTERM

/
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Gotcha #2

STOPSIGNAL

### Shutdown Behavior
Normal shutdown behavior of kubernetes Pods and docker containers is:
1. send the process a SIGTERM

~

2. 1if the process has not exited after terminationGracePeriodSeconds, send SIGKILL
for the docker runtime, you can rewrite SIGTERM to a different signal using a

layer/directive

(It’s not clear whether this directive is formally supported by CRI)
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Gotcha #3

Readiness / Liveness Probes

Kubernetes can’t watch your logs...
but it can watch these probes:

Be intentional with timeouts and periods
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Gotcha #4

PreStop lifecycle hook or.... in-app integration

Endpoints update async, independent of Pod Lifecycle.
kube-proxy and ingress-controllers depend on Endpoints.
When preStop is running or SIGTERM is sent,

your app will likely still be receiving connections.
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Gotcha #4

PreStop lifecycle hook or.... in-app integration

- Important because the definition of Graceful shutdown for most

programs is dissonant with Kubernetes’ expectations:

Vs

Service Node } [

-

o >’
Endpoints } Node ] ' D noe
. .

p

‘| Ingress Controller 1

AU
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Gotcha #4

PreStop lifecycle hook or.... in-app integration

Service Node ] |
Endpoints } (
[ Node ] | Pod

| Ingress Controller} I:> Terminating...
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Gotcha #4

PreStop lifecycle hook or.... in-app integration

Service Node ] | >
Endpoints } 0
[ Node ] | 3 Pod
Removed -
from Terminating...
| Controll —> 9
Endpoints i ngress Contro er}
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Gotcha #4

PreStop lifecycle hook or.... in-app integration

Service | Node } [ >
Endpoints }
o Node } Pod

Removed o
from Terminating...

Ingress Controller | | > g
Endpoints : }

A

~N
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Gotcha #4

PreStop lifecycle hook or....

In-app integration

Service Node ] | >
Endpoints } 0
o Node ] Pod
Removed - ®
from Shutdown.
Ingress Controller l >
Endpoints L g }
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Gotcha #4

PreStop lifecycle hook or.... in-app integration

Service | Node } [ >
Endpoints } (
o Node } Pod

Removed | : ()
from | Ingress Controller} Shutdown.
Endpoints L
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Gotcha #4

PreStop lifecycle hook or.... in-app integration

Service | Node }
Endpoints ] 0
Node } Fet

Removed | : ()
from | Ingress Controller} Shutdown.
Endpoints L
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Gotcha #4

PreStop lifecycle hook or.... in-app integration

“Stop receiving connections”
VS.
“Start draining connections”
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Gotcha #4

PreStop lifecycle hook or.... in-app integration

Uwsgi: override the SIGTERM handler with an internal function...

https://github.com/unbit/uwsqi/issues/849#issuecomment-118869386

NGINX: need to build your own image with STOPSIGNAL SIGHUP
Was added in the upstream image and then removed

Both LB’s also need “/bin/sleep” preStop hooks
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https://github.com/unbit/uwsgi/issues/849#issuecomment-118869386

Gotcha #4

PreStop lifecycle hook or.... in-app integration

- Important because the definition of Graceful shutdown for most

programs is dissonant with Kubernetes’ expectations:

- In-app integration leaks platform abstractions into your code
- Perhaps need to propose a new sleep: lifecycle hook for

supporting “FROM scratch” images. (nothing to “exec:’)
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https://github.com/
stealthybox/zero-downtime
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https://github.com/stealthybox/zero-downtime
https://github.com/stealthybox/zero-downtime

Gotcha #5

Deployments:

.spec.strategy.rollingUpdate.maxUnavailable
Use percentage or O when replica count ==

This used to default to 1 -- Fixed in apps/v1beta1:
https://github.com/kubernetes/kubernetes/pull/39683
Make sure you're using >= apps/v1 API
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https://github.com/kubernetes/kubernetes/pull/39683

Gotcha #6

Deployments:
Make sure that your app can stay warm according to
these periods:
.spec.strategy.minReadySeconds
.spec.strategy.progressDeadlineSeconds

Also take care that this does not exceed capacity:
.spec.strategy.rollingUpdate.maxSurge

@capileigh O stealthybox



Gotcha #7

Mismatched signal lifecycle with side-cars:
Example:

If you're using cloudsql-proxy to connect your app
to your db, your preStop hooks and graceful shutdown
periods should be either synchronized or scheduled
so that they do not effectively race.

If your app is in graceful shutdown and the proxy is
not sleeping, it will exit and drop your db connections.
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Rules of Uptime

entrypoint should handle or pass signals
STOPSIGNAL may need to be changed

Use diff. periods for Liveness/Readiness Probes
Sleep in preStop hooks to drain connections

Use the newer apps/v1 Deployment

Keep your app warm during a RollingUpdate
Synchronize shutdown of side-cars

NoOasWDdh -~
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