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“High load” black hole (Datadog):
" IDNS is broken #2

(Vlrtual Server
L bode

- PodD

4

IPVS conntrack
- :X=>A:53 TTL:300s
- 1Y=>B:53
- Z=>C53

W @lbernail @roboll

- Even if kube-proxy removed a dead pod, conntrack can still have mappings to it
- Under load, source port number is reused -> routed to dead pod
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https://youtu.be/QKI-JRs2RIE?t=316
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Kernel race: Parallel DNS packets Packet flow in Netfllter and General Networking
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[1] https://github.com/kubernetes/kubernetes/issues/56903 Diagram by Jan Engelhardt
[2] https://tech.xing.com/a-reason-for-unexplained-connection-timeouts-on-kubernetes-docker-abd041cf7e02

[3] https://blog.quentin-machu.fr/2018/06/24/5-15s-dns-lookups-on-kubernetes/

[4] https://github.com/weaveworks/weave/issues/3287#issuecomment-387178077
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Alpine/musl:

Queries are performed in parallel:
« Triggers the kernel race (no flag for sequential)

NODATA (success + no records):
- Stricter standard adherence than glibc
 Apparently broke k8s DNS for rancher-dns (since fixed), Cloudflare, github issue

[1] Alpine caveats htitps:/github.com/gliderlabs/docker-alpine/blob/master/docs/caveats.md
[2] Discussion hitps:/github.com/gliderlabs/docker-alpine/i
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Great!
Caveats:

« needs to be available when DNS is down
 missing visibility around app
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How? eBPF

« Linux bpf() system call, 3.18+, RHEL 7.6+

- Safe, High-Performance

Unofficial BPF mascot by Deirdré Straughan


https://twitter.com/DeirdreS
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Take-aways:

DNS can (and does) falil
CoreDNS metrics are useful

Can get per-service visibility with eBPF
Network telemetry useful beyond DNS

Please cee e
. SE51 .8
come say hi!
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