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Finding the @45 in Chaos
Engineering

Lenny Sharpe, Target
Ana Margarita Medina, Gremlin
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Fun facts about us
and our work at

Target & Gremlin...
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Chaos Engineering is
thoughtful, planned experiments
designed to reveal weakness In

your systems.
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Using the Scientific Method:

ChaOS e Form a Hypothesis
: : e Experiment and Test It
Engmeermg e Analyze Results
Experiments ® Expand Scope
e Share Results
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GameDays are dedicated time
to come together to gain
Insights, an opportunity to

execute one or more
experiments



The Cost of Downtime
for the Top US
Ecommerce Sites
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Where we started
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"Don’t wait for your ticket to
the dance, just show up!"

Josh Hardin
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It’s not going to work
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Let’s Team Up
& Introduce
Chaos Engineering



Development and
Introduction

OA_J

Learning and
lteration

Culture and
Adoption

@ana_m_medina | @lennysharpe | #KubeCon

Automation and
Scale
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Engineer Led

Service Focused

Manual Execution
Fire Drills

In the Beginning...



Safety
Expertise
Speed to value

Success!
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So now we’re experts



@ana_m_medina | @lennysharpe | #KubeCon

Target

Resiliency
Automation

Platform




TAKE-OUT, EAT IN
Restaurant

Watch our Master of Disaster
prepare Chaos Specials
for your Applications

Fast, Resilient Services

To place your orders,
please Slackus @
#chaos

Learn @ go/chaos

Chaos Specials

Served dally, when you least expect it

Resource

Impact cores, workers, and memaory

<1 CPU (Consumes CPU resources)

rl CPU attack with rice, spicy API sauce
and a full heap!

c2 Disk (Consumes disk space)
Disk attack with orange chicken

[& ] I0 (Consumes targeted file system
devices resources)
10 attack with veggies and fried rice

ca Memory (Consumes memory)
Memory attack with lobster sauce

State

Process killer, shutdown, and time travel

cs Process killer (An attack which
kills the specified process)
Process killer with beef and broccold
and your chofce of rice

cé Shutdown (Reboots or shuts down
rl the targeted host 0S)
Extra spicy Shutdown attack with hot
and sour fish soup and bad guest
experionce.

<7 Time travel (Changes the system
time)
Time Travel attack with shrimp and
vegetables and black bean sauce

Network

Blackhole, latency, packet loss and ONS

cs Blackhole (Drops all matching
r network traffic)
Blackhole attack with spicy Wung Pao
Shrimp and extra paging at 3:80 ami

co DNS (Blocks access to DNS servers)
DNS attack with shredded pork with
garlic sauce

cie Latency (Adds latency to all

F# matching egress network traffic)
Latency attack with Mongolian beef,
mixed vegetables, and extra MSG

€11 Packet Loss (Introduces packet
loss to all matching egress
network traffic)
Packet Loss attack with Chicken Chow
mein
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Wacch our Spell-Caster of Disaster
curse your applicacion wich chaos

@ go/trap/sandbox

Chaos Spellbook
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Google Cloud Platform’s
Microservices Demo




Hipger Shop

One-stop for Hipster Fashion & Style Online
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Vintage Typewrter Vintage Camera Lens Home Barista Kit
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Recommended
Chaos Engineering
Experiments on
Kubernetes
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Resource Attacks (CPU) to
test Auto-Scaling Policies on

the Nodes, Pods or Containers

Network Attacks (Latency,

Packet Loss, Blackhole) to test
dependencies



@ana_m_medina | @lennysharpe | #KubeCon

The Road Ahead:

Increased OKRs around chaos experimentation

Continuous experimentation in production

Increased scope and scale

Machine Learning



@ana_m_medina | @lennysharpe | #KubeCon

“There will be many
failures sprinkled among

the successes you enjoy.”

Marv Levy
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Join over 3000+ Engineers in the
Chaos Engineering Community Slack

tinyurl.com/chaoseng

n lan Stockdale ‘
Hi all. I'm coming up to speed on chaos engi

more here!
Ve Y1 G
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Thank Youl

lenny.sharpe@target.com

ana@gremlin.com




