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Act 1:
What this talk doesn’t cover
SLI/SLO/SLA – words momentous calmly hast thou spoken…





https://www.usenix.org/conference/srecon19emea/presentation/desai 

https://www.usenix.org/conference/srecon19emea/presentation/desai


https://www.usenix.org/conference/srecon19emea/presentation/hartmann-latency

https://www.usenix.org/conference/srecon19emea/presentation/desai


Alerting on SLO breaches
vs. 

Billing on SLA Breaches

https://github.com/beorn7/talks








https://developers.soundcloud.com/blog/alerting-on-slos

https://developers.soundcloud.com/blog/alerting-on-slos


https://youtu.be/ggO4hEoQsl4

https://youtu.be/ggO4hEoQsl4


Alert Long window Short window for duration Burn rate 
factor

Error budget 
consumed

Page 1h 5m 2m 14.4 2%

Page 6h 30m 15m 6 5%

Ticket 1d 2h 1h 3 10%

Ticket 3d 6h 1h 1 10%







Alert Long window Short window for duration Burn rate 
factor

Error budget 
consumed

Page 1h 5m 2m 14.4 2%

Page 6h 30m 15m 6 5%

Ticket 1d 2h 1h 3 10%

Ticket 3d 6h 1h 1 10%

// According to https://developers.soundcloud.com/blog/alerting-on-slos :
local windows = [
 { long_period: '1h', short_period: '5m', for_period: '2m', factor: 14.4, severity: 'critical' },
 { long_period: '6h', short_period: '30m', for_period: '15m', factor: 6, severity: 'critical' },
 { long_period: '1d', short_period: '2h', for_period: '1h', factor: 3, severity: 'warning' },
 { long_period: '3d', short_period: '6h', for_period: '3h', factor: 1, severity: 'warning' },
];



  - alert: AmpelmannErrorBudgetBurn
    expr: |2
        (
          100 * backend:http_errors_per_response:ratio_rate1h
        > on (backend)
          14.4 * backend:error_slo:percent
        )
      and
        (
          100 * backend:http_errors_per_response:ratio_rate5m
        > on (backend)
          14.4 * backend:error_slo:percent           
        )
    for: 2m
    labels:
      system: "{{$labels.backend}}"
      severity: "critical"
      window: "1h"
    annotations:
      summary: "a backend burns its error budget very fast"
      description: "Backend {{$labels.backend}} has returned {{ $value | printf `%.2f` }}% 5xx over the last hour."
      runbook: "http://runbooks.soundcloud.com/runbooks/ampelmann/#ampelmannerrorbudgetburn"



https://github.com/metalmatze/slo-libsonnet
https://github.com/metalmatze/slo-libsonnet-web
https://promtools.matthiasloibl.com/

https://github.com/metalmatze/slo-libsonnet
https://github.com/metalmatze/slo-libsonnet-web
https://promtools.matthiasloibl.com/


Or even SLAs…

Act 2:
Musing about latency SLOs



“We guarantee an uptime of 99.9%.”



“During each month, we’ll serve 99.9% of 
requests successfully.”



“During each month, we’ll serve 99.9% of 
requests successfully. The 99th 

percentile latency will be below 500ms.”



“During each month, we’ll serve 99.9% of 
requests successfully within 500ms.”



https://www.usenix.org/conference/srecon19emea/presentation/fouquet

https://www.usenix.org/conference/srecon19emea/presentation/desai


Act 3:
A pragmatic implementation



Ingredient: a partitioned histogram at the edge

Prometheus Histogram on Cortex GW
cortex_request_duration_seconds
with buckets for 1s and 2.5s (and more!)
partitioned(!) by
● status_code
● method
● route

BTW: Histograms to become cheaper. Shameless plug:
https://promcon.io/2019-munich/talks/prometheus-histograms-past-present-and-future/ 

https://promcon.io/2019-munich/talks/prometheus-histograms-past-present-and-future/


SLO
Complete 99.9% of writes successfully in less than 1s.

Respond to 99.5% of reads in less than 2.5s.

https://github.com/beorn7/talks
https://github.com/beorn7/talks


record: namespace_job:cortex_gateway_write_slo_errors_per_request:ratio_rate1h
expr: |2
  1 -
  (
    sum by(namespace, job) (
      rate(cortex_request_duration_seconds_bucket{le="1",route="push",status_code!~"5.."}[1h])
    )
  /
    sum by(namespace, job) (
      rate(cortex_request_duration_seconds_count{route="push"}[1h])
    )
  )
record: namespace_job:cortex_gateway_read_slo_errors_per_request:ratio_rate1h
expr: |2
  1 -
  (
    sum by(namespace, job) (
      rate(cortex_request_duration_seconds_bucket{le="2.5",route="query",status_code!~"5.."}[1h])
    )
  /
    sum by(namespace, job) (
      rate(cortex_request_duration_seconds_count{route="query"}[1h])
    )
  )

Do this for all required ranges (5m, 30m, 1h, 2h, 6h, 1d, 3d).



Alert Long window Short window for duration Burn rate 
factor

Error budget 
consumed

Page 1h 5m 2m 14.4 2%

Page 6h 30m 15m 6 5%

Ticket 1d 2h 1h 3 10%

Ticket 3d 6h 1h 1 10%

// According to https://developers.soundcloud.com/blog/alerting-on-slos :
local windows = [
 { long_period: '1h', short_period: '5m', for_period: '2m', factor: 14.4, severity: 'critical' },
 { long_period: '6h', short_period: '30m', for_period: '15m', factor: 6, severity: 'critical' },
 { long_period: '1d', short_period: '2h', for_period: '1h', factor: 3, severity: 'warning' },
 { long_period: '3d', short_period: '6h', for_period: '3h', factor: 1, severity: 'warning' },
];



alert: CortexWriteErrorBudgetBurn
expr: |2
    (
    100 * namespace_job:cortex_gateway_write_slo_errors_per_request:ratio_rate1h
    > 0.1 * 14.4
    )
  and
    (
    100 * namespace_job:cortex_gateway_write_slo_errors_per_request:ratio_rate5m
    > 0.1 * 14.4
    )
for: 2m
labels:
  period: 1h
  severity: critical
annotations:
  description: '{{ $value | printf `%.2f` }}% of {{ $labels.job }}'s write requests
    in the last 1h are failing or too slow to meet the SLO.'
  summary: Cortex burns its write error budget too fast.

Do this for line in the burn-rate table.



alert: CortexReadErrorBudgetBurn
expr: |2
    (
    100 * namespace_job:cortex_gateway_read_slo_errors_per_request:ratio_rate1h
    > 0.5 * 14.4
    )
  and
    (
    100 * namespace_job:cortex_gateway_read_slo_errors_per_request:ratio_rate5m
    > 0.5 * 14.4
    )
for: 2m
labels:
  period: 1h
  severity: critical
annotations:
  description: '{{ $value | printf `%.2f` }}% of {{ $labels.job }}'s read requests
    in the last 1h are failing or too slow to meet the SLO.'
  summary: Cortex burns its read error budget too fast.

Do this for line in the burn-rate table.



Conclusions
1. Meaningful latency SLAs are actually quite relevant.
2. SLO-based alerting is a great idea.
3. Include latency into your SLO-based alerting.
4. Which could very well evolve into a real latency SLA.
5. Keep it as simple as possible.
6. But not simpler.



https://github.com/beorn7/talks 

beorn@grafana.com

https://github.com/beorn7/talks

