SHARING 15 CARL NG

{OUR KUBERNETES CLUSTER,
NAMESPACES, AND YOU

Amy Chen & Eryn Muetzel

@theamycode @errbear3



NAMESPACES VS CLUSTERS

“Kubernetes supports multiple
virtual clusters backed by the same
physical cluster. These virtual clusters are

called namespaces.”

https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/


https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/

NAMESPACES IN THE “REAL WORLD”

e‘ Nick Young @youngnick - Mar 13 v
'-'("' Awesome, congrats!

Remind me to tell you a funny story sometime about the time we accidentally [created]
80,000 namespaces though.
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https://twitter.com/youngnick/status/1105958932680343552


https://twitter.com/youngnick/status/1105958932680343552

USE CASE 1:ONE TEAM PER CLUSTER
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USE CASE 2: SHARED CLUSTERS
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Cluster




WHAT DO YOU NEED TO CREATE “VIRTUAL CLUSTERS™?

Boundaries
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Access
App
Security

policies
Resource
Control




NAMESPACES IN THE “REAL WORLD”
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COMMON APPROACHES

Per team Per app Per env
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[NFRASTRUCTURE (CLUSTER) VS. APP (NAMESPACE)

[ Cluster
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Namespace ]

Cluster access
Infra security
Cluster size

Cluster config
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Namespace access
App security
Namespace quota

Namespace config



SECURITY BOUNDARIES

RBAC
Pod security policies
Network policies

Image policies
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Label policies



QUOTA ENFORCEMENT

4 CPU

4 Memory
Jd Storage
4 Objects



HOW? ADMISSION CONTROLLERS

. Object . . .
API . API HTTP 3 AuthN - Mutating 3 - Validating 3 Persisted
request handler Authz admission s§hem§ admission to etcd
validation
Webhook Webhook Webhook Webhook
(Log) (Alert) (Log) (Alert)



HOW MANY NAMESPACES!
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CONFLICTING NEEDS

Developers want.. Operators want..
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SCALING TO MANY CLUSTERS

Organization
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HOW? OPEN POLICY AGENT

General purpose
policy engine y
CNCF hosted [ )

Declarative policy
language

Unified control

incubating project across stack







