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Open Policy Agent

Policy-based control for cloud native
environments.
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OPA: Community

Inception

Project started in 2016
at Styra.

Godl

Unify policy
enforcement across the
stack.

Users

Netflix
Medallia
Chef
Cloudflare
State Street
Pinterest
Infuit
Capital One

...and many more.

Use Cases

Admission conftrol
Authorization

ACLs

RBAC

IAM

ABAC
Risk Management
Data Protection
Data Filtering

Today

CNCEF Incubating
project

60 contributors

750+ slack members
2000+ stars

20+ integrations
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What Is OPA ¢
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OPA: General-purpose policy engine

iRequest
.......................................................................... { e |

Input can be any JSON value: | : Ou’rpu’r can be any JSON value:
5 ' Query i T Decision

- "alice" e EEESONG ) TETEED e true :
- ["v1", "users", "bob"] "request rejected" 5
{"kind": "Pod", "spec”: ..} - {"servers": ["web1", "web2"]}
Policy Data
(Rego) (JSON)
W @ashtalk openpolicyagent.org
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OPA: Features

e Declarafive Policy Language (Rego) i Request

e Library, sidecar, host-level daemon [ Service }

e Management APIs for control & observability Query i T Decision
e Tooling to build, test, and debug policy

LES

Policy
(Rego)

YW @ashtalk openpolicyagent.org
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Data
(JSON)




OPA: Infegrations

v &

icorp

(L@ ‘v\ A Kong ) spring

envoy

Istio

Linux PAM

® §€kqfka;§ MINIO

ceph

?SQLite '.Q‘ elastic
W @ashtalk

Admission Control

APl Authorization

SSH & sudo

Data Protection

Data Filtering

“Restrict ingress hostnames for payments team.”
“Ensure container images come from corporate repo.”

“Deny test scripts access to production services.”
“Allow analysts to access APIs serving anonymized data.”

“Only allow on-call engineers to SSH intfo production
servers.”

"Trades exceeding $10M must be executed between
9AM and 5PM and require MFA."

"Users can access files for past 6 months related to the
region they licensed."

openpolicyagent.org
A CNCEF Incubating Project



How does OPA worke
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How does OPA work?e

¢ Request

[ Salary Service V1 }

Example policy
Query i T Decision
"Employees can read their own salary
and the salary of anyone they [‘ OPA}
manage.”
Policy Data
(Rego) i i (JSON)
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OPA: Declarative Language (Rego)

Example policy

Employees can read their own salary and the salary of
anyone they manage.

Input Data

method: "GET"
path: ["salary", "bob"]
user: "bob"

’@aShtalk openpolicyagent.org , ’
A CNCF Incubating Project



»

OPA: Use Cases
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Use Cases orA '@
OPA ‘ Container Execution, SSH, sudo
kubernetes / * " ”
N docker L B
Admission Control \\ i

e
E Container Cloud OPA ‘
I Data Protection &

I
- App Data Filtering i
OPA
‘ L — OPA ‘ O §@kafka é MINIO I
, : . ceph
Mlcroserwce APIs Risk Management ?SQthe S eIastlc:
l\ fii SDrlng Ny e e e e = =

Totio  LINKERD @ wPivotal N .
% Terraform ;
ashtalk & Terra openpolicyagent.org
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Use Cases: Ceph Data Protection

Y )

~

RBD CEPHFS
LIBRADOS
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OPA: Demo
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Demo: Setup




Thank Youl

" openpolicyagent.org

A N :
| S' slack.openpolicyagent.org

(:} github.com/open-policy-agent/opa
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