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Network Machinery

A United-Front For Network Troubleshooting
with CRDs

Adel Zaalouk, SAP - @ZaNetworker O
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" The State of Network Troubleshooting in Kubernetes

" CRDs Are Not Just for Add-ons, they are for Networking Too
" Use-Case |: Network Reachability & Traffic Shaping CRDs

= Demo

= Use-Case ll: Kubernetized-SDN CRDs

= Demo
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Troubleshooting On-Premise
Kubernetes Network:
Underlay, Overlay and Pod

Tomofumi Hayashi, Red Hat

Kubernetes Networkmg

Minhan Xia & Rohit Ramkumar,
Google (Intermediate Skill Level)
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Failed Create
Network Sandbox

Conntrack entries are stale, traffic is
being sent to ghost pods

CNI Plugin /
llllll No common place, no APIs. , S rlugl!

X K Bad CNI: Pods Readiness
net.ipv4.conf.eth0.forwarding=0

Great tools just die out. felled (23
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IPTable rules between Kcu?)r;fllé"itirlll%stPort) and Kube-proxy H ow to pOOI_I n th IS kn OWI edge N

. IPTables i
Kubernetes in a standard way? = [EE Ku.ferﬁfté';\
------ Packet loss
tcpdump on pods / nodesin, T S T e {;::E:sé::mpeg) \
sender / receiver sides
Hov. . Kubernetes Networking
...... No tool just
good practices
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"CRDs Aren’t Just For Addons & Eﬂ

CRDs Aren’t Just For Addons

KubeCon NA Seattle Tim Hockin <thockin@google.com>
‘ Principal Software Engineer
o018 @thockin

Kube-style APls are = We already have an APl  Birth of the Operator: Declarative APls, actuated CRDs are no
simple and powerful server ( and Storage ) Asynchronusly by Controllers longer 2nd Class

~ Declarative Schema Validation
with OpenAPI v3

Native-feeling APIs without
changing Kubernetes code!

Admission (Mutation
and Validation)
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%? MULTUS
\ NetworkAttachmentDefinition
\{Munus / CNI-Genie

 GlobalFelixConfigs |

' VirtualService ‘

\\BGPPeers ) ' DestinationRule

 GlobalBGPCOnfigs ServiceEntry |

IPPools

’/Gateway- J

>

. ‘GlobalNetworkPoIicies/ There are already some

Networking CRDs out there

: HostEndpoints ‘

' Clusterinformations k
N

NetworkPoIIch

And Probably A lot More...

Network Machinery?
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Utilize CRDs to build Network Troubleshooting Operators.
" Very familiar and widely accepted by the community.
" Many helper frameworks available.
" Declarative configuration for the resources.

= Qut-of-the-Box feature-set such as:

= Validating / Mutating / Conversion Webhooks

= \ersioned APIs with auto Code-Gen
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[NotworkTrafﬂcShaplng] [NotworkModuloValldatorJ (NetworkPerfomlanoeTest] [NetworkConnectlvltyTest]

= [NetworkMachine"Y] -

~ T

[NetworkMonItor) (NetworkControl) (NetworkNotlflcatlon] (CNIBenchmark) (CNIPerfomance)




Network Machinery Collection ¢ el

NetworkTrafficShaping [NetworkModquValldator} [NetworkPerfonnanceTest) [NetworkConnectlvltyTost

‘ [NetworkMachinery] .

[Networkﬂonltor [NetworkControl] [NotworkNotlﬂcaﬂon

| CNIBenchmark| | CNIPerfomance |
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Demo time
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* L3 & L4 connectivity and performance checks are not enough.

* We need more intel on what’s happening in the network.

 Network Monitoring

 Networking Control

e We need to SEE and DO!
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EDN | OpenFlow / sFlow Capsule 3 E

 SDN is about the Separation of the Control-Plane and Data-Plane

* An early effort for programmable networks

3. Consistent, up-to-date global network view 2. At least one Network OS
N\ probably many.

Open- and closed-source

Network OS

1. Open interface to packet forwarding

. C?’(Open Flow
Packet -

Forwarding Pcket

Forwarding

Packet

Packet Forwarding

Forwarding
Packet
Forwarding

http://www.itc23.com/fileadmin/ITC23 files/slides/K1 McKeown- ITC Keynote Sept 2011.pdf
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 SDN is about the Separation of the Control-Plane and Data-Plane

* An early effort for programmable networks

1 SSL

Flow Table

OpenFlow Enabled
Switch

Actions \ <Match, Action> (thiongl Actions \
* Forward *  Modify

e ALL

* SetVlan Priority
e CONTROLLER

. Set Destination IP

e LOCAL * Enequeue
e TABLE * Send Packet to a queue
= INPORT

belonging to a port
Optional: Normal, STP

" _ _ _

<Match, Action, Counters, Priority, Timeout,Cookie>
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Our goal is to close the loop (Network Monitoring / Control)

@ Openviow

low configuration delay

@ Openiiow

Network _%
Control
Actual Network
Monitor

https://sflow-rt.com/ low measurement delay SFIOUJ‘

(Gontroter ) Desired

"9

SDN application
low planning delay
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-3 Controller
g
------------------ OVSDB ----- OpenFlow -====-=======-=-
Open witch g / *
@ .
« T | ovsdb-server ovs-vswitchd
= Y 3 8
Security: VLAN Monitoring: Netflow, | = e
s~ isolation, traffic filtering sFlow, SPAN, RSPAN
< E First Packet = — Kernel Datapath T —>
T R Automated Control: i Subsequent >

and traffic shaping

OpenFlow, OVSDB Packets
mgmt. protocol i

https://www.openvswitch.org/support/papers/nsdi2015.pdf

https://www.openvswitch.org/
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> apiVersion: networkmachinery.io/vialphal apiVersion: networkmachinery.io/vlalphal
. kind: NetworkMonitor kind: NetworkNotification
> S — metadata
e name: network-notification-1
£ monitoringEndpoint spec.
\ . ip: networkEvent
P port flow.
. flows name
name
{ keys
keys: ;/
y . value value
Y log: event
Yo name eventiD: 1
. . keys: threshold: 20
\ ra‘ue value: 1.20
log:
. agent
- thresholds: vg
ame timestamp:
metric: name:
\ ) \ value: 100 metric
. TS WS flowName thresholdID
L] . eventsConfig:
. - maxEvents:
L] timeout:

dataSource




Demo time
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apiVersion: networkmachinery.io/vlalphal
kind: NetworkPerformanceTest

apiVersion: networkmachinery.io/vlalphal metadata
kind: NetworkModulesValidator ng(f;“e perf-test
metadata type: iperf
name: module-validator-daemon clients

kind: pod | service

>PeC name: podName | serviceName
nodes: all namespace namespaceName
het configuration
. protocol tcp | udp
bridge . bandwidth: 1000m #Mbps
brldge'nf'ca”'lptables bidrectional: true | false
ipv4 kind: node
ip forward: 1 name: nodeName
- configuration
arp_proxy protocol: tcp | udp
interface ethO bandwidth: 1000m #Mbps
value: 1 bidrectional: true | false
servers
kind: ip
ip 1.2.3.4

kind: pod | service
name: podName | serviceName
namespace: namespaceName
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 Many tools and patterns but no APl or common access point.
* CRDs enables us to describe and harmonize our APIs.

* Network Machinery utilizes CRDs for network troubleshooting

* First line of defense (Reachability / Performance / Traffic Shaping)
* Second line of defense ( Network Visibility / Management / Control)

* Also, sanity checking and network modules validation
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y @ZaNetworker
1 ’ @zanetworker

Netwovrke Machiner~

https://github.com/networkmachinérv

Gavdenev 0

https://github.com/gardener
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apiVersion: networkmachinery.io/vlalphal

: / S kind: NetworkConnectivityTest
SOMVC€(S§ L% ng OV\ rT:Efi::iatsamokeping

: ﬁ;-: > spec

layer
source
name

namespace
container
destinations
kind: pod
namespace: default
name: somepod
kind: pod
namespace: default
name: kubecon-pod
kind:ip
ip
kind: service
namespace: default
name: kubernetes
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apiVersion: networkmachinery.io/vlalphal

SOM\(L.e(SB L L D€S OV\S I:r:r;?a:;’;workCOnnectivityTest

name: port-test
spec

layer

source

name

namespace

container

destinations
kind: pod
namespace: kube-system
name: kubecon-pod
port
kind: service
namespace: default
name: kubernetes
port

2000:30
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\r\‘!eH' loss
apiVersion
Ingi dy networkmachinery.io/vlalphal

kind: NetworkTrafficShaper

‘Reachability & Traffic Shaping e B

\0097 T) metadata
0 name: inject-delay | inject-loss
A spec
LoSs > eHo targets

- type: delay | loss
device: ethO

value: 200ms | 90%

N kind: pod | selector
name: podName
namespace: namespaceName
targetSelector
SOMS P matchLabels
app: demo-kubecon
D€\0\\{ > r'\e%"f\o configuration
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 SDN is about the Separation of the Control-Plane and Data-Plane

* An early effort for programmable networks

ool )PP
| \ w ) v g s
Applications s==/Open/iniartcs: == Fcaturcs Control .Contnol |
" " . AUv r or s
Specialized or BT E or vac Sp()( ld|l/ed & Plane 0 Plane Plane
_ (0S) :

Operating Control

o P

Specialized —— Open Interface —

Specialized

—— Open Interface —

Merchant
Switching Chips

Specialized
Hardware

Specialized

Hardware Microprocessor

Vertically integrated Horizontal Vertically integrated Horizontal

Closed, proprietary - Open interfaces Closed, proprietary » Open interfaces
Slow innovation Rapid innovation Slow innovation Rapid innovation
Small industry Huge industry

http://www.itc23.com/fileadmin/ITC23 files/slides/K1 McKeown-ITC Keynote Sept 2011.pdf
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apiVersion: networkmachinery.io/vlalphal
kind: NetworkMonitor
metadata
name: sflow-monitor
spec
monitoringEndpoint

ip

port
flows
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keys

value

log
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keys

value
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value: 100

flowName
eventsConfig
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timeout

——
sFlow
/
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Network Machinery In Action ¢
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apiVersion: networkmachinery.io/vlalphal \
kind: NetworkNotification

t * metadata =
! % name: network-notification-1 ' I '
. . “net S
% networkEvent
.« e 7 flow .
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‘ keys
\ value
° event
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