
Kubernetes + Encrypted Memory = 
Security * Privacy
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• IBM’s statements regarding its plans, directions, and intent are subject to change or 
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Agenda

ØSecuring Data                 

ØIntroducing Memory Protection

ØKubernetes Integration



How Do We Secure Data and Code?

Data at Rest 

Data in Use ??

TLS/HTTPS

Data in Transit

Ø From other software
ØMalicious Admins
ØCompromised 

host/hypervisor



What is being done?

IBM Power
• Secure VM and 

Protected 
Execution Facility 
(PEF)

Intel
• SGX
• Total Memory 

Encryption -
TME/MKTME

AMD
• Secure Memory 

Encryption
• Secure Encrypted 

Virtualization 
(SEV)



Explain Like I'm 5

Create a black box in memory
• Stuffs inside the black box is protected from anything 

that is outside.



Secure VM and Secure Containers

Ref: https://ibm.co/2DOL7LJ

Protected Execution Ultravisor 
(Firmware)

Linux/KVM
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containers

Secure Containers

Untrusted

Trusted

SVM

Ø SVM Image = Encrypted RootFS + Lock Boxes + Encrypted 
Secrets

Ø Secure Container = SVM Image + Container RootFS
Ø Encryption Key (for rootfs, secrets) and integrity info put in 

Lock Box
Ø Lock Box is wrapped using system public key
Ø No code changes needed for application or container

TPM
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Key

IBM Power Hardware

Protected 
Execution Facility

Trusted Boot

Public 
Key

Public 
Key

Lock Box



How can we use it with k8s?

Leveraging Kata container runtime
•Kata launches Secure containers (SVM + container)
•Aspects related to ephemeral volumes, extraction of 

container image etc needs to be handled



Secure Containers with Kata

Kubelet

CRI-O

Containerd
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(cgroup

container
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Kata Containers

https://katacontainers.io/

https://katacontainers.io/




Pod







Image by Wikipedia

Demo





But...

Registry is 
not encrypted

Images are extracted on the host



Work in Progress

Encrypt Container images
• Ongoing effort to bring encryption to container images
• Presented in DockerCon 2019 - https://bit.ly/2LQhq3v
• KEP with Kubernetes community to add support for Encrypted Container 

Images
• Join us in Kubecon Shanghai 2019 where we will talk in detail

Enable the OCI runtime to pull Images
• Directly inside the confines of the SVM
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Thank You



Back up



Prepare the Images



Untamed Root

Root User in the Cloud Systems
• Malicious root can snoop on all containers

System Vulnerabilities Can Lead to Privilege Escalation
• In Multi-tenant environment this could lead to snooping on unauthorized containers
• RunC Vulnerability (CVE-2019-5736)
• Dirty COW(CVE-2016-5195)

Conflict of Interest
• What if your Cloud Provider is also your competitor


