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Ying Chun Guo “Daisy” @daisy-ycguo Shao Jun Ding “Iris” @irisdingbj
Interested in Serverless Interested in Service Mesh
Contribute to Knative, Apache OpenWhisk Contribute to Isito
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* Serverless and Knative

* Service Mesh and Istio

* Benefits of Istio on Knative
* Costs of Istio on Knative

* Summary
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Functions

Containers

¢ Faster start-up times
* Better resource utilization
Virtual machines ¢ Finer-grained management

Increasing focus on business logic

¢ Splitting up the monolith

Bare Metal

\ 4

Decreasing concern (and control) over infrastructure implementation
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* Stateless

* Event Driven

e Auto-scaled / Scale-to-zero
* Short Lived

* Reduced Cost

* Faster Time to Market
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APACHE

OpenWhisk

Open Source Serverless Project

@ Kubeless
Kubernetes - %

E

OPENFAAS
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* Knative Building Of\n w

* Knative Serving

From source to

Eventing )
services

* Knative Eventing
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Micro services

Users want to ... A

Locate a service by a host ( \
name and path

Control the traffics - - - -
Secure services access

Logging, monitoring, and
tracing

<
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A service mesh provides a
transparent and language-
independent network for
connecting, observing,
securing and controlling the
connectivity between
services.
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An open service mesh platform
to connect, observe, secure,
and control microservices.
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An open service mesh platform to connect, observe, secure, and control
microservices.

o« '®  Connect: Traffic Control, Discovery, .\.‘\/")o Observe: Metrics, Logging, Tracing
o '®  Load Balancing, Resiliency “
[ I @

/\/ / Secure: Encryption (TLS), \,.._

Authentication, and Authorization of » Control: Policy Enforcement
service-to-service communication

NP =
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Mesh Boundary @ Service A Service A
HTTP/1.1, HTTP/2,
— Ingress- gRPC or TCP - Egress-
gateway with or without / gateway
mTLS
> Proxy

kubectl [ﬁ] istioct! @

\ / 5"
Policy Telemetry

.- }u Adapter

Kubernetes API
server ,- .. o
. Ss. o .
% Tl Adapter o = - ‘k Mixer
“‘ TP e ~~—
% Configuration f— “*-..._  Configuration f TLS certificates f
. data to proxies * “*-..__data ' to proxies
6 \ [ 4 ... ' < '
etcd \ S B LOO :
. . ‘k Pilot <-- ‘\ Galley ‘\ Citadel
| = data flow *, S— - —
----- » management flow DS
Sidecar-injector Control Plane
Istio Architecture Y
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Traffic Routing

Istio

Knative

Kubernetes
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Manages the hosting aspects of your app

* Service - manages the lifecycle of app

Route [ Configuration ]— |

* Configuration - manage history of app

A
I

Revision 1

* Revision - A snapshot of your app
* Config and image

e e A
— e

—— 90% —> Revision 2 <-

* Route - Endpoint and network traffic
management

— 10% —>{ Revision 3 [« -
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An Istio Virtual Service will be created for every Route

—— e

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
spec:
hosts:
- helloworld-go.default.svc.cluster.local

route:

- destination:

host: helloworld-go-67qcl-pub.default.svc.cluster.local
weight: 100

Revision 1 ](- -

[
[ Revision 2 ]<— =

|(
|
L — -
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An Istio Virtual Service will be created for every Route

|
|
|
-
|
I
apiVersion: networking.istio.io/vlalpha3 :
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

kind: VirtualService
spec:
hosts:
- helloworld-go.default.svc.cluster.local
route:
- destination:
host: helloworld-go-67qcl-pub.default.svc.cluster.local

weight: 90

[ Revision 1 ](— -
—— 90% —>[ Revision 2 ](—
- destination:
host: helloworld-go-35gbe-pub.default.svc.cluster.local

weight: 10 D -

| U U W

—— e
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With side car injected

* Can turn on mutual TLS, which secures service-to-service traffic within

the cluster.

e Can turn on Gateway TLS with Secret Discovery Service (SDS)
* Can use the Istio authorization policy, controlling the access to each
Knative service based on Istio service roles.
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External ! Internal Ingress Pod
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Europe 2019
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* |stio taking care of Service Mesh
* Traffic control
* Secure services access
* Telemetry

* |t makes Knative focus on serverless
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Any costs?
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* Full Istio

* Full Istio with CNI plugin
* Full Istio without Policy
* Minimal Istio
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Service A

* Full Istio with sidecar using init-container

Service B
Ingress Gateway

Internet

7.316s : pod_creating
HTTPAL1,
HTTP/2, gRPC,
TCP with or
without TLS

HTTP/11, HTTP2,
gRPC, TCP with or
without TLS

Policy check

A
Discovery & Config *
10 Envoy :

i : TLS certs.
¥ s

Long cold start-up time
m—ﬂ__‘ Pilot Policy
‘ ----- » management flow

Telemetry

Citadel

Services

v Enjoy control and observability
Additional latency for policy check

= istio-ingressgateway

-
= istio-ingressgateway -
:

6.402ms : helloworld-go-67gcl-pub.default.svec.cluster.local:80/*
2.076ms : async outbound|9091| it istil

2.561ms
E helloworld-go-67qcl.det

luster. I
330us : /istio.mixer.v1.mixer/check

3.841ms 5.122ms
| egress

- [120us : kubern skub (kuber:

. 3.373ms -

-go-67qcl-pub.default. |
1.743ms : async outbous

ter.local:80/~

[86818  /istio.mixer1.mixer/check




KubeCon | CloudNativeCon
. Europe 2019

* Full Istio with sidecar using CNI plugin

. 4.187s : pod_creating

Service B

Ingress Gateway

Internet HTTPA.1, HTTPR,
GRPC, TCP with or
without TLS

HTTP/LY,
HTTPP2, gRPC,
TCP with or

without TLS.

Long cold start-up time
. % v Enjoy control and observability

i toEnvoy

Discovery & Config +
to Envoy

vy

I RIS v Remove security requirement for pod
Additional latency for policy check

Services

2.414ms 4.828ms 7.242ms
12.070m:s : helloworld-go-zqg4rr-pub.default.svc.cluster.local:80/* .

S istio-ingressgateway . 2.144ms : async outbound|9091]|istie-poli

D’Ius : kubernetes:kubernetesenv.istio-system(kubernetesenv)

- - 3.545ms : helloworld-go-zq4rr-pub.default.svc.cluster.local:80/*
. . 2.230ms : async ot \d|9091|isti licy.istio-system.svc.cluster.local egress
- - -s : /istio.mixer.v1.mixer/check
: -

[Oe6us : kuberr :kubernetesenv.isti

i istio-system.svc.cluster.local egress
. 290us : /istio.mixer.v1.mixer/check .

istio-mixer B

netesenv)
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* Full Istio with sidecar using init-container
b POI|CV d|sab|ed .7.003s : endpoint_wait

posidiodd sdiodd . 6.830s : pod_creating

HTTP/.1, HTTPP2,
9RPC, TCP with or

HTTP/2, gRPC,
TCP with or
without TLS

Long cold start-up time
v Enjoy traffic control & observability
v No additional check Latency

Services 485us 970us

-2.424ms : helloworld-go-67qcl-pub.default.svc.cluster.local:80/* .
helloworld-go-67qcl.defs - 1.369ms : helloworld-go-67qcl-pub.default.svc.cluster.local:80/*
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* Minimal Istio without sidecar 161s : pod._creating

Service A

Ingress Gateway "
A

Internet > |I

HTTPA.1,
HTTP/2, gRPC,

v Short cold start-up time
No control and observability
v No additional latency

Discovery & Config
to Envoy"..

| —> data flow .
----- » management flow Pilot
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Istio Costs Benefits
Long cold Additional latency | NET_ADMIN | Traffic Policy Control | Security | Telemetry
start up time | in response time | capabilities | Routing
Full Istio

Full Istio with CNI
Plugin

Full Istio without
policy

Minimal Istio
without
Sidecar
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* |stio is a good complement of Knative.

* Carefully selection of Istio
v'"Manual sidecar injection.
v'Disable policy if possible.
v'Use CNI plugin if security restriction(Alpha).
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