


A ‘./
u._%\ b 32 :
% '-'?g@d?d: £ o | rone 2015
2 ‘j_i‘c;r",;ﬂi ”4% 9% .
“ From Snowflake Servers

to Snowflake Clusters
Our GitOps Journey
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* Security
e Common workloads
* GitOps
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Difficult to Reproduce Change/upgrades problematic

Hard to debug & test Instances out of sync

Lack of audit trail Environment mismatch

ooooooooooooooo
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Problem @ K

* Application teams need to move legacy applications to
containerized workloads

* Constraints
* Region requirements
* Security concerns
* Developer and Operator experience
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* Security

* Multi-tenancy
* Common services based on patterns
e Structured onboarding for tenants
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 Manage different types of clusters
 Automated deployments & base services
 Tenant Workloads — options & customizations

Single Tenant
Cluster

Control Cluster

Multi-Tenant
Cluster




Timeline w K
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Introduce Kubernetes Snowflake Prevention
Introduction to application teams Consolidate base services
Excitement in technology & Automation

Ability to control deployments Scalable, Redundant & Secure

Complexity Tenant Management
Application teams overwhelmed Tenant Isolation
Difficulty navigating technology Extend base services

Custom dashboards
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 Store state in Git — source of truth
* Manage deployments from Git
* Argo CD ensures the cluster state matches Git

@ git
|
l
|T( ustomize.io

®  Overlay ® Argo Deploys

§  — 3

J Qrgo kubernetes
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Software Defined
AZ1l AZ2 AZ3

Network (NSX-T)
P.KS API NSX T1
Director Router/Subnet

OPS Man

Multi-AZ Object & Block Storage [ |

*PKS=Pivotal Container Service
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Software Defined
AZ1..3

Network (NSX-T)
= Non-System Namespace Subnet
= T8
O Subnet
é kube-system Namespace }—__,r
= Subnet
pks-system Namespace h
W
ﬁ.ﬁ = Subnet Gateway
A
Conclourse I PKS API 3m —|—>m

|
O git



Environment (Sandbox, Dev, Stage, Prod)
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Environment (Sandbox, Dev, Stage, Prod)
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Environment (Sandbox Dev, Stage, Prod)

Monitoring
Grafana
Custom Dashboard
Grafana

Monitoring

T 431snP)

Grafana

Control Cluster
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Kustomize Overview
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® Base Apps ® Overlay

apiVersion: vlbetal

kind: Ingress - op: replace

. path: /spec/tls/0/hosts/0

name: kibana value: kibana.kubecon.mc.com

spec: — op: replace

tls: path: /spec/rules/0/host

— hosts: value: kibana.kubecon.mc.com
— kibana

rules:

— host: kibana

apiVersion: vlbetal
kind: Ingress

name: kibana
spec:
tls:
— hosts:
— kibana.kubecon.mc.com

rules:
— host: kibana.kubecon.mc.com



Cluster Creation and Provisioning ..

MC
Cluster
CRD

MC A-la-
Carte
SVCs CRD

MC Cluster
Mapping CRD

App Definitions
Kustomize Overlays

Kustomize
¢« Deployments

Argo
Applications

X

CloudNativeCon

N Europe 2019

Core Service

Qrgo A-La-Carte Service

&

Provisioning

Control Cluster

191sn|D) MapN
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ERD — Cluster Spec ...

apiVersion: kubernetes.mc.com/vlbetal |
kind: ClusterSpec

metadata: apiVersion: kustomize.config.k8s.io/vlbetal
name: cluster-specificat{ kind: Kustomization

spec:

resources:
clusterURL: https://clusf] _ cluster-spec.yaml
clusterName: card-loyal{ | 5s:
Kustmize baseFQDN: dev.exampl -name: CLUSTER NAME
i3 e clusterType: cardLoyalt objref:
MC A-la- : inheritFromTypes: kind: ClusterSpec
Svc(:asrtCiD g : - singleTenant name: cluster-specification
: Argo - piiData i ion:
: s P apiVersion: kubernetes.mc.com/vlbetal
: - pciCompliant fieldref:
clusterNodes: 10 fieldpath: spec.clusterName
MESSS 5 clusterPlan: medium
Mapping CRD § . - name: CLUSTER_FQDN

- name: CLUSTER_URL
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ERD — Mapping Spec

Kustomize

Deployments
MC A-la-

Carte
SVCs CRD

MC Cluster
Mapping CRD

I Europe 2019 ——

apiVersion: kubernetes.mc.con
kind: MappingSpec
metadata:
name: a-la-carte-specificatio
app-name: mc-loyalty
spec:
cardLoyalty :
project: card-loyalty-serviq
apps:
- name: storage-service
folderName: storage-s
baseURL: ../../../../../a-
automatedSync: true
- name: queue-service
folderName: queue-se

baseURL: ../../../../../a-

automatedSync: true

apiVersion: kubernetes.mc.com/vlbetal
kind: MappingSpec
metadata:
name: mapping-specification
spec:
core :
project: core-services
apps:
- name: monitoring ...
- name: logging ...
singleTenant:

piiData:
project: pii-services
apps: ...
- name: pii-logging
pciCompliant:
project: pci-services
apps: ...
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ﬁustomize

- op: replace

path: /spec/rules/0/host

value: kibana.$(APP_NAME).$(CLUSTER_NAME).$(CLUSTER_FQDN)
- op: replace

path: /spec/tls/0/hosts/0
Ipii-log]_Value: kibana.$(APP_NAME).$(CLUSTER_ NAME).$(CLUSTER_FQDN)

kustomization.yaml

Kustomize patch-kibana-deployment.yaml
L patch-kibana-ingress-host.yaml
patch-kibana-storage.yaml

Argo
Applications . ) . . .
apiVersion: kustomize.config.k8s.io/vlbetal

kind: Kustomization

MC A-la-
Carte
SVCs CRD

MC Cluster
Mapping CRD - -

bases:
-../../..]..]../pii-deployments/pii-logging
- ../../../specs/clusters/dev




Argo CD Application ¢ B

MC
Cluster

CRD .
Kustomize

Deployments
MC A-la-

Carte
SVCs CRD

MC Cluster
Mapping CRD . -

Argo
Applications
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apiVersion: argoproj.io/vlalphal
kind: Application
metadata:
name: S(CLUSTER_NAME)-S(APPLICATION_NAME)
namespace: argocd
spec:
destination:
namespace: S(APPLICATION_NAMESPACE)
server: S(CLUSTER_URL)
project: S(PROJECT _NAME)
source:

path: environments/dev/deployments/S(CLUSTER_NAME)/S(APPLICATION_NAME)

repoURL: https://some-git-repo.com/kube_environments.git
targetRevision: HEAD
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Improve Onboarding KubeCon US
Improve tenant experience Present updates
Automation enhancements Share implemented tool

Tenant Management Application Rollout
Tenant Isolation Ul for tenant on boarding
Extend base services Simplify a la carte selection

Custom dashboards
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* Security

e Pattern from common needs

* GitOps

 Leverage CNCF upcoming technologies
e Cluster API
 Multi-tenancy SIG
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Thank you

YW @arichardet @fabiOg
&

s ) @arichardet @fabgia
richardeta@objectcomputing.com

fabio.giannetti@mastercard.com
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References ¢ i

https://landscape.cncf.io/

https://concourse-ci.org/

https://pivotal.io/platform/pivotal-container-service

https://kustomize.io/

https://argoproj.github.io/argo-cd/

argo
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