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Who Are We?

Tim Hinrichs

Co-founder & CTO at Styra
Co-creator of OPA

@tim on OPA 
@tlhinrichs

Torin Sandall

Engineer at Styra
Co-creator of OPA

@tsandall on OPA 
@sometorin
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Example: Application

accountspayments promotions notifications

SQL

portal

S3 Partner APIs

bob (customer)
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authz
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● How do you enforce new policies from infosec, 
compliance, or legal?

● How do you delegate control to your end-users?

● How do you roll-out policy changes?

● How do you leverage context, e.g., HR/User DB?

● How do you render UIs based on policy?

● How do you test your policies for correctness?

● What about 100+ services written in Java, Ruby, ...

Obvious questions...
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CONFLICTING INGRESS 
HOSTNAMES

VULNERABLE 
CONTAINER IMAGES

ALLOW ALL
EGRESS TRAFFIC

UNLIMITED
CPU AND MEMORY
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OPA: Unified Policy Enforcement Across the Stack

OPA

Cloud

Orchestrator

Risk Management

Linux

Container Execution, SSH, sudo

OPA

OPA

OPA

Admission Control

Microservice APIs

Data Protection & Data Filtering

OPA

Forseti Security
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OPA: General-purpose Policy Engine

Service

OPA

Policy 
(Rego)

Data
(JSON)

Request

Policy
Decision

Policy
Query

Linux PAM

Input can be ANY JSON value Output can be ANY JSON value

Enforcement is decoupled from 
decision-making.
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Community Update
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Community Growth

Joined CNCF Sandbox

410 commits (93% Styra)

~1,000 image pulls per week

200 slack users, 400 stars

KubeCon Copenhagen May 2018

Promoted to CNCF Incubating 🎉

480 commits (75% Styra, 7% Chef, 5% Cisco, 13% other)

~25,000 image pulls per week

>800 slack users, >2,000 stars

~150 public repos containing .rego files

KubeCon Barcelona May 2019
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● Fine-grained policies for 
compute/network/storage resources.

○ Disallow ALLOW ALL egress traffic rules...
○ Require CPU & memory limits...
○ Prevent ingress conflicts...
○ Block public image registries…

● Kubernetes, GCP, Terraform, or any 
structured data (conftest)

● Duality: Enforcement/Audit

Community Highlights: Configuration Guardrails
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Community Highlights: Chef Automate IAM
● RBAC & Project-scope access control models

● Well-documented architecture

● Introspection (Who Can Do What?)

● Uses Partial Evaluation optimization

github.com/chef/automate/tree/master/components/authz-service
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"OPA is like a 'deferred brain' to 
which I can pass relevant information 
and get decisions in return."

@KevinHoffman

Community Highlights: RPG Engine

Link: https://bit.ly/2M0AfB6

https://bit.ly/2M0AfB6
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Recent Developments
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play.openpolicyagent.org
● Experiment with policies in your browser

● Fast feedback loop

● Publish/share links to policy snippets

Example: https://play.openpolicyagent.org/p/16rXXc0HAF

https://play.openpolicyagent.org/p/16rXXc0HAF
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v0.11: Improved Debugging: notes trace filter
● trace(msg) built-in function is useful for debugging purposes
● Problem: Default tracing output is extremely verbose
● New "notes" filter surfaces output and relevant context

Before
$ opa eval -d notes.rego 'data' -f pretty --explain=full
Enter data.kubecon.deep_dive = _
| Eval data.kubecon.deep_dive = _
| Index data.kubecon.deep_dive = _ (matched 1 rule)
| Enter data.kubecon.deep_dive
| | Eval data.kubecon.room_8_1_g3
| | Index data.kubecon.room_8_1_g3 (matched 1 rule)
| | Enter data.kubecon.room_8_1_g3
| | | Eval true
| | | Exit data.kubecon.room_8_1_g3
| | Eval data.kubecon.wednesday
| | Index data.kubecon.wednesday (matched 1 rule)
| | Enter data.kubecon.wednesday
| | | Eval true
| | | Exit data.kubecon.wednesday
| | Eval data.kubecon.time_is_11am
| | Index data.kubecon.time_is_11am (matched 1 rule)
| | Enter data.kubecon.time_is_11am
| | | Eval time.now_ns(__local3__)
| | | Eval time.clock(__local3__, __local4__)
| | | Eval [__local0__, __local1__, __local2__] = __local4__
| | | Eval sprintf("the time is %v:%v:%v", [__local0__, __local1__, 
__local2__], __local5__)
| | | Eval trace(__local5__)
| | | Note "the time is 23:22:34"
| | | Eval __local0__ = 11
| | | Fail __local0__ = 11
| | | Redo trace(__local5__)
| | | Redo sprintf("the time is %v:%v:%v", [__local0__, __local1__, 
__local2__], __local5__)
| | | Redo [__local0__, __local1__, __local2__] = __local4__
| | | Redo time.clock(__local3__, __local4__)
| | | Redo time.now_ns(__local3__)
| | Fail data.kubecon.time_is_11am
| | Redo data.kubecon.wednesday
| | Redo data.kubecon.wednesday
| | | Redo true
| | Redo data.kubecon.room_8_1_g3
| | Redo data.kubecon.room_8_1_g3
| | | Redo true
| Fail data.kubecon.deep_dive = _
undefined

After
$ opa eval -d notes.rego 'data' -f pretty --explain=notes
Enter data.kubecon.deep_dive = _
| Enter data.kubecon.deep_dive
| | Enter data.kubecon.time_is_11am
| | | Note "the time is 23:23:2"
undefined



openpolicyagent.org

● By default variables capture globals
○ becomes a problem in large packages
○ := operator resolve this in many cases
○ some keyword handles remaining ones

v0.11: Language Improvements: some keyword

After

user = "alice"

allow {
some user
input.method = "GET"
input.path = ["users", user]
input.user = user

}

Before

user = "alice"

allow {
input.method = "GET"
input.path = ["users", user]
input.user = user

}
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v0.11: Native Integrations: WebAssembly progress
● WebAssembly (Wasm) is an instruction format for virtual machines

○ Provides a safe/efficient/portable runtime for policy evaluation
○ Goal: enable library embeddings of OPA policies in any language/runtime

● v0.10 added experimental Wasm stage to OPA

● v0.11 expands the fragment of Rego supported by the Wasm stage
○ All types of rules (ordered/unordered, default, partial sets/objects) now supported

● Example: open-policy-agent/contrib/wasm (CDN example)

Parse Check/Rewrite/Index
Interpret (Go)

Compile (Wasm)



openpolicyagent.org

Looking forward
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Google Summer of Code: IPTables integration

IPTables Controller

OPA

Policy 
(Rego)

Data
(JSON)

Generate IPTables rules

IPTables
desired state

Query for 
desired state

@Urvil Patel
@The Crushinator
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Use Case: Application & End-user Authorization

accountpayments promos alerts

SQL

portal

S3 Partner APIs

bob 
(customer)

alice 
(developer)

Questions OPA Answers and Progress

How do you enforce new policies from 
infosec, compliance, or legal? Policy-as-code

How do you delegate control to your 
end-users?

Hierarchical models
Delegation models

How do you roll-out policy changes? REST API, Bundle API

How do you leverage context, e.g., HR 
DB?

In-memory JSON data-store
Data-filtering 
Data-fetching

How do you render UIs based on policy? WASM compilation

How do you test your policies for 
correctness? Unit tests

What about 100+ services written in 
Java, Ruby, ...

Daemon
WASM compilation

Requirements gathering

Design

Implementation

Progress Guide
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Help Us Improve Discoverability
● More examples online

○ Policy libraries for Forseti and Gatekeeper help

● Slack and stackoverflow: better together 
○ Slack is currently the primary medium for Q&A
○ Fast responses, >800 people
○ Not archived/searchable
○ Please start asking questions on Stack Overflow and tag with open-policy-agent

+
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Q&A

Tim Hinrichs

Co-founder & CTO at Styra
Co-creator of OPA

@tim on OPA 
@tlhinrichs

Torin Sandall

Engineer at Styra
Co-creator of OPA

@tsandall on OPA 
@sometorin
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● Improved performance with Prepared queries
○ TODO add numbers

● Improved configuration override (--set=bundle.name:mybundle)
● New documentation!

○ Rego cheat sheet
○ Kubernetes admission control guide
○ FAQ updated with tips for

■ writing high performance policies
■ resolving safety errors
■ structuring policies
■ ...and more.

v0.11: More Improvements
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ADMISSION CONTROL

ADMISSION CONTROL

ADMISSION CONTROL
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