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L 4 Method apiExecute, at line 112 of j§

Scan Resulis | 5 v . adaie s i *
Severity handling code, the application exposes the exception detalls to error, in method apiExecute of ta-service-war\sre\mr
112
¥ Java
" o [ Bl o | &
a - . Comiment Save S
M Missing_HSTS_Header (1 Found) {?) o ResultState ¥ o ResultSeverity ¥ o Assigntolser W ﬁ? Comments L Save Scan Subset
v Low Id Direc1| Status Source Folder Sounce Filename Spurce Line Source Object
mproper_Exception_Handling (1 : Found) (?) 1 f New \ta-service-wa.. AbstractTACo. 133 e
mproper_Resource_Access_Authorization (5 . Found) (?) 12 f New \ta-service-wa.. AbstractTACe.. 138 ex
mproper_Resource_Shutdown_or_Release (2 . Found) (7?) 13 aa New \ta-service-wa.. AbstractTACo.. 140 [
4
ncorrect Permission_Assignment _For Critical_Resources (1 Found) (?) 14 d" New \ta-service-wa.. AbstraciTACo. 199 o
>
C | @ Secure | hitpsy i s s

Missing_HSTS_Header

Risk
What might happen

Failure to set an H5TS header and provide it with a reasonable "max-age” value of at least one year may leave users vulnerable to Man-in-the-Middle attacks.

Cause

How does it happen

Many users browse to websites by simply typing the domain name into the address bar, without the protocol prefix. The browser will automatically assume that the user's intended protocol is HTTP, instead of the encrypted
HTTPS protocal.
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1 Accuracy Leaderboard

B L Developer names have been anonymised for privacy

. @
i Rank

1 points Name points
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David Du Pre
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Guessable
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Active Missions
Proof of Concept Challenges: A from ® Brazil is attacking the View

application is based on public domain map data svelable from fVectoriiap and Metursl Sarth

© Secure Code Warrior 2017 o Tutorial @ Feedback ﬂ Support

Ref : [1] https://securecodewarrior.com/training.html

24



I DevSecOpsfEZk1Zi)ll — Secure Cod

=

Learning

4

Tournaments

all
Metrics

* [

Sensei Assessments

oS
<V

Select Vulnerabliity Category

Select Vulnerability Category

« |dentify the type of vulnerability present in the code and select it from the options
below.
+ The vulnerable files and lines of code have been marked with = .

Cross-Site Scripting (XSS)
Stored Cross-Site Scripting

Cross-Site Scripting (XSS)
Reflected Cross-Site Scripting

Memory Corruption
Stack Overflow

Injection Flaws
HTTP Injection

i Himt ([ Submit

Debug Information
= Challenge: 580e88240413719554de48eb

[2] https://securecodewarrior.com/training.html
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Administration

Email or shorthand Y AngularJS Version 1.x .

Quickswitch Jump < >

- e

1 "use strict’;

2

3

4 angular.module(’'MiniPastebin’).filter( 'boldText',

5 (text) {

6 $sce.trustAsHtml( '<b>" + text + "</b>");
7

B package.json

B config.json

B config.js

B bower.json

B app.js

B README.md

B procfile

B .gitignore

B .bowerrc

& test

™ rogutes

& = public
® vendor

}

& = app
B index.html
o styles
| — js
B app.js
|
™ services
=

x views

x fllters

B x > boldText.
™ factories
& directives
® controllers

® models

® middlewares

o keys

™ config/env
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