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Data Center Technology Tendency — =

System on bare metal HW w/o Part of DC building blocks All DC building blocks virtualized &
virtualization. virtualized. delivered as a service.

. L Virtualization Enabled Virtualization Enabled Full
O No Virtualization O Consolidation O Automations
: : : Self-service, Policy-enabled
No Orchestration Virtual Server Orchestration IT provisioning
@ Clearly Defined Silos @ Forced Integration of Silos No IT Silos

@ & @ ©@©@ =& @ @ @& @

Utilization High TCO Provision in Utilization 30% TCO  Provision in Utilization 80% TCO  Provision in
~30% Months ~60% reduction  Days/Hours 70~80% reduction Minutes
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Cloud Network Architecture

Product Service Layer

>

Policy Route Cross node QoS Guarantee Network
Virtual DCl Traffic Multi-Protocol Exception Visualization
Network VPC Control Analysis Analysis Optimization

d © == L@

Hybrid : ‘ SFC Traffic Limited Intent
Interconnection ﬁ Multi-SFC ACL Self-healing
Al

Control Layer

Bare Metal Host Switch Route Monitor VPN FWR&WAF

Infrastructure

Compute Network Security
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ISP SDN Solution 1n China T et

r
Unified Ctrl and Mgmt for Cloud and WAN V1%t
REBEHSDNZHZE---AERO L CTC/ODL
N
. ,. RestFul
= PRSRThEEN B T 7l =
AERO%‘) * OPEN HIZSIHEEN A OpenStack 1L H = OVSDB/;" BG‘?_LS
g | CMCC SDN APP | EmmEsEE R % k.
vLB. VFW. vRizH| = R4 RS ==
REST API \/F!-‘ﬁ*\&% - - S
wARB I sEHLRS e TCP/TLS IEhifis G:B
% [ e[ EeE | | e | [ | ;fR/D;% @?ﬁ@
. [ wewm |[ aoiE | [ owwaw | [ svesone | e% Bi;j?lbht A
o = >l ]
oL SAL (b %mizzw tmiEn Dual-i/e BGP policy for E2E provision and maintance for specific path in Native IP Network
NETCONF
SNMP. ovsDs 10/13 YANG OpenStack Neutron
& 4 4 2 CMCC APP API
=
o AL OpenFlow 2 #iHl.. Openfl .0/1. . . .
SO MERS owmmmen AN v i Unified Ctrl and Mgmt for Cloud and WAN by China Telecom based on OpenDayLight
S http://www.georgezhao.org/blog/major-chinese-carriers-shared-their-experience-of-leveraging-opendaylight
AERO: SDN controller developed by China Mobile based on OpenDayLight China “X”
unicomMmERXiE

@ B - 2k T R

https://www.opendaylight.org/news/foundation-news/2016/09/china-mobile-leading-chinese-telecommunications-provider-joins

o [ Bk iE SDNTE 3K

OpenDaylLight is a popular solution for ISP in China

X ODLFEAPY A9 SE e

B 58
20164128
Requirement analysis and best practices based on OpenDayLIght by China Unicom
http://www.georgezhao.org/blog/major-chinese-carriers-shared-their-experience-of-leveraging-opendaylight
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http://www.georgezhao.org/blog/major-chinese-carriers-shared-their-experience-of-leveraging-opendaylight
http://www.georgezhao.org/blog/major-chinese-carriers-shared-their-experience-of-leveraging-opendaylight
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Data Plane Technology Comparison iz ———
. Jovs (b |vRouter (OpenConual)

Popularity (in China) * %k Kk Kk *

Richness of network function * % %k Kk Xk * %

Working layer inside of TCP/IP stack L2-L4 L3

Segmentation of virtualized networks  VLAN or Overlayed TUNNEL(GRE, Overlayed TUNNEL(MPLS over GRE,
VXLAN, etc) MPLS over UDP, VXLAN, etc)

Performance of virtualized network High (in VLAN mode segmentation), Medium (in overlay mode
Medium (in overlay mode segmentation)
segmentation)

Lines of code 300K 50K

OpenFlow protocol Support Not support

License Apache v2.0 GPL

Open source community Majority, Active Minority, inactive

Interoperability with open source * %k % k Kk *

SDN controller
Recruiting corresponding staff Easy Hard
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Infrastructure of Inspur Cloud

China 2019

Proxy
VLAN

PXE
VLAN

Control
VLAN

Datacenter

Bridge Bridge | Bridge network
Virtualized [@@ntrol Plane
VvCP VCP VCP VCP
service service service service ]
Public
network
Storage control plane VCP VCP VCP VCP

service service service service

VCP VCP
service service

VvCP VvVCP
service service

Bridge

Bridge

Storage . .
Physical servers with KV

Storage Access
VLAN

Storage Replication
VLAN

Data
VLAN(s)
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Network Model in Inspur Cloud

Switch
Manage

n ethD - PXE
ethl Switch A
br-floating Bondo
Bond
br-mesh
eth2 Switch B
Datacenter
Internal netyvork 1 br-mesh networks MLAG
Router
br-mesh
i br-tun
Public traffic (SNAT) Network node
Public traffic (provider)
br-int
Compute node
“ eth0-PXE — _ Switch
Manage
ethl —  Switch A
br-floating Bond0
Bond
eth2 ~———— SwitchB

MLAG
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Inspur Open Source Networking Scheme — chinazots

OST ~/v2.0/acl
Inspur Cloud Platform OST ~/v2.0/VPC service
OST ~/v2.0/policy route
« Support large scale out network POST ~/v2.0/ports OST ~/v2.0/eip

« Support rich networking products ‘ f
> SLB Neutron REST API

> VPC <
v .
> EIP/SBW SRS S B R Service |2
39 SN E g 2 al.lzl3]E
> IPv6 S g H H E API 2 2 & |FSrarne
> NAT S § H HE "1 5[l
> VPC Connection £ . _
> VPN Plugins (Drivers)
W e - :
* Enhanced Neutron Dev. %g Venderl : Vender2 Vender3 i
ACL % & - Core plugin i - Core plugin - Coreplugin ACL ext. plugin !
> c 9 & Ext. plugin I Ext. plugin Ext. plugin VPC service ext. lugin ] .
. S < ! Policv route ext. plugin i
> VPC SerV|Ce g QEJ < :L ML2 EIP + QoS ext. plugin :
i LU .
> Policy Route S l lAgents l External Services
> EIP Cluster = L2 L3 OpenFlow NSX

ACL service ext. agent

VPC service ext. agent

Policy route ext. agent
EIP + QoS ext. agent
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ACL Module Implementation ~ e

[ Neutron Core API Neutron Extension API J
*
e R
v
Core Plugin Service Plugin =
_ oo J
- P )
4,~*"’— ¥
A
Neutron L2 Agent Exension Neutron L3 Agent Extension
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VPC Connection Module b\ SEsRgNsasnssiins st

VPC Connection is to solve
communication among VMs in b,
different VPC: \Subieu/ ----------- :

e Add VPC connection
e Add static route table o

« Scale out and high availability @

10.0.0.0

subnet1 subnet4

subnet2
8

VPC Connection

_______________________________________

20000/
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EIP Clustering Service

EIP North-bound Interface

EIP Runtime Database EIP Conf. Database

' { EIP IP Address Mapping } { EIP Cluster High Availability ] ( EIP QoS }

\{ EIP ACL } { EIP Server Scheduling M EIP Server Health Monitering L

EIP Agent

EIP Executor

1 1
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I

I

I

I
I I
I I
I I
I I
I I

I

I

I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
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Hybrid VXLAN Interconnection ¥ e

Module Feature

* Leverage Hardware SW to access Bare i
Metal machine, and connect Hardware SW
with OVS VTEP in Virtual node through '
enhanced Neutron module to import
related flow table to realize reachable
tunnel between VM and Bare Metal in
cloud platform

* Uniform tunnel management

* Uniform address management

e Auto configuration and OVS flow table
management

Neutron
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Kubernetes Master Node Inspur Cloud Platform Openstack Network Node

ContMgmt (Contiv)

VM Mgmt (ODL)

Physical Network

a ' A
Containel Cluster Virtual M: chine Cluster |
e N\ N( 3 .

( N (

M |fvm | [vm [vm
2 1 2

[ Container [ Container [ Container

[ Container [ Container [ Container
q Node AN Node PAt Node

<

-
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C\
DVR Module Re-design for L3 Underla;i I —

L3 underlay leads to complicated route table
configuration for north-south bound traffic
under DVR network model

VXLAN

* Create external VXLAN network, and set
it as default external path

* Develop external VXLAN resource pool to
realize encapsulation/de-capsulation for
north-south bound traffic

Internal POD External POD
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Inspur Network(Long-term) SsensssiUidcalsssenans

Inspur Cloud Platform

Cloud Management ’ Monitoring & Analysis APP Support
" Traffc Tracy I —

- DCI

« SFC
ngtigh
* Networking High i

Availability

* Large Scale j o tES. |
Ne’?work(10000+) i @Vﬁ'@%g é; bel -.: UrLAN %EIP+QOS GO sc |-

* Failure Recovery based

‘ \
} \
‘ \
- i

« Uniform container& -——72-——7 "7 77— —74+—+7n—1n————7 —/———+

VM network
Overlay NFV Infrastructure
B4 === 2 SN S 5 5
~ o 5P 83 R
Girtual Switch l\:/_|rtuaI” Virtual Gateway Virtual DPI Server 33’ 33’ 33’ 33’ L
irewa
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llarge Scale Out for ODL .- /E2aRanaRdedadiEn oS

Customer
Orchestrator

A

. N
AAA AuthN Filter A

NETCONF
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Transparent Migration .o 2nangesiiesattm ens

Migration to ODL smoothly:

* Reserve compatibility on Rest APl and Data | — pa Pllngin
structure layer X

* Develop new Plugin and Agent to support ’y" ; :
incremental features based on Neutron "."' : OpenDayLig'r:t Controller

* Replace neutron with stable ODL controllerto ~ |oeecceeeeees NP R N E— P N

manage North-bound interface and South- — * 3"' ””A

bound interface later
* SLA Guarantee
e Large Scale-out migration support

Neutron OpenDayLight
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Inspur Container Network Architecture O LT

® Multi-clust ;- Cluster management Application management
uiti-cliuster management.

Realize the functions of purchasing,

il o o

binding/unbinding eip, renewing,
closing/soft deleting of overdue fees,

® Functions:

External access, mount inspur cloud Scheduler Kube-proxy

disk/object storage, monitoring, log

collection and other self-developed Incloud-disk Image

core functions. Terraform

service
® [aaS resource management: Incloud-oss Controller

Terraform manages laaS resources.

® |mage management :
Self-research inspur image Docker Calico
warehouse management cluster

Images .

IaaS
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Inspur Container Engine Network Topology ™~ chinazote
[ Outside the web user ]< :' DNS \ Outside the
> A: EIp g [ web‘user ]
FW , eip
4 management
vip
Inspur cloud console cluster node / Tenant container cluster
Vi A 4
Cluster app pod1 cali34 > [eth] master1 [etno eth1] master2 [etno« P »  EFW
I i
iy v v
i eth .
D s calico
Cluster app pod2 @ cali78 = ! '
L \\ slavel m/ slave2 |etho

® Container Engine consist of two networks: management and business.
® The management network is used for cluster management applications and cluster communication.
® Business networks are used for intra-cluster pod communication .
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Topology Based on Containers s98EnesssLsusavenRaNEE
Outside the
web user )
A .
W ==
management
FW
A .
VIp
Custom service cluster y \
master Inspur cloud console cluster
[ Custom service app pod1 ] [Custom service app pod‘% > Inspur service api-Ingress
4 N )
vpcl vpc2
Api-Server Api-Server
- AN /

® External network users access custom container-based services through eip.
® Custom services access the inspur cloud console cluster through the management network .
® Custom service accesses the services of the different tenants via floatingip .
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Embrace Convergence and Open Source e ———

Cloud Computing

Opening Technical Architecture

Participate Many Standard organizations ,
OpenStack Gold Member, Patents &
Standards related to Cloud Computing Rank

First in China
Series of Inspur Server
(. )
Inspur Inspur Inspur

= Server

Blade /W Rack

Multi-Layer virtualization and Convergent Architecture Inspur Server Products
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Open SOurCe CUlture SO EReEReETEAT ) E0NEREL

Open Source Culture

* Open Source Program Office

* Open Source Interest Group

* Happy employees mean
bigger profits
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Inspur Cloud Platform/3" Part Cloud Orchestrators

Network ACL Interconnection of Baremetal and ECS VPC Peer Connection

Neutron Plugins

EIP (one-to-one) NAT Gateway (one-to-many) QoS (North-South)

Interconnection of Baremetal and Network ACL EIP (one-to- NAT Gateway
ECS one) (one-to-many)

Neutron L3 Agent
Extensions

Network ACL VPC Peer Connection QoS (North-South)

Cloud Infrastructure Layer

Neutron L2 Agent Extensions Newly Added Agents
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