
© 2018 Aqua Security Software Ltd., All Rights Reserved 

Save yourselves!
Liz Rice, Aqua Security
@lizrice



@lizrice

Save yourselves from attacks



@lizrice

Don't we have security people 
for that?



@lizrice

CVE-2018-1002105



@lizrice
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CJ Cullen Joel Smith
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CJ Cullen Joel Smith.
And @ibuildthecloud finding this one
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Stay up to date
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Just run this YAML for me



@lizrice

Just run this YAML for me
But only if it passes my rules



@lizrice
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Admission 
control

Registry
check

♥
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private-registry.my-corporation.com/image-repository/good-image:1.5

private-registry.my-corporat1on.com/image-repository/good-image:1.5
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private-registry.my-corporation.com/image-repository/good-image:1.5

private-registry.my-corporat1on.com/image-repository/good-image:1.5
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Admission 
control

Image 
scanning

♥
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Admission 
control

Software 
provenance

♥
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Trusted code can still be bad
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Open source governance
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Open source governance



@lizrice

Save ourselves


